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10-01-2016-11:04:01 to 10-01-2016-12:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site

|Signature |Device Action |Count|
71.6.158. 166 Lhited Sates 147.237.76. 147 chi nuch. aka.idf.il |B ack List drop 1
85. 255. 7. 155 Pol and 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1




10-01-2016-11:04:01 to 10-01-2016-12:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
162. 210. 196. 97 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 3
5.9.62. 130 Ger many 147.237.72. 166 aka.idf.il C1000074: HITP. maj estic bot Per nirt 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

80.248.7.18 147.237.0.35 |Ngeria akavs. i df . i ET SCAN Potential SSH Scan 2
80.248.7.18 147.237.0.16 [Ngeria ny-kosher-kravi .idf.il [ET SCAN Potential SSH Scan 2
77.127.51.23 147.237.77. 216 I srael dover.idf.il Xenu Link S euth Wser Agent 2
80.248.7.18 147.237.77.235|N geria sviva.idf.il ET SCAN Potential SSH Scan 2
80.248.7.18 147.237.72. 217N geria eidf.il ET SCAN Potential SSH Scan 1
208. 100. 26. 228 |(147.237.77.243|Wited Sates [mobile.idf.il ET SCAN NVAP -sS w ndow 1024 1
58.220.2.5 147.237.76. 42 |[China refuah.idf.il ET SCAN NMAP -sS w ndow 1024 1
195, 78. 68 61 147 237 76.44 | na o refuahidf i ET SI)AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
58.220.2.5 147.237.76. 34 |[China yohal an. i df.il ET SCAN NVAP -sS w ndow 1024 1
80.248.7.18 147.237.77.243|N geria nobi | e.idf.il ET SCAN Potential SSH Scan 1
40.84.189.118 |147.237.76.197 |Lhited Sates |e. hirush.idf.il ET SCAN NVAP -sS w ndow 1024 1
80.248.7.18 147.237.77.234|N geria hal ag.idf.il ET SCAN Potential SSH Scan 1
14.152.59. 11 147.237.76. 44 |China e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
80.248.7.18 147.237.77.74 |Ngeria lawidf.il ET SCAN Potential SSH Scan 1
80.248.7.18 147.237.76.30 [Ngeria hi nush. i df i | ET SCAN Potential SSH Scan 1
80.248.7.18 147.237.72.166 N geria aka.idf.il ET SCAN Potential SSH Scan 1
80.248.7.18 147.237.0.34 |Ngeria tikshuv.idf.il ET SCAN Potential SSH Scan 1
194. 224. 101. 170|147. 237. 76. 86 [Spai n navy. i df.il ET SCAN NVAP -sS w ndow 1024 1
58.220.2.5 147.237.76.39 |China nobi le.reitav.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
104. 214. 108. 211|147. 237. 76. 201 |Lhited Sates |e.atal .idf.il ET SCAN NVAP -sS w ndow 1024 1
40.121.139.43 |147.237.72.217 |Wited Sates |eidf.il ET SCAN NMAP -sS w ndow 1024 1
40.68.159.134 |147.237.76.42 |Wited Sates |refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
80.248.7.18 147.237.77.233|Ngeria atal.idf.il ET SCAN Potential SSH Scan 1
80.248.7.18 147.237.76.38 |Ngeria eeneitav.idf.il ET SCAN Potential SSH Scan 1




10-01-2016-11:04:01 to 10-01-2016-12:04:01

|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Jte Signature Acti on ‘Count
87.169. 64. 66 Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 26
109. 253. 156. 190]I srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Tineout [nonitor |19
109. 253. 199. 230|l sr ael 147.237.77. 233 |atal .idf.il SYN At tack SYN -> SYN-ACK -> RST nonitor |18
79.178.19.65  |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SWretransmt wth different | onor |16
w ndow scal e
S reanming Engi ne: TCP i i ssi
84.229.24.149 | srael 147.237.76. 200 |ei tan. aka. i of .| mng thgine. Invalid segnent retransmssion. | ., 12
Inval i d Retransnission Packet dr opped.
37.46. 41. 207 | srael 147.237.72. 167 |i shurimaka. i df . il drop SAMrul e drop 12
S reamng Engi ne: TCP i i ssi
87.71.10.245  |israel 147. 237. 77. 243 |nobi l e. i df .i | mng tngine. 1 Invalid segnent retransmssion. |, 9
Inval id Retransm ssion Packet dr opped.
46. 19. 85. 239 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST mnitor |8
103. 245. 240. 222|Bhut an 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
Sreamng Engi ne: TCP ' i ssi
202.91.66.102 |india 147. 237.76. 200 |ei tan. aka. i f . i mng tngine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransm ssion Packet dr opped.
S reamng Engi ne: TCP i i ssi
207.46.13.66  |United Qates 147.237.77. 243 |mbile.i o i1 mng tngine. 1 Invalid segnent retransmssion. |, 6
Inval id Retransm ssion Packet dr opped.
109. 201. 154. 142|Net her | ands 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tinmeout [monitor |6
reamng BEngi ne: T i i ssi
207.46.13.107 |Wited Sates 147.237.77. 243 |robi L e. i of .1 Streamng Engine: TCP Invalid segnent retransmssion. | ., 6
Invalid Retransnission Packet dr opped.
46.19.86.212  |[israel 147. 237.77. 226 "‘;":‘"‘Cha”atz' aka.1d" 1pad TGP sequence Invalid ACK nunber moni tor |5
Pal estinian Territory S -
176. 65. 27. 109 Qccupi ed 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 5
185. 120. 124. 13 |l srael 147.237.72. 166 |aka. i df . i | SYN At tack SYN -> SYN-ACK -> Ti meout |nonitor
109. 253. 145. 102|l srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SN drop
Sreamng BEngi ne: TCP i i ssi
31.210.187. 112 |Israel 147.237.77. 243 |nobil e.i of . mng tngihe- 1 Invalid segment retransmssion. |, 4
Inval i d Retransnission Packet dropped.
37.26.148.193 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber nonitor |4
Sreamng Engi ne: TCP ' i ssi
157.55.39.145 |Wited Sates 147. 237.76. 200 |ei tan. aka. i f . i mng tngine. 1 Invalid segnent retransmssion. |, 4
Inval id Retransm ssion Packet dr opped.
S reamng Engi ne: TCP i i ssi
185. 110. 108. 1651 sr ael 147. 237, 77. 243 |nobi l e.i df .i | mng tngine. 1 Invalid segnent retransmssion. |, 4
Inval id Retransm ssion Packet dr opped.
80. 246. 137. 184 |[lIsrael 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST monitor |3
S reanming Engi ne: TCP i i ssi
66.249.65.10  |nited Sates 147. 237, 77. 243 |nobi 1 e.i df . i | mng thgine. Invalid segnent retransmssion. | ., 3
Invalid Retransnission Packet dr opped.
e SYN+ACXK retransmt with .
185. 120. 124. 13 |l srael 147.237. 72. 166 |aka. i df .i Bad TCP sequence di fferent vi ndow scal nonitor |3
77.126.22.145 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence monitor |3
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
109. 253. 219. 254 |1 sr ael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni tor |3
185.3.147.173  |lIsrael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber monitor |3
77.126.22.145 |lsrael 147.237.72. 166 |aka. i df.il drop First packet isn't SYN drop 3
122.177. 194. 226l ndi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
213.175.183. 170|Lebanon 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
31.168.75.177 |lsrael 147.237.72. 166 |aka. i df.il drop First packet isn't SYN drop 3
185. 120. 125. 181 |l srael 147.237.72. 166 |aka.i of .i1 Bad TCP sequence Invalid ACK nunber nonitor |3
79.181.99.166 |Israel 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence monitor |2
185. 20. 5. 157 Uhi ted Ki ngdom 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [alert 2
37.26.148.193 |l srael 147.237.72. 166 |aka.i of .i1 Bad TCP sequence Inval id ACK nunber alert 2
172.59.160. 230 |lLhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
213.175. 183. 170|Lebanon 147.237.77. 216 [dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor |2
46. 19. 86. 48 I srael 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence Inval id ACK nunber nonitor |2
’ . . SYNtAXK retransmt with .
122.177.194. 226|Indi a 147.237.77. 216 |dover.idf.il Bad TCP sequence di Fferent i ndow scal e noni t or 2
o SYN+ACK retransmt with .
46. 19. 86. 216 I srael 147.237. 72. 166 |aka. i df .i Bad TCP sequence di fferent vi ndow scal nonitor |2
185. 20. 5. 157 Lhi ted Ki ngdom 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor
176.13.226.82  |Israel 147.237. 72. 156 [anan. i df . i SYN Attack SYN -> SYN-ACK -> RST noni t or
213. 175. 183. 170|Lebanon 147. 237. 7. 216 |dover . i df .i Bad TCP sequence STNACK retransmt with moni tor  [2
di fferent w ndow scal e
46. 19. 86. 230 I srael 147.237.77. 176 |nat pash. i of . i | Bad TCP sequence Inval i d AGK nunber noni t or
79.181.99.166 |l srael 147.237.72. 156 |anan.i df .il Bad TCP sequence Inval i d ACK nunber alert
185.20.5.157  |united Kingdom  |147.237.72.166 |akaidf. il Bad TCP sequence SINFACK retransmit W th moni tor  [2
different w ndow scal e
37.26.148.193 |[lIsrael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid sequence nunber noni t or
46. 19. 86. 253 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
93.80. 145. 234  |Russi an Federation |147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Country Target Address |Site Sgnature Action ‘Count
46. 19. 86. 83 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 71
109. 253.192. 3 [l srael 147.237.77.243|nobi | e.i df . i | Distributed Unhaut hori zed UR. Access on nobi | e. i df.il/nekudot/i ndex B ock 6
31.210.187. 112 |I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
147.236.69.35 |[Israel 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 3
213.57. 157. 130 [l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
82. 166. 121. 189 |l srael 147.237.77. 243 |nobi | e. i df . i | fb?r:t Ienglyf’stcE;rafLﬁgng‘:‘;‘zzimd n Bl ock 2
83. 178. 235. 218 |Sweden 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method PCST for waw aka. i df . il/mai n/ sachar B ock 2
2.55. 2. 206 I srael 147.237.77.74 [lawidf.il Lhaut hori zed LRL Access to waw nag.idf.il/images/ 1. he/infocenteritend [B ock 2
66.249.65.52  |lIsrael 147.237.77. 216 |dover.i df . i Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ngt op. asp Bl ock 2
2.55.56. 33 I srael 147.237.77.243|nobi l e.i df . i | D stributed Unhaut hori zed URL Access on nobil e.idf.il/nekudot/i ndex B ock 2
66. 249. 65. 188 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 8802- he/ r ef uah. aspx B ock 1
180. 76. 15. 146 |thina 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 1
46.19.85.116 |l srael 147.237.76.42 |refuah.idf.il l_’;::jg:: 1H11; i d'iec‘lfe“ Method 2.1475311862.; in LR Bl ock 1
87.71.10.245 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspi ci ous Response Code B ock 1
77.139.28.69  |France 147.237.72. 166 |aka. i df . i | mn;kvi:i z?rﬁ'ﬁ;rn/ ;x}am;%mmas'& None 1
66.249. 65. 24  |Israel 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ 894- he/ dover . aspx B ock 1
79.181.99. 166 |l srael 147.237.72. 156 [aman. i df . i | Mil tiple Untraceabl e SSL Sessions from79.181. 99. 166 ((Qpen Mbde) None 1
68. 180. 228. 238 |Lhited Sates [147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
180. 76. 15. 150 |Chi na 147.237.77.233|atal . i df.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
93.157.83.58 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to wa aka. i df.il/mai ns/ sachar Bl ock 1
77.139. 181. 144 |France 147. 237.72. 166 |aka. i df . i | mn;km;i? ?ne;a:rn/%\:hmTiWED in None 1
66.249.65.51 |Israel 147.237.77. 216 |dover . i df .i | Ml tiple Unaut hori zed URL Access from 66. 249. 65. 51 B ock 1
37.142.219.89 |Israel 147.237.72.166 [aka. i df . 1 | vl:\jw;\:;(guf Zfd mﬁﬁ;aﬁlﬁl?‘;g);s\frzt?gnm zard/ regi st er. aspx par anet er None !
68.180.231.57 |Uited Sates [147.237.77.216|dover.idf.il Par anet er Type Miol ation PageNumin vww i df.il/1115-ar/ dover . aspx B ock 1
213.8.204.71  |[lIsrael 147.237.76.42 |refuah.idf.il Dstributed PH> A tenpt B ock 1
46.116.32. 164 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 46. 116. 32. 164 B ock 1
2.53.51.4 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
93.172.97.67 |[lIsrael 147.237.77.216|dover . i df . il SSL Wntraceabl e Gonnection - (pen Mde None 1
79.176. 112. 142 |I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from79.176. 112. 142 B ock 1
66.249.65.51  |lsrael 147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to wan idf.il/mvtza B ock 1
169.229.3.91 |Whited Sates |147.237.77.170|naarachot.idf.il |Il1ega Byte Gode Character in Mthod B ock 1
46.19.85.116 |lIsrael 147.237.76.42 |refuah.idf.il I11egal HITP \ersion B ock 1
77.127.55.180 |lsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for waw aka. i df . i|/sachar B ock 1
46.116.32.164 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/_vti_bin/owssvr.d | Bl ock 1
213.8.204.71  |Israel 147.237.76.42 |refuah.idf.il Distributed Lhaut horized UR. Access on ww refua. atal .idf.il/xnirpc. php |B ock 1
109. 64. 136. 10 |l srael 147.237.72. 156 [aman. i df . i | Uhaut hori zed LRL Access to waw aman. i df.il/https:/ww aman.idf.il/ B ock 1
79.176.112. 142 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip_storage/files/ 4/ Bl ock 1
180. 76. 15. 144 |Chi na 147.237.72. 156 |anan. i df . i | O stributed Lhaut hori zed UR. Access on list.ips.gov.il/robots. txt Bl ock 1
46.19.85.116 |lIsrael 147.237.76.42 |refuah.idf.il Mal formed URL _pk_ses. 118. f dlc=* B ock 1
85. 64.211. 139 |Israel 147.237.77.234|hal ag. i df . i | Unhaut hori zed URL Access to 147. 237. 77. 234/ i mages/ shar ed/ bul | et 1. gi f B ock 1
77.138.87.96 |France 147.237.72.166 |aka. i df . i | mu;E§r|l éﬁdi I'\f:r;io:/ gﬁz /fy(;rhash2017ll obby. aspX Bl ock 1
66.249.64.41 |Israel 147. 237.72. 166 |aka. i df . i | ﬂ?‘_’tzg‘;r_'f;i;}ygﬁgleigrLm J asp! showf or um asp Bl ock 1
109. 66. 124. 214 |l srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - CGpen Mde None 1
79.178.19.65 |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock 1
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