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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count|
77.138.52. 97 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
8. 37.231.185 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack_Con Htp drop 3
134.147. 203. 115 Ger nany 147.237.76. 34 yohal an.idf.il |Back List drop 2
66. 240. 236. 119 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il|B ack List drop 1
37.228.91. 142 Russi an Federation 147.237.76. 197 e hinush.idf.il |Back List drop 1
157. 55. 39. 201 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count

46. 19. 86. 54 I srael 147. 237. 72. 156 aman. i df.il 13840: TLS. QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

95. 47 140, 55 147 237 76, 198 |FUSSi @ e.yohal an. i df i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Federation Potential Scan or Brute Force
185. 110. 132. 201|147. 237. 77. 216 |kr ai ne dover.idf.il ET SCAN Potential SSH Scan 1
49,73 240,131 |147 237 76.86 |ni na vy, i df i1 ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
185. 110. 132. 201|147. 237. 77. 121 |Wkrai ne e.navy.idf.il ET SCAN Potential SSH Scan 1
27.2.214. 44 147. 237. 77. 226 |M et nam waw chanat z. aka. i df .i 1 [ET SCAN NVAP -sS wi ndow 4096 1
185. 110. 132. 201|147.237.8. 46 |Wkraine e. chinuch.idf.il ET SCAN Potential SSH Scan 1
8.37.231. 185 147.237.77.216|hited Sates  |dover.idf.il portscan: TCP O stributed Portscan 1
185. 110. 132. 201|147. 237.0.33  |lkrai ne idf.il ET SCAN Potential SSH Scan 1
195, 65. 94. 41 147 237 77 243 |chi na wobi e idf ] ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
113, 183, 156. 102|147, 237 0. 200 I\t et nam i il ET SCN\I Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
113. 23. 48. 64 147.237.76.86 |\ et nam navy.idf.il ET SCAN NVAP -f -sS 1
101, 24. 189,34 |147. 237 77 121 |chi na o ravy. i il ET SOAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
185. 110. 132. 201|147. 237. 77. 235 |kr ai ne sviva.idf.il ET SCAN Potential SSH Scan 1
62.210. 189. 248 [147. 237. 76. 202 |France e haagidf.il ET SCAN Potential SSH Scan 1
185. 110. 132. 201|147. 237. 77. 205 |Wkr ai ne prisha.idf.il ET SCAN Potential SSH Scan 1
40.84.189.118 |147.237.0.15 |[wnited Sates kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 110. 132. 201147. 237. 76. 196 |Lkr ai ne e.svivaidf.il ET SCAN Potential SSH Scan 1
23.91.75. 231 147.237.77.19 |Wnited Sates | awforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 110. 132. 201147. 237. 8. 27  |lkrai ne emadimatal .idf.il ET SCAN Potential SSH Scan 1
180. 213.5.205 |147. 237. 76. 148 |Chi na gocenter. aka. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
121 228, 154. 88 |147. 237, 0.19 | na oo matal idh il ET SCN\I Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
113. 23. 48. 64 147.237.76.86 |\ et nam navy.idf.il ET SCAN NVAP -sS w ndow 2048 1
104. 207. 141. 110(147. 237. 72. 166 |Lhited Sates  |aka idf.il ET SCAN NVAP -sS wi ndow 1024 1
209. 95. 50. 84 147.237.0.16 |lhited Sates ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Ste Signature Acti on ‘Count
8.37.231.185 Lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SWN drop 117
8.37.231.185 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [nonitor 77
79.181.99.166 |lsrael 147.237. 72. 156 |anan.idf .i | SYN Att ack SYN -> SYN-ACK -> Timeout [nonitor 27
79.181.99.166 |lIsrael 147.237.72. 156 |anan.i df .i | drop Frst packet isn't SN drop 17
. . SYNretransmt wth different )
79. 180. 84. 88 | srael 147.237.72. 156 |aman.i df . il Bad TCP sequence vi ndow scal e noni t or 12
79.181.99.166 |l srael 147.237. 72. 156 |anan. i df . i | Bad TCP sequence monitor |12
. . SYNtAXK retransmt with h
79.181.99.166 |lsrael 147.237.72. 156 |aman.i df . il Bad TCP sequence di fferent w ndow scal e noni t or 11
. . . SYNWAXK retransmt with .
197. 89. 39. 65 South Africa  |147.237.72. 156 |aman.idf. | Bad TCP sequence di fferent vindow scal & monitor |10
2.53.167. 172 I srael 147.237.72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 10
79.181.99.166 |l srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence I'nval i d AGK nunber nonitor |10
Sreanming BEngine: TCP Invalid i i ssi
79.180.54. 6 I'sr ael 147.237.77. 243 |nobi l . i df . i | g =g Invalid segnent retransmssion. | 9
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
141, 226. 218. 109I srael 147. 237. 76. 200 |6 tan. aka.i of . i 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
209. 133.111. 211 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
79.181.99.166 |lIsrael 147.237.72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber aert
2.53.183.2 | srael 147.237.72. 166 |aka.i df i SYN Att ack SYN -> SYN-ACK -> RST noni t or
Sreanming BEngine: TCP Invalid i i ssi
109. 253.213. 90 |Israel 147.237.77. 243 |nobi l . i df . i g =g Invalid segnent retransmssion. | 6
Ret r ansm ssi on Packet dropped.
2.53.63.222 | srael 147.237.72. 166 |aka.i df . i SYN Attack SYN -> SYN-ACK -> RST noni t or 6
185.3.147.211 |l srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence I'nval i d AGK nunber monitor |5
46. 19. 85. 235 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
5.29. 216. 253 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
46.19.85.137  |[israel 147.237.77. 226 }’W“"‘Cha"atz' aka.idf-11pad TCP sequence Inval i d ACK nunber monitor |4
193. 43. 246. 250 |Israel 147.237.72. 166 |aka. i df . i | drop Frst packet isn't SN drop 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
197. 89. 39. 65 South Arica 147.237. 72. 156 |anan.idf .i | SYN Attack SYN -> SYN-ACK -> Timeout [nonitor 4
31.13.113.128 Ireland 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
46. 19. 85. 234 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d AGK nunber alert 3
46. 19. 85. 234 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
46.116. 48. 11 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence noni t or 2
185.3.147.205 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |2
46.19.85.234  |Israel 147.237. 77. 226 :’“’“’“Cha”atz' aka.id-1 o\ At t ack SYN -> SYN-ACK -> RST monitor |2
) . . . Geo-1 ocat i on i nbound
187.61.127. 162 |Brazil 147.237.77. 212 |e. dover.idf.il Geo-1 ocati on enf or cenment enf or cenent drop 2
46.116. 48. 11 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
77.138.52. 97 France 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Russi an . . -
109. 63. 237. 203 eration 147.237.77. 216 |dover.idf .il drop Frst packet isn't SN drop 2
197. 89. 39. 65 South Africa 147.237.72. 156 |anan.i df . il Bad TCP sequence Inval id ACK nunber noni t or 2
77.138.52. 97 France 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber moni tor |2
109. 253. 218. 248|I srael 147.237.72. 166 |aka.i df i SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
46.19.85.9 | srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 2
) . . . Geo-1 ocat i on i nbound
187.61.127. 154 |Brazil 147.237.77. 212 |e. dover.idf.il Geo-1 ocati on enf or cenment enf o cenent drop 2
77.138.52.97 France 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Timeout [nonitor 2
122.162. 245. 63 |India 147.237.77. 216 |dover.idf .il drop Frst packet isn't SWN drop 2
212.179.90. 106 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
88.212.37.65 9 ovaki a 147.237.72. 167 |i shuri maka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
) . . . Geo-1 ocat i on i nbound
187.61.127. 157 |Brazil 147.237.77. 212 |e.dover.idf.il Geo- | ocati on enf or cenent enf or coment drop 2
77.138.236.8 France 147.237. 77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
106. 38. 241. 106 |Chi na 147.237.77. 176 |mat pash. i df .i | drop SAMrul e drop
197. 89. 39. 65 South Africa 147.237.72. 156 |anan.idf.il drop First packet isn't SN drop 1
93.158.200.68 |Netherlands  |147.237.0.17 ][“I”IV kosher-kravi.id |oyN At ack SYN -> SYN-ACK -> RST monitor |1
14.127.67.88 Chi na 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 1
157.55.39.201 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

country Target Address |Site Sgnature Action ‘Count
14.127.67.88 |China 147.237.77. 216 |dover.idf.i |l Mil tipl e Unauthorized URL Access from 14. 127.67. 88 Bl ock 19
14.127.67.88 [China 147.237.77.216|dover . i df . il PHP At t enpt B ock 7
79.180.54.6 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19. 85. 91 I srael 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
84.108.117.91 |[Israel 147.237.77.216|dover . i df . il Mil tipl e Unaut hori zed URL Access from 84.108. 117. 91 B ock 2
109. 253. 213. 90 |l srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 2
109. 66.49.63  |Israel 147.237.77. 234|hal ag. i df . i | iéf ;gt;“;‘;d2217:’;232572?]61%/2?5?5 f;i . Bl ock 1
79.180.84.88 |[Israel 147.237.72. 156 [aman. i df . i | Illegal Byte Gode Character in Method 6¢AVS] i Bl ock 1
66. 249. 65. 182 [l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 8847- he/ r ef uah. aspx  |B ock 1
213.8.204.30 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to wwrefua. atal.idf.il/xnirpc. php B ock 1
79.180.84.88 |lsrael 147.237.72. 156 |anan. i df . i | Dstributed Ml fornmed HITP Header Line B ock 1
46. 19. 86. 35 I srael 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 1
79.180.84.88 |l srael 147. 237. 72. 156 |aman. i df . i | fss_sti tégflﬁla_b/'\ﬁpﬁngiﬁli &;DET(:E‘;C&?\'SE; on None 1
66.249.76.77 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
84.108.117.91 |lsrael 147.237.77. 216 |dover.idf.i |l Unaut hori zed URL Access to ww idf.il/english/gius Bl ock 1
79.180.84.88 |[Israel 147.237.72. 156 [anan. i df . i | Dstributed Ml formed LRL B ock 1
46.121. 198. 138 |I srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i nages/ shared/ bul l et 1. gi f  [B ock 1
157.55.39. 164 |nited Sates |[147.237.72.166|aka.idf.i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
79.180.84.88 |[Israel 147.237.72. 156 |aman. i df . i | Too Many Headers per Request - 62 Headers B ock 1
109. 64. 56. 239 |l srael 147.237.72. 156 [aman. i df . i | Too Many Qookies in a Request - 101 cooki es B ock 1
79.180.84.88 |lsrael 147.237.72. 156 |aman. i df . i | D stributed Unknown HTTP Request Met hod Bl ock 1
52.78.164.22 |Wited Sates [147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147. 237. 76. 42/ web- consol e/ serverinfo.jsp |B ock 1
185. 120. 125. 63 |l sr ael 147.237.72. 166 |aka. i df . i | \;Pf\rwarfae:d???/g:jﬁ/\ga(:hjri/?lgiis':raﬂOnmard”egi ster. asp None 1
79.181.99. 166 |lsrael 147.237.72. 156 |aman. i df . i | Mil tiple Untraceabl e SSL Sessions from79. 181. 99. 166 (Qpen Mde) None 1
79.180.54.6 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 1
40.77.167.64 |lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
109. 65. 21. 253 |Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to www | awidf.il/inages/ 1. he/infocenteritent |B ock 1
79.180.84.88 |[Israel 147.237.72. 156 [aman. i df . i | Illegal Byte Gde Character in Header Val ue B ock 1
66.249.65.24 |Israel 147.237.77. 216 |dover.i df.i |l Unaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
213.8.204.30 |lIsrael 147.237.76.42 |refuah.idf.il PHP Att enpt B ock 1
79.181.99. 166 [l srael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
79.180.84.88 |[Israel 147.237.72. 156 [aman. i df . i | Abnornal |y Long Header Line request header nane B ock 1
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