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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action
198. 167. 138. 185 Lhited Sates 147.237. 76. 197 e. hi nush. i df .i | B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Count

159, 122. 159. 28 Lhited Sates 147.237.77.216 |dover.idf.il |ClL000133: HITP. (pisrael - key words and groups Per mit 1
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

13.93.120. 74  |147.237. 77. 227 [Net her | ands e. hanaz.idf.il ET SCAN NMAP -sS wi ndow 1024 1
187.63.175.20 |[147.237.76.30 |Brazil hi nush. i df . il ET SCAN Potential SSH Scan 1
187.63.175. 20 |147.237.0.200 |Brazil . i df il ET SCAN Potential SSH Scan 1
159. 122. 159. 28 |147.237. 77. 216 |Wited Sates |[dover.idf.il Tehi | a def acenent attenpt (-Hacked By- sent to Véb Server) 1
91.232. 105. 190 |147. 237. 0. 200 |Net her| ands . i df i | ET SCAN NVAP -sS wi ndow 2048 1
91. 201. 236. 158 [147.237.0.33 |Wkrai ne idf.il ET SCAN NMAP -sS w ndow 4096 1
91. 201. 236. 158 [147.237.0.33 |kraine idf.il ET SCAN NVAP -f -sS 1
208. 100. 26. 228 [147.237. 77. 226 |Lnited Sates |wwu chamatz. aka.idf.il |ET SCAN NVAP -sS w ndow 1024 1
66.249. 64. 113 |147.237.72. 166 |Lhited Sates |aka.idf.il SER\/ER APAO_E_ Apache nod_ssl non-SS. connection to SS. port 1
deni al of service attenpt
208. 100. 26. 228 |147.237.76.34 |lhited Sates |yohalan.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.120. 122. 219 |147. 237. 72. 166 I srael aka.idf.il Xenu Link S euth User Agent 1
187.63.175. 20 |147.237.76.176 |Brazil test.ncore.idf.il ET SCAN Potential SSH Scan 1
187.63.175.20 |147.237.8.27 |Brazil e.madi matal .idf.il ET SCAN Potential SSH Scan 1
187.63.175.20 |147.237.0.33 |Bazil idf.il ET SCAN Potential SSH Scan 1
91. 232. 105. 190 [147. 237. 0. 200 |Net herl ands . i df . i | ET SCAN NMAP -sS w ndow 4096 1
91. 232. 105. 190 |147. 237. 0. 200 |Net her| ands ndu. i df il ET SCAN NVAP -f -sS 1
91. 201. 236. 158 [147.237.0.33 |Wkraine idf.il ET SCAN NMAP -sS wi ndow 2048 1
89.248.163.3 |147.237.0.15 |Netherlands kosher-kravi .idf.il ET mBEhaV' oral Lhusuglly fast Termnal Server Traffic, 1
Potential Scan or Infection
208. 100. 26. 228 |147.237.76.39 [lhited Sates |nohile. neitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
62.210. 243. 100 |147.237.0.17 |France mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
187. 63.175. 20 [147.237.77. 179 |Razil e.mazi.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

27.55.150.162 |Thailand 147.237.77. 243 |nobil e.i df . i | . droj 20
Ret ransni ssi on Packet dropped. P
Sreaning Engine: TGP Invalid i i sSi
2.53.160.210  |Israel 147. 237, 77. 243 |nobi | e. i of . i 9 =g Invalid segnent retransmssion. |, ., 12
Ret r ansmi ssi on Packet dr opped.
93.172.217.77 |Israel 147.237.72. 167 |ishurimaka.idf .i|Bad TCP sequence noni t or 11
Sreaning BEngine: TGP Invalid i i ssi
79.181. 105. 113 | srael 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g Inval i d segnent retransmssion. |, ., 8
Ret r ansmi ssi on Packet dropped.
46.166. 186. 249 |Nether| ands 147.237.72. 217 |e.i df .1 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 6
enf or cenent
Sreaning BEngine: TGP Invalid i i ssi
176.13.4.213  |Israel 147. 237, 77. 243 |nobi l e.i df . i | 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dropped.
5.102.195.141 |lsrael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 6
Sreaning BEngine: TCP Invalid i i ssi
79.180.194.89 | srael 147. 237.77. 243 |mobi l e i i 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dropped.
176.13.3.132 I srael 147.237. 77. 216 |dover.i df .i 1 SYN At t ack SYN -> SYN-ACK -> RST monitor |6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
93.172.217.77  |Israel 147.237.72. 167 |ishurimaka. i df .i|Bad TCP sequence Invalid ACK nunber alert 5
93.172.217.77 |lsrael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Invalid ACK nunber noni t or 5
122.162. 199. 189|I ndi a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
93.172.118. 124 |lsrael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
93.172.217.77 |lsrael 147.237.72. 167 |i shurimaka.idf.i |[SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 5
176.13.224.6 | srael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
93.172.217.77 |lsrael 147.237. 72. 167 |i shuri maka.i of . i [dr op Frst packet isn't SN drop 5
37.8.107. 14 ga:lcis;i':éa” Territoryly 47, 237. 77. 176 [matpash.icf il [SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |4
202.1.181.78 Sol onon | sl ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop
79.181.99.166 |lIsrael 147.237. 72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or
109. 253. 150. 167 |1 srael 147.237.77.176 |matpash.icf.il  |Bad TCP sequence SINWACK retransmt with monitor |4
different wndow scal e
79.181.99.166 |Israel 147.237. 72. 156 |anan.i df .i | Bad TCP sequence monitor |4
Sreaming BEngine: TCP Invalid i i ssi
185. 110. 108. 165/l srael 147.237.77. 243 |nobil e.i of i 9 =g Invalid segnent retransmssion. |, 4
Ret ransm ssi on Packet dropped.
178. 215. 220, 14g| A SStIN A Territoryly 1o 537 77 216 |dover. i of . i drop First packet isn't SWN drop 4
Qccupi ed
79.181.99.166 |lsrael 147.237. 72. 156 |anan. i df .i | Bad TCP sequence Inval i d ACK nunber aert 3
Sreaning Engine: TGP Invalid i i ssi
66.249. 64.124 |Uited Sates 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, ., 3
Ret ransni ssi on Packet dropped.
79.181.99.166 |lsrael 147.237. 72. 156 |anan.i df .i | drop First packet isn't SYN drop
109. 253.223.0 |Israel 147.237.0.19 |nadimatal.idf.il|SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or
187.61. 125. 230 |mrazil 147.237.77.212|e.dover.idf.il  |Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound drop 2
enf or cenent
46.19. 86. 111 I srael 147.237.72. 166 |aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |2
79.177.180. 203 |israel 147.237.77.176 |natpash.icf.il  |Bad TCP sequence SINFACK retransmt wth monitor  [2
different w ndow scal e
37.8.107. 14 z'cf;i'géa” Territory1 47, 237. 77. 216 |dover. i df .1 SYN At t ack SYN -> SYN-ACK -> Tinmeout |monitor |2
Sreaning Engine: TGP Invalid i i ssi
84.108.33.135 [l srael 147. 237.77. 243 |nobi l e. i f . | 9 =g Inval id segnent retransmssion. |, ., 2
Ret ransni ssi on Packet dropped.
46. 19. 85. 209 I srael 147.237.72. 166 |aka.idf . il SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
176.13.224.6 I srael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
79.181.99.166 |l srael 147.237. 72. 156 |anan.i of .i | Bad TCP sequence Inval i d ACK nunber monitor |2
77.138.52.97 France 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
185.58. 6. 178 Italy 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
46. 19. 86. 93 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
5.102. 195. 81 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber nonitor |2
36.99.31.234  |nina 147. 237. 77. 216 |dover . i df .i Bad TCP sequence SYNACK retransmt with monitor  [1
different w ndow scal e
. . SYNWtAXK retransmt with .
79.181.99.166 |l srael 147. 237. 72. 156 |anan. i of . i | Bad TCP sequence different vi ndow scal e noni t or 1
122.162. 199. 189|Indi a 147.237.77. 216 |dover. icf.il  |Bad TCP sequence SINWACK retransmt with monitor |1
different wndow scal e
79.177.180. 203 |lIsrael 147.237.77.176 |natpash.idf.il  |SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
109. 253. 157. 202|I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 1
188. 120. 148. 162l sr ael 147.237. 77. 216 |dover.i df . i drop First packet isn't SN drop 1
183. 129. 160. 229|Chi na 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
46. 19. 85. 59 I srael 147.237. 77. 216 |dover.idf .i 1 SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
84.108. 164. 244 |l srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
213.57.58.57 I srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |[Site Sgnature Action ‘Count
109. 253.223.0 |Israel 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code Bl ock 127
79.182.17.137 |[Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 30
14.127.67. 88 Chi na 147.237.77. 176 |nmat pash. i df . i | Ml tiple Unauthorized URL Access from 14. 127. 67. 88 B ock 16
14.127.67. 88 Chi na 147.237.77. 176 |nat pash. i df . i | PHP Attenpt Bl ock 6
66. 249. 65. 51 I srael 147.237.77. 216 |dover . i df .i | Mil ti pl e Unaut horized URL Access from 66. 249. 65. 51 B ock 3
2.53. 160. 210 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 3
36. 88. 60. 160 | ndonesi a 147.237.77.216|dover.i df .i | Paraneter Type M ol ation SearchText in wawidf.il/1065-en/ dover.aspx |B ock 2
77.126.58. 14 I srael 147.237.0.19 |nadimatal.idf.il [Dstributed Suspicious Response Code B ock 2
66. 249. 65. 52 I srael 147.237.77. 216 |dover.i df .i | Ml tipl e Unauthorized URL Access from 66.249. 65. 52 B ock 2
62.103.209.18 |Geece 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: Qpen Mode None 2
183. 129. 160. 229|Chi na 147.237.76.31 |nakchal .idf.il Ml tipl e Unknown HTTP Request Method from 183. 129. 160. 229 B ock 1
66.249.76.112 I srael 147.237.72. 166 |aka. i df . i | m”;?gii;e_?lﬁbff;ei; rt'llogi yus! gener a . a5 Bl ock 1
183. 129. 160. 229|Chi na 147.237.76.42 |refuah.idf.il Mil tiple Malformed URL from 183.129. 160. 229 B ock
183. 129. 160. 229|Chi na 147.237.76.30 |hinush.idf.il Ml tiple Mal formed URL from 183. 129. 160. 229 B ock
84.108. 20. 91 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for www aka.idf.il/main/sachar/klali.aspx |B ock
66.249. 65.188 I srael 147.237.76.42 |refuah.idf.il ﬂ?f’tzg;r;éefz/?p :‘sctcoersilef/?i | es 212412, pg Bl ock 1
183. 129. 160. 229|Chi na 147.237.76. 39 ImeI le.neitay. idf.i Mil tiple Malformed HITP Header Line from 183. 129. 160. 229 B ock 1
37.142.208.219 | srael 147.237.72. 166 |aka. i df . i | \Amm:v“;:':ri' dzf?(ijltbn;h(rz?sapccfgr /f:;marchi ve. aspx B ock 1
100.253.223.0 |israel 147.237.0.19  |madi matal .idf. il |aom e Tl‘gf’el\l'i/?:oﬁ | o g;i' r?f‘scg(”t ent A acetbl der 18txt Gaptcha in gy oo 1
183. 129. 160. 229|Chi na 147.237.76.42 |refuah.idf.il Mil tipl e Unknown HTTP Request Method from 183. 129. 160. 229 Bl ock 1
183. 129. 160. 229|Chi na 147.237.76.30 |hinush.idf.il Ml tipl e Unknown HTTP Request Method from 183. 129. 160. 229 B ock 1
84.108.171.82 | srael 147.237.72. 166 |aka. i df . i | m”;’k":iz? f‘rf;;rn/;\:hgf;iﬁm?z;pz None 1
Uhaut hori zed URL Access to
66.249. 69. 243  [Israel 147.237.77. 176 |nat pash. i df . i | W cogat . i df . i 1/ usef ul i nf or mat i on/ i dkoni i pages/ nasai yot 04112010. |Bl ock 1
aspx
183. 129. 160. 229|Chi na 147.237.76. 39 Im)b' le.nei tav. idf. | Mil tiple Malformed URL from 183. 129. 160. 229 B ock 1
116. 15. 138. 254 |9 ngapore 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for waw aka. i df .il/mai n/ hone/ def aul t. aspx |Bl ock 1
77.138.126.252 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for www aka. i df . i|/sachar Bl ock 1
66. 249. 65. 53 I srael 147.237.77. 216 |dover.idf .i | Ml tiple Unaut horized URL Access from 66.249. 65. 53 B ock 1
183. 129. 160. 229|Chi na 147.237.76.31 |nakchal .idf.il Mil tiple Ml fornmed HTTP Header Line from 183.129. 160. 229 Bl ock 1
85. 64. 11. 254 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/main/ Bl ock 1
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
183. 129. 160. 229|Chi na 147. 237.76. 39 lm)b' le.nei tav. idf. i Ml tipl e Unknown HTTP Request Method from 183. 129. 160. 229 B ock 1
66. 249. 64. 58 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1408- he/ at al . aspx B ock 1
176.13.224.6 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
79.180.194.89 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
66.249. 65.182 [Israel 147.237.76.42 |refuah.idf.il Ml tipl e Unaut horized URL Access from 66. 249. 65. 182 B ock 1
14.127. 67. 88 Chi na 147.237.77. 176 |nat pash. i df . i | Lhaut hori zed URL Access to ww cogat . idf.il/index. asp B ock 1
183. 129. 160. 229|Chi na 147.237.76.31 |nakchal .idf.il Mil tiple Mal formed URL from 183. 129. 160. 229 Bl ock 1
109. 253. 220. 191 i srzel 147.237.77.233|atal . i df .i | e Jhaut horized (R _Agscs)fs on Bl ock 1
66.249.76.109 |[lsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/edinitheproj/ B ock 1
183. 129. 160. 229|Chi na 147.237.76.42 |refuah.idf.il Mil tipl e Mal formed HTTP Header Line from 183. 129. 160. 229 B ock 1
66.249. 64. 113  [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SS. Sessi ons: Protocol violation (SSL_GONN QLI ENT_HELLO [None 1
183. 129. 160. 229|Chi na 147.237.76.30 |hi nush.idf.il Mil tiple Ml forned HTTP Header Line from 183.129. 160. 229 Bl ock 1
66.249. 65.185 I srael 147.237.76.42 |refuah.idf.il 2 A esn oo o, aspx B ock 1
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