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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Signature

Device Action |Count|

2.53.34.175 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8
204. 42, 253. 132 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List drop 1
93. 158. 200. 66 Net her | ands 147.237.76. 30 hi nush. i df .i | B ack List drop 1
93. 158. 200. 126 Net her | ands 147.237.76. 38 e.e.neitav.idf.il|Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

Potential Scan or Brute Force

46.120.122. 219 (147.237.0.34 [l srael tikshuv.idf.il Xenu Link Seuth User Agent 2
187. 140. 219. 59 [147. 237. 77. 216 | Mexi co dover.idf.il Xenu Link S euth User Agent 2
14.152.59.11 |147.237.76.39 |China nobi | e. nei tav. i df.il ET SCAN NVAP -sS w ndow 1024 1
163. 172. 129. 15 |147. 237. 76. 202 zi;gegom e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
77 195 79. 224|147 237 76.86 |1 srael ey, i f i1 ET DO5 Large anount of TCP ZeroViindow - Possible Nkiller2 1
DDos attack
208. 100. 26. 228 |147.237.77. 179 |Whited Sates |e. nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
66.249. 65.51  [147.237.77.216|lhited Sates [dover.idf.il ET SCAN NVAP -sA (2) 1
187.63. 175. 20 |147.237.77.235|Brazil svivaidf.il ET SCAN Potential SSH Scan 1
62. 210. 243. 100 |147.237.0.19 |France nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
187.63.175.20 |147.237.77. 226 |Brazil wan chanat z. aka. i df . i | [ET SCAN Potential SSH Scan 1
58. 218. 200. 137 [147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
187. 63.175. 20 [147.237.77.170|Razil naar achot . i df .i | ET SCAN Potential SSH Scan 1
58. 218. 200. 137 |147. 237.0. 200 |Chi na . i df . i | ET SCAN Potential SSH Scan 1
187.63.175.20 |147.237.76.86 |Brazil navy.idf.il ET SCAN Potential SSH Scan 1
187.63.175.20 [147.237.8.45 |Razil eeitanidf.il ET SCAN Potential SSH Scan 1
14.152.59.11 [147.237.77. 235|Chi na sviva idf.il ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 129. 15 |147. 237. 77. 227 Eiqir:gegom e. hanaz. i df .il ET SCAN NVAP -sS wi ndow 1024 1
115 79.32 26 |147. 237 72. 166 M et nam kaidh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
66.249. 76. 119 |147.237.72. 166 |Lhited Sates |aka idf.il SER\/ER APAO_E_ Apache nod_ssl non-SS. connection to SSL port 1
deni al of service attenpt
66.249.65.21 |147.237.76.42 |lhited Sates |refuah.idf.il ET SCAN NVAP -sA (2) 1
187. 63.175. 20 [147.237.77.234|Razil hal ag.idf.il ET SCAN Potential SSH Scan 1
50,35 27 100|147 237 8. 46 |cni na o chinuch i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
187.63.175.20 |147.237.77.216|Brazil dover.idf.il ET SCAN Potential SSH Scan 1
58. 218. 200. 137 [147. 237. 76. 31 |Chi na nakchal . i df il ET SCAN Potential SSH Scan 1
187. 63.175. 20 |147.237.76. 201 |Rrazil eatal.idf.il ET SCAN Potential SSH Scan 1
58. 218. 200. 137 |147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
187.63.175.20 |147.237.8.50 |Brazil e tikshuv.idf.il ET SCAN Potential SSH Scan 1
40.68.159. 134 [147.237.76.38 |lLhited Sates [e e neitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183 10.79.34  |147. 237 76. 38 |chi na o o neitavid il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

85. 65. 4. 85 | srael 147.237.77. 243 |nobil e.idf.il Ret r ansni ssi on Packet dr opped. drop 20
79.181.99. 166 |Israel 147.237. 72. 156 |anman. i df .i | Bad TCP sequence noni t or 8
84.108.20.91 |israel 147.237.77. 203 |rbi e i1y |/ €AM NG Engine: TCP Invalid  invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
79.181.99. 166 |lsrael 147.237.72. 156 |anan.idf . il drop Frst packet isn't SN drop 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 5
79.181.99.166 |lsrael 147.237. 72. 156 |anan. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 4
79.181.99. 166 |lsrael 147.237.72. 156 |anan.idf . il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 4
109. 253. 128. 182]l srael 147.237. 72. 156 |anan. i df . il SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
185. 3. 147. 188 | srael 147.237. 72. 156 |anan. i df . il Bad TCP sequence Invalid ACK nunber noni t or 3
89.139. 150. 57 [l srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence noni t or 3
79.181.99. 166 |Israel 147.237. 72. 156 |anman. i df .i | Bad TCP sequence Invalid ACK nunber alert 3
89. 139. 150. 57 | srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 3
37.26.149. 149  |israel 147.237.77. 203 |rwbi e i i1 |2 €AM NG Engine: TCP Invalid - invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
77.138.52. 97 France 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
109. 253. 200. 111l srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
77.138.133.249 |France 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber roni t or 2
187.61.109. 18 |Brazil 147.237.77. 212 |e.dover.idf.il Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cenent |dr op 2
2.53.172.234  |israel 147.237.76.42 |retuanicr.ii | ep Server Enforcement Veb Servers S ow HITP Denial of | . oy 2
Mol ation Servi ce
84.108. 233. 131 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
188. 120. 154. 67 |l srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 2
5.22.134.194 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
141. 226. 217. 92 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 2
77.125.54.128 | srael 147.237. 72. 156 |anan.i df . i SYN Attack SYN -> SYN-ACK -> RST noni t or 2
131, 253.25.159 |United Sates |147. 237, 76. 200 [ei tan aka i i1 | SAM NG Engine: TGP Invalid i nvalid segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dr opped.
50.87.144.145 |lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SN drop 2
131253, 25.173 |uited Sates |147. 237, 76. 200 |ei tan aka ich. i1 | SN Engine: TP Invalid  finvalid segnent retransnission drop 2
Ret ransni ssi on Packet dr opped.
89. 139.150. 57 |lsrael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or
183. 129. 160. 229|Chi na 147.237.72. 167 |ishurimaka. i df .i|Bad TCP sequence Invalid ACK nunber noni t or
131.253.27.2  |Uited Sates |147. 237, 76. 200 [ei tan aka i i1 | SAM NG Engine: TCP Invalid invalid segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 209 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
106. 38. 241. 106 |Chi na 147.237.76.42 |refuah.idf.il drop SAMrul e drop 1
183. 129. 160. 229|Chi na 147.237.77. 121 |e. navy.idf .il Geo- | ocati on enf or cenent Geo-1ocation inbound enforcenent |drop 1
141.212.122.25 |lhited Sates [147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
74.82.47.23 Lhited Sates (147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
216.218.206. 94 |lhited Sates [147.237.0.19 nadi matal .idf.il[SYN Attack SYN -> SYN-ACK -> RST noni t or 1
5.102. 254. 53 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 1
93.158.200.68 [Netherlands |147.237.72.217|e.idf.il Geo-1 ocat i on enf or cement Geo-| ocati on inbound enf orcenent |dr op 1
183. 129. 160. 229|Chi na 147.237.77. 234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
84.108. 213. 253 |[Israel 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 1
183. 129. 160. 229|Chi na 147.237.72. 167 |i shurimaka.idf.i|SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
139. 162. 37. 147 |Uhited Sates [147.237.76.200[eitan. aka.idf.il |[SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
46. 19. 86. 148 | srael 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
106. 38. 241. 106 |Chi na 147.237.77. 176 |nat pash. i df .i | drop SAMrul e drop 1
183. 129. 160. 229|Chi na 147.237.77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141. 226.217. 73 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 1
74.82.47. 49 Lhited Sates [147.237.72.217|e.idf.il Geo-1 ocat i on enf or cement Geo-| ocati on inbound enf or cenent |dr op 1
109. 253. 208. 184 |l srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 1
217.132.54. 166 |lsrael 147.237.72. 166 |aka.idf il Bad TCP sequence I'nval i d sequence nuniber noni t or 1
93. 158. 200. 68  |Net her| ands 147.237.76.34 |yohal an.idf.il drop drop 1




10-01-2016-08:04:08 to 10-01-2016-09:04:08

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
79. 180. 46. 205 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 98
5.102.242.222 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode Bl ock 6
77.138.65.184 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for www aka. i df.i|/mai n/ sachar B ock 5
37.26.149.149 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
109. 66. 174. 1 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode Bl ock 3
141. 226.217. 73 |l srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code Bl ock 3
183. 129. 160. 229|Chi na 147.237.77. 226 \A:A:W chanat z. aka. i df Mil tiple Malformed URL from 183.129. 160. 229 B ock 1
183. 129. 160. 229|Chi na 147.237.77.74 [lawidf.il Ml tiple Mal formed URL from 183. 129. 160. 229 Bl ock 1
79.181.99.166 |[Israel 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None
66.249.65.52  |Israel 147.237.77. 216 |dover . i df . i | mﬂt;f".zif/ﬁ alu;i f‘k:gssvsl etvz gt 0p. 85D Bl ock 1
183. 129. 160. 229|Chi na 147.237.77.234|hal ag. i df . il Ml tiple Ml forned HTTP Header Line from 183.129. 160. 229 Bl ock 1
183. 129. 160. 229|Chi na 147.237.77.216|dover.i df .i | Mil tiple Ml fornmed HTTP Header Line from 183.129. 160. 229 Bl ock 1
2.53.149. 136 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1134-he/ atal . aspx |B ock 1
183. 129. 160. 229|Chi na 147.237.72.167|i shuri maka. i df . il Ml for ned HTTP Header Line 1 B ock 1
183. 129. 160. 229|Chi na 147.237.77.235|sviva.idf .i | Mal for med URL Bl ock 1
66.249.65.10  |Israel 147.237.77. 243 |nobi | e. i df . i | :;;“It Q?r(;leff'/ t;{eggrcy‘isemztesmstch” ddoounent </ 1732 Bl ock 1
183. 129. 160. 229|Chi na 147.237.77. 226 V\:V\:W chamat z. aka. i df Mul ti pl e Unknown HTTP Request Method from 183.129. 160. 229 |B ock 1
183. 129. 160. 229|Chi na 147.237.77. 74 |lawidf.il Ml ti pl e Unknown HTTP Request Method from 183.129. 160. 229 (B ock 1
84.108. 20. 91 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code Bl ock
66.249.65.53  Israel 147. 237.77. 216 |dover . i df . i | muitgfriiﬁ?;pﬁaﬁfﬁi_gsod ation Bl ock 1
183. 129. 160. 229|Chi na 147.237.77. 234 |hal ag. i df . il Mil tiple Mal forned URL from 183.129. 160. 229 Bl ock 1
183. 129. 160. 229|Chi na 147.237.77.216|dover.i df .i | Mil tiple Malformed URL from 183. 129. 160. 229 Bl ock 1
183. 129. 160. 229|Chi na 147.237.72.167|i shuri maka. i df . il Mal formed URL B ock 1
183. 129. 160. 229|Chi na 147.237.77.235|sviva. i df . i | Unknown HTTP Request Method test in URL Bl ock 1
77.139. 20. 94 France 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
66. 249. 65. 51 I srael 147.237.77.216|dover. i df .i | Mil ti pl e Unauthorized URL Access from 66. 249. 65. 51 B ock 1
183. 129. 160. 229|Chi na 147.237.77.233|atal .idf.il Ml for med HTTP Header Line 1 B ock 1
183. 129. 160. 229|Chi na 147.237.77. 176 [nat pash. i of . i | Mal formed HTTP Header Line 1 Bl ock 1
85. 65. 74. 61 I'srael 147. 237.72. 166 |aka. i df . i | mngrg. r)jfr alnflt ' :fg;lju;/nyahashZOIWIobby. aspx None 1
183. 129. 160. 229|Chi na 147.237.77.234|hal ag. i df . i | Ml tipl e Unknown HTTP Request Method from 183. 129. 160. 229 |[B ock 1
66.249.65.182  Israel 147.237.76.42 |refuah.idf.il D o son s o ¢ of uath aspx Bl ock 1
183. 129. 160. 229|Chi na 147.237.77. 216 |dover.idf .i | Ml tipl e Unknown HTTP Request Method from 183. 129. 160. 229 |[B ock 1
31.154.81. 16 I srael 147.237.72. 166 [aka. i df . i | PHP Att enpt Bl ock 1
183. 129. 160. 229|Chi na 147.237.72.167|i shurimaka. i df . il Lhknown HTTP Request Method test in URL B ock 1
199. 16. 156. 125 |lLited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df .il/1133-13713-ar B ock 1
66. 249. 65. 51 I srael 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to vww idf.il/atal 1/izkor/view text.asp |B ock 1
183. 129. 160. 229|Chi na 147.237.77.233|atal .idf.il Mal formed URL B ock 1
183. 129. 160. 229|Chi na 147.237.77. 176 |mat pash. i df . i | Mal formed URL Bl ock 1
183. 129. 160. 229|Chi na 147.237.77.234|hal ag. i df . il Unhaut hori zed URL Access to 147.237.77.234/ Bl ock 1
66.249.76.75  |Israel 147. 237.72. 166 |aka. i df . i | ﬂ?“tzg(;r i722?dleléij :ﬁ;e;f/ :T:i N Bl ock 1
183. 129. 160. 229|Chi na 147.237.77. 226 V\:V\:W chamat z. aka. i df Mil tiple Malformed HITP Header Line from 183. 129. 160. 229 B ock 1
31.154. 81. 16 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df .i|/xmrpc. php B ock 1
183. 129. 160. 229|Chi na 147.237.77.74 [lawidf.il Ml tipl e Mal forned HTTP Header Line from 183. 129. 160. 229 Bl ock 1
79.181.99.166 | srael 147.237.72. 156 |[aman. i df . i | Mmj'dt;)p' e Untraceable S Sessions from79. 181.99. 166 ((Gpen None 1
213.57.178.106 |Israel 147.237.72. 156 |aman. i df . i | muﬁ.iizdiéiﬁtfggffmom.idf.i|/ Bl ock 1
66. 249. 65. 52 I srael 147.237.77.216|dover . i df .i | Ml tiple Unauthorized URL Access from 66. 249, 65. 52 Bl ock 1
183. 129. 160. 229|Chi na 147.237.77.233|atal .idf.il Lhknown HTTP Request Method test in URL B ock 1
183. 129. 160. 229|Chi na 147.237.77. 176 |mat pash. i df . i | Unknown HTTP Request Method test in URL Bl ock 1
183. 129. 160. 229|Chi na 147.237.77.235|sviva.idf . i | Ml for med HTTP Header Line 1 Bl ock 1
66. 249. 76. 119 L srael 147.237.72. 166 |aka. i df . i | S Untraceabl e Gonnection - Protocol violation None 1

(SSL_CONN CLI ENT_HELLO)
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