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10-01-2016-07:04:01 to 10-01-2016-08:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
84.111.104. 113 | srael 147.237.72. 166 aka.idf.il B ack Li st drop 7
103. 208. 244. 223 147.237. 76. 147 chinuch.aka.idf.il [JLM Under Attack_Con_Tcp dr op 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
155. 94, 224. 164 Lhited Sates 147.237. 77. 243 nobi | e.i df.il JLMPurple Con Linit Tcp drop 1




10-01-2016-07:04:01 to 10-01-2016-08:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount

151. 80. 31. 160 France 147.237.0. 34 tikshuv.idf.il C1000146: HITP. AhrefBot craw er Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Address ‘A(;tuiikre; Signature

40.84.189.118 |[147.237.76.201 |Wited Sates e.atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
14,188, 173. 207 1147 237 8 14 M et nam o orchot i df i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

103. 208. 244. 223|147. 237. 76. 44 e.refuah.idf.il ET SCAN Potential SSH Scan 1
103. 208. 244. 223|147. 237. 76. 31 nakchal . i df .i | ET SCAN Potential SSH Scan 1
103. 208. 244, 223(147. 237. 0. 19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
54.144.119. 103 |147.237.8.24 |lhited Sates elifestyleidf.il ET SCAN NVAP -sS wi ndow 1024 1
46.249. 82. 10 147.237.8.45 |Bilgaria eeitanidf.il ET SCAN NVAP -sS w ndow 1024 1
31.211.102. 129 |147.237.77.74 gzzi;'}m lawidf.il ET SCAN NVAP -sS wi ndow 4096 1
14.152.59. 11 147. 237. 76. 197 |Chi na e. hi nush. i df .i | ET SCAN Potential WNC Scan 5900- 5920 1
124. 232.156. 78 [147.237.77.19 |China | aw forumi df .i | ET SCAN Potential SSH Scan 1
103. 208. 244. 223|147. 237. 76. 38 e.eneitav.idf.il ET SCAN Potential SSH Scan 1
103. 208. 244. 223|147. 237. 0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
103. 208. 244. 223|147. 237. 0. 16 ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
54, 144.119. 103 |(147.237.8.14 |lWited Sates e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1




10-01-2016-07:04:01 to 10-01-2016-08:04:01

|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Devi ce

S reamng Engi ne: TCP

Inval i d segnent retransnission.

Action

‘Count

enf or cenent

79.182.105. 109 |[Israel 147.237.77. 243 |mobi le. i df . il . .. droj 27
Inval i d Retransm ssi on Packet dr opped. P
S ream ng Engi ne: TCP i i SSi
79.182.38.253 |Israel 147.237. 77. 243 |robi 1 e. i of . i | mng Engine: Invalid segnent retransmssion. | 9
Invalid Retransm ssi on Packet dr opped.
155, 254, 215. 85 |Bahrain 147. 237.77. 216 |dover.idf .i| SYN Attack SYN -> SYN-ACK -> RST mnitor |7
106. 38. 241. 106 |Chi na 147.237.77. 216 |dover.idf.il drop SAMrul e drop 7
S reaming Engi ne: TCP i i ssi
185. 110. 108. 165|I srael 147. 237. 77. 243 |robi | e. i of . i mng tngine: 7 Inval i d segnent retransmssion. | 4
Inval i d Retransm ssi on Packet dr opped.
66.102. 9. 145 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
66. 102. 9. 149 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
31.13.113.87 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
S reani ng Engi ne: TCP i i ssi
79.180. 210. 188 |israel 147.237.77. 243 |nobi l . i df . i mng gl ne. Invalid segnent retransmssion. | . 3
Invalid Retransn ssion Packet dr opped.
31.13.113.80 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
S reaming Engi ne: TCP i i ssi
157.55.39. 196 |Wited Sates 147.237. 72. 166 |aka. i df . mng tngine: 1 Inval i d segnent retransmssion. | 3
Inval i d Retransm ssi on Packet dr opped.
46.19. 86. 104 I srael 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence Inval i d AGK nunber moni tor |3
S reanmi ng Engi ne: TCP i i ssi
79.183. 76. 4 I'sr ael 147.237.77. 243 |nobi l . i df . i mng thgi ne. Invalid segnent retransmssion. | . 3
Inval i d Retransni ssion Packet dr opped.
176. 106. 47. 35 ga:lcis;i':éa” Territory 47, 237. 77. 170 |naarachot i df . i SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |3
S ream ng Engi ne: TCP i i SSi
109. 253. 206. 235|i srael 147. 237. 77. 243 |robi 1 e. i of . i | mng Engine: Invalid segnent retransmssion. | 3
Inval i d Retransm ssi on Packet dr opped.
Pal estinian Territory S SYNFACXK retransnmt wth .
176. 106. 47. 35 Cecupi ed 147. 237.77. 170 |n@ar achot . i df . i | Bad TCP sequence differert vi ndow scal e nonitor |2
31.13.113.77 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
69. 170. 45. 138 |lhited Sates 147.237.76. 176 |test.ncore.idf.il drop First packet isn't SN drop 2
141.226. 217. 65 |l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Invalid ACK nunber nonitor |2
141.0.12. 47 Nor way 147.237.77. 176 |matpash.i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |2
31.13.113.84 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
89. 204. 137. 4 Ger many 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |1
216. 218. 206. 116|wited Sates 147.237.0. 17 ;“lnly kosher-kravi.id |\ At t ack SYN -> SYN-ACK -> RST monitor |1
77.37.221. 60 Russi an Federation |147.237.72.166 |aka.idf.il drop Frst packet isn't SN drop 1
46.121.76. 37 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |1
115. 87. 232. 221 |Thai | and 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |1
93.158.200.68 |Net herl ands 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |1
79.182.105. 109 |[Israel 147.237.77. 243 |nobi le.idf . il dr op First packet isn't SYN drop 1
185.3.147.214 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 1
106. 38. 241. 106 |Chi na 147.237.76. 42 |refuah.idf.il dr op SAMrule drop 1
92. 255. 232. 87 Russian Federation |147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout |nonitor 1
218.22.211.69 |China 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |1
77.37.221. 60 Russi an Federation |147.237.72.166|aka.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |monitor |1
184.105.139. 90 |lnited Sates 147. 237. 72. 167 |i shuri maka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST mnitor |1
49. 34. 147. 15 I ndi a 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
139, 162. 37. 147 |United Sates 147.237.0.19 |nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> RST mnitor |1
31.13.113.79 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
93.158. 200. 68  |Net her| ands 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
74.82.47.16 Lited Sates 147.237. 77. 212 |e. dover. i df .1 Geo- | ocation enforcenent |Co0! ocation inbound drop 1
enf or cenent
46. 19. 86. 104 I srael 147.237.77. 176 |nat pash. i df . | Bad TCP sequence Inval i d ACK nunber alert
106. 38. 241. 106 [Chi na 147. 237.77. 176 |nat pash. i df . i | drop SAMrule drop 1
92.255.232.87 |Russian Federation |147.237.0.17 ;"I”Iy kosher-kravi.id o\ At t ack SYN -> SYN-ACK -> Tineout |monitor |1
184. 105. 139. 116|Wnited Sates 147. 237.77. 226 :A:"W chanatz. aka. 1df. 1oyN At t ack SYN -> SYN-ACK -> RST monitor |1
54.144.119. 103 |Wited Sates 147.237.8.24 |elifestyleidf.il Geo- | ocation enforcenent |Co0! ocation inbound drop 1
enf or cenent
93. 158.200. 68  |Net her| ands 147. 237. 76. 197 |e. hinush. i df . | Geo-l ocation enforcement  |0! ocation inbound drop 1
enf or cenent
79.182. 105. 109 |l srael 147. 237. 77. 243 |mobi | e. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor
195. 62. 53. 168 Russi an Federation [147.237.0.19 nadi matal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout |nonitor
74.82.47. 41 Lhited Sates 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST mnitor |1
92.255.232.87 |Russian Federation |147.237.76.44 |e.refuah.idf.il Geo- | ocation enforcenent |Co0! ocation inbound drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

country ‘Target Address |Site Sgnature Acti on ‘Count
176. 13. 245. 188 [l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock
79.182.38.253 |[lIsrael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock
. . . Paraneter Type M ol ati on SearchText in
36.88.60.160 |l ndonesi a 147.237.77. 216 [dover. i df . il v i df i 171065- en/ dover . aspx Bl ock 3
36.88.60.160 |l ndonesia 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to v i df.il/894-en/idf gdover.aspx |B ock 2
157.55.39. 244 [nited Sates  [147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to 147.237. 76. 86/ robot s. txt B ock
66.249.65.52 |[Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to ww i df.il/hebrew B ock
. . Unaut hori zed Met hod PCBT for
79.177.220.49 |lsrael 147.237.72. 166 |aka. i df . i | waw aka, i df . i | / mai n/ sachar / about . aspx Bl ock 1
. . Unaut hori zed Met hod HEAD for
46.4.74. 42 Ger many 147.237.72. 166 [aka. i df . i | ww aka. i o i1/ brot her s/ ski ral def aul t. asp B ock 1
wwwv. chamat z. aka. i df . o
66. 249. 66. 105 |l srael 147.237.77. 226 i Lhaut hori zed URL Access to waw chamat z. aka. i df . i|/404. aspx B ock 1
66.249.64.56 |lIsrael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx |B ock 1
66.249.76.59 |lsrael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/defaul t.asp Bl ock 1
92. 255. 232. 87 RFQZ:::I“I o 147.237.0.15 |kosher-kravi.idf.il |tnauthorized URL Access to / B ock 1
. . . Unaut hori zed URL Access to
66. 249. 65. 8 I srael 147.237.77. 243 |nobi | e. i df . i | nobi | e. i df i 1/ cat eqoryt enpl at es/ | st chi | dsubcat egori es/ 1423 B ock 1
66. 249. 76. 106 [l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed UR. Access to wwe aka. i df . il /vewy tikshuv.idf.il B ock 1
Russi an . . ]
92.255.232.87 |- oo o 147.237.76.86 |[navy.idf.il Unaut hor i zed Method HEAD for / B ock 1
66.249.65.52 |Israel 147.237.77.216|dover. i df .i | Mil tipl e Uhaut horized URL Access from 66. 249. 65. 52 B ock 1
) . . Paraneter Type Mol ati on PageNumin
68.180.231.60 [Wnited Sates  [147.237.77.176 |nat pash. i df . i | waw cogat . i df i |/ 1956- hel cogat . aspx B ock 1
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