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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
96. 44. 175. 185 Lhited Sates 147.237.76. 148 ggcenter.aka. idf.il |JLM Under Attack_Con_Tcp drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount |
91.98. 98. 28 Iran, Islamc Republic of |147.237.76.42 |refuah.idf.il|9785 HITP. SQ Injection (Referer Header) B ock 11
64.34.186.9 Lhited Sates 147.237.77.233 |atal .idf.il |5670: HITP. SQ Injection (SELECT) B ock 6
158. 85. 253. 245  |Lhited Sates 147.237.77.233 |atal .idf.il |5670: HTTP. SQ Injection (SALECT) B ock 6
158. 85. 253. 245  |ULhited Sates 147.237.77.233 |atal .idf.il |6134: HITP. SQ Injection Variabl e Declaration Evasion Bl ock 6
201. 216. 208. 137 [Argentina 147.237.77.233 |atal .idf.il |5670: HITP. SQ Injection (SELECT) B ock 6
108. 175. 157. 102 |lLhited Sates 147.237.77.233 |atal .idf.il [5670: HITP. SQ Injection (SELECT) Bl ock 6
202.124.109.87  |New Zeal and 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
158.85.253.245 |lhited Sates 147.237.77.233 |atal .idf.il 3808 HITP. SQ Injection Variable Declaration Bvasi on B ock 6
220.181. 125. 23 Chi na 147.237.77.233 |atal.idf.il [Cl000071: HTTP. User Agent Sogou+web+spi der Per it 4
74.208.230.195 [Uited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 3
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
46.120.122. 219 [147.237.0.17 |Israel mny-kosher-kravi.idf.il [Xenu Link S euth User Agent 224
91.98. 98. 28 147. 237.76. 42 :égu”'b”'z'?c refuah.idf.il SQ Injection - Select From 42
158. 85. 253. 245 |147.237.77. 233 |Wnited Sates atal.idf.il SQ Injection - Select From 18
46.120.122. 219 |147.237.77. 170 |l srael naar achot . i df .i | Xenu Link Seuth User Agent 13
46.120. 122. 219 |147.237.77. 216 I srael dover.idf.il Xenu Link S euth User Agent 11
64.34.186.9 147.237.77. 233 |Wited Sates atal.idf.il SQ Injection - Select From 8
201. 216. 208. 137|147. 237. 77. 233 |Argenti na atal.idf.il QA Injection - Select From 8
108. 175. 157. 102|147, 237. 77. 233 |Lhi ted Sates atal.idf.il SQ Injection - Select From 8
202.124.109. 87 |[147.237.77.74 |New Zeal and lawidf.il SQ Injection - Select From 8
74.208.230. 195 |147.237.77.74 |lhited Sates lawidf.il A Injection - Select From 6
151. 80. 41. 96 147, 237. 72. 166 |France aka.idf.il ET WEB SERVER Fake ogl ebot UA 1 | nbound 6
146.200. 148.0 |147.237.77. 216 |Uni ted Kingdom |dover.idf.il Tehila - Perl LW with fake user agent 2
183. 129. 160. 229|147. 237. 77. 170 [Chi na naar achot . i df .i | ET SCAN Potential SSH Scan 1
62. 150. 255. 205 |147.237.76.31 |Kuwait nakchal . i df. i1 ET SCAN NVAP -sS wi ndow 1024 1
118. 175. 14. 244 |147.237.77.19 |Thailand | awforumidf.il ET SCAN Potential VWNC Scan 5900- 5920 1
113. 240. 250. 154|147. 237. 76. 38 [Chi na eeneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
14.152.59. 11 147.237.77. 212 |Chi na e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
103. 208. 244. 223|147. 237. 76. 38 e.eneitav.idf .il ET SCAN Potential SSH Scan 1
208.100. 26. 228 [147.237.0.15 |Lhited Sates kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
14.152.59. 11 147.237.77. 170 |Chi na naar achot . i df . i | ET SCAN NVAP -sS wi ndow 1024 1
103. 208. 244, 223(147. 237. 0. 19 madi matal .idf.il ET SCAN Potential SSH Scan 1
183. 129. 160. 229|147. 237. 77. 227 [Chi na e. hamaz. i df .il ET SCAN Potential SSH Scan 1
181. 143. 61. 210 [147.237.76. 196 |Col onbi a e.svivaidf.il ET SOAN Behavi oral Lhusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
62. 150. 255. 205 [147.237.76.31 |[Kuwait nakchal . i df il ET SCAN NMAP -sS wi ndow 2048 1
62. 150. 255. 205 [147.237.76.31 [Kuwait nakchal . i df.il ET SCAN NVAP -f -sS 1
118. 175. 14. 244 |147.237.77. 74 |Thailand lawidf.il ET SCAN Potential VWNC Scan 5900- 5920 1
113. 240. 250. 154|147. 237. 76. 44 |Chi na e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
40.114. 15. 49 147.237.8.28 |lhited Sates e.nobi | e-ks. i df .il ET SCAN NMAP -sS wi ndow 1024 1
216. 81. 230. 167 |[147.237.76. 177 |Wited Sates ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
14.152.59. 11 147. 237.77. 179 |Chi na e.nazi.idf.il ET SCAN Potential SSH Scan 1
103. 208. 244. 223|147. 237. 0. 33 idf.il ET SCAN Potential SSH Scan 1
13. 93. 120. 74 147.237.76.86 |Net her| ands navy. i df . il ET SCAN NVAP -sS w ndow 1024 1
103. 208. 244. 223(147. 237.0. 16 ny- kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
183. 129. 160. 229|147. 237. 77. 243 |Chi na nobi | e. i df.il ET SCAN Potential SSH Scan 1
88.249.106.23 [147.237.8.46 |Turkey e. chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
50. 79. 101. 141 Lhited Sates 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 27
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
. - . |Block HTTP Non '
108.178.44.182 |lhited Sates 147.237. 72. 167 |i shuri maka. i df .i | . Response out of state noni t or 3
Conpl i ant
79. 181. 99. 166 | srael 147.237.72. 156 |anan.i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
79.181.99. 166 |Israel 147, 237. 72. 156 |anan. i df . i Bad TCP sequence noni t or
Geo-1 ocati on
90. 182.222.82 |Czech Republic [147.237.76.44 |e.refuah.idf.il Geo-1 ocation i nbound enf or cerent drop 2
enf or cenent
46. 116. 80. 67 | srael 147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST moni t or 2
i ) . |Geo-1ocation o
141.212.122.19 |lhited Sates 147.237.8.24 |e.lifestyle.idf.il Geo- | ocation i nbound enf or cerment drop 1
enf or cenent
74.82.47.34 Lhited Sates 147.237.76.34 |yohalan.idf.il dr op drop 1
106. 38. 241. 106 |Chi na 147.237.76.42 |refuah.idf.il drop SAMrul e drop 1
68.50. 106. 107 |nited Sates 147.237.77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> Ti nmeout roni t or 1
184. 105.139.91 |lhited Sates 147.237.77. 176 |nat pash. i df . i SYN Attack SYN -> SYN-ACK -> RST noni t or 1
R SYNPACK retransmit with different .
79. 181. 99. 166 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence wi ndow scal e noni t or 1
74.82.47. 34 Lhited Sates 147.237.76.38 |e.e.meitav.idf.il |[SYN Attack SYN -> SYN-ACK -> RST noni t or 1
. . .. |Geo-location o
216.218. 206. 98 |lhited Sates 147.237.8.14 |e.orchot.idf.il Geo-1 ocati on i nbound enf or cenent drop 1
enf or cenent
106. 38. 241. 106 |Chi na 147.237.77. 176 |nat pash. i df . i1 dr op SAMrul e drop
79.181. 99. 166 | srael 147.237.72. 156 |anan.i df . il dr op Frst packet isn't SN drop
_ _ . . |Geo-1ocation o
71. 6. 146. 185 Lhited Sates 147.237.8.28 |e.nobile-ks.idf.il Geo- | ocat i on i nbound enf or cerent drop 1
enf or cenent
- L Geo- | ocat i on o
184. 105. 247. 215|lhited Sates 147.237.77. 227 |e. hanaz. i df . i | Geo- | ocation i nbound enf or cenment drop 1
enf or cenent
84.232.53. 96 Spai n 147.237.76.34 |yohalan.idf.il drop drop 1
- L Geo- | ocat i on o
74.82.47. 56 Lhited Sates 147.237.77. 227 |e. hamaz. i df . i | Geo- | ocation i nbound enf or cerment drop 1
enf or cenent
79.181.99.166 |Israel 147.237.72. 156 |aman.i df .i | Bad TCP sequence Inval i d ACGK nunber aert 1
74.82.47.17 Lhited Sates 147.237.77.234 |hal ag.idf .il SYN At t ack SYN -> SYN-ACK -> RST noni t or
195. 62. 53. 168 R‘SIS::I”im 147.237.76.30 |nimshidf.il  [SYN Attack SYN -> SYN-ACK -> Ti meout moni t or 1
74.82.47.57 Lhited Sates 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
. : ... |Geo-1ocation o
141.212.122.18 |lLhited Sates 147.237.8.24 |e.lifestyle.idf.il Geo-1 ocation i nbound enf or cerent drop 1
enf or cenent
79.181.99.166 |Israel 147.237.72. 156 |aman. i df .i | Bad TCP sequence Inval i d ACGK nunber noni t or 1
74.82.47. 27 Lhited Sates 147.237.0. 34 tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
202.124.109. 87 |New Zeal and 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
106. 38. 241. 106 |Chi na 147.237.0.34 |tikshuv.idf.il drop SAMrule drop 1
78.165. 50. 203  |Turkey 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
46. 120. 122. 219 |l srael 147.237.77.216|dover.i df . il Mil tipl e Unaut hori zed URL Access from 46. 120. 122. 219 B ock 11
: . . Unaut hori zed Met hod PCST for
99.101.10.94 |lhited Sates [147.237.72.166|aka.idf.il vaw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
. . Unaut hori zed URL Access to
66.249.65.24 |l srael 147.237.77. 216 [dover. i df . il 147. 237, 77. 216/ 894- he/ dover . aspx Bl ock 1
220. 181. 125. 23 |Chi na 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77.233/1077-hel atal . aspx |B ock 1
] . . Paranet er Type M ol ati on PageNumin
68.180.231.60 |Lhited Sates |147.237.77.176 [mat pash. i df .| v cogat . i df . i 1/ 1043- he/ cogat . asp B ock 1
-kosher-kravi .idf.i
157.55.39.128 |lhited Sates 147.237.0. 16 lny Uhaut hori zed URL Access to wwu ny- kosher-kravi.idf.il/ B ock 1
66.249.65.52 |Israel 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to www i df.il/1153-22886- he B ock 1
84.95.208.20 |Israel 147.237.77.74 [lawidf.il PHP Att enpt B ock 1
: . . Unaut hori zed Met hod PCST for
204.79.180. 241 |lhited Sates [147.237.72.166|aka.idf.il vown aka, i of i |/ i 1 kapat 2/ def aul t . aspx B ock 1
. . Unaut hori zed URL Access to
66. 249. 65. 182 || srael 147.237.76.42 [refuah.idf.il 147. 237, 76. 42/ 994~ 8759- he/ r ef uah. aspx Bl ock 1
. . Unaut hori zed URL Access to
84.95.208.20 |Israel 147.237.77.74 [lawidf.il vow | awi f i |/t enpl at es/ general / pi wi k. php B ock 1
216. 244. 66. 236 |Lhited Sates [147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/site/links. aspx B ock 1
: . . DO stributed Uhaut hori zed URL Access on
68.180. 230. 186 |Lhited Sates [147.237.76.42 |refuah.idf.il 147, 237.76. 42/ robot s. tt B ock 1
84.108.73.249 |Israel 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code B ock 1
66.249.64.56 |l srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1400- he/ at al . aspx |B ock 1
220. 181. 125. 23 |Chi na 147.237.77.233|atal .idf.il Mil ti pl e Unhauthori zed URL Access from 220. 181, 125. 23 B ock 1
68.180. 231,57 |Uited Sates  |147.237. 7. 216 |dover. i df . i | Paraneter Type Miolation PageNimin Bl ock 1

waw i df . i | /1283-en/ dover . aspx
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