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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count |
188. 138. 102. 157 Ger nany 147.237. 76. 42 refuah.idf.il B ack List drop 1
93. 158. 200. 65 Net her | ands 147.237.76. 31 nakchal .idf.il B ack List drop 1
188. 138. 102. 157 Ger nany 147.237. 76. 44 e.refuah.idf.il B ack List drop 1
93. 158. 200. 66 Net her | ands 147.237.76. 147 chinuch. aka.idf.il B ack List drop 1
222.186. 56. 200 Chi na 147.237.72. 14 dover.idf.il (ol d) JLMPurple Gon Limt_Tcp drop 1
93. 158. 200. 126 Net her | ands 147.237.76. 197 e. hinush.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnai ure Devi ce Action |Count
184. 172. 106. 100 Lhited Sates 147.237.77. 74 l[awidf.il |5670: HITP. SQ Injection (SELECT) B ock 4
220.181. 125. 23 Chi na 147.237.77. 233 atal .idf.il|Cl000071: HTTP: User Agent Sogou+web+spi der Per it 4
151. 80. 31. 158 France 147.237.77.233 atal .idf.il|CL000146: HTTP. AhrefBot craw er Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

46.120.122.219 |147.237.77. 216 (I srael dover.idf.il Xenu Link Seuth User Agent 11
184.172. 106. 100|147. 237.77. 74 |Lhited Sates |lawidf.il SQ Injection - Select Fom 8
46.120.122.219 |147.237. 72. 166 I srael aka.idf.il Xenu Link Seuth User Agent 4
46.120.122.219 |147.237.77.74 |Israel lawidf.il Xenu Link Seuth User Agent 2
i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
218.209.68.240 [147.237.0.17  [<07®% FPUBITC Ioy . ospier kravi i i) motontial Sean o Brite Bor é’e 2
46.120. 122. 219 (147. 237.76. 200 || srael eitan. aka.idf.il Xenu Link Seuth User Agent 2
222.186.56.200 |[147.237.76. 201 |Chi na e.atal.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
201.114. 60. 162 |[147.237.8.28 [Mexi co e. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 3072 1
222.186.56.200 |[147.237.76.42 |China refuah.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
183, 46. 166. 235 |147. 237. 77 176 |chi na nat pash. i i ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
222.186.56.200 |[147.237.0.200 [China mdu.idf il ET SCAN Potential VWNC Scan 5900- 5920 1
94.102.48.194 |147.237.0.17 |Netherlands mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
221. 210. 200. 245[147. 237. 76. 202 |hi na e.halag.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 155 |147.237. 77. 235 |krai ne svivaidf.il ET SCAN NMAP -sS wi ndow 4096 1
221. 210. 200. 245(147. 237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
58.218. 200. 137 [147.237.0.17 |[China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
221. 210. 200. 245(147. 237. 76. 147 |Chi na chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
221. 210. 200. 245(147. 237.76. 31 |China nakchal .idf.il ET SCAN Potential SSH Scan 1
222.186.56.200 |147.237.77.74 |China lawidf.il ET SCAN Potential VNC Scan 5900- 5920 1
201.114. 60. 162 |[147.237.8.28 [Mexi co e. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 4096 1
222.186.56.200 |[147.237.76.86 [China navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
222.186.56.200 [147.237.72.14 |thina dover.idf.il (ol d) ET SCAN Potential VNC Scan 5900- 5920 1
115 202, 212. 70 |147. 237 77. 212 | na o dover i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
222.186.56.200 [147.237.0.35 |China akavs. i df . il ET SCAN Potential WNC Scan 5900- 5920 1
91. 201. 236. 155 |[147.237. 77. 235 |krai ne svivaidf.il ET SCAN Potential SSH Scan 1
221. 210. 200. 245|147. 237. 76. 200 |Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 155 |147.237. 77. 235 |krai ne svivaidf.il ET SCAN NMAP -sS wi ndow 3072 1
221. 210. 200. 245(147. 237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
221. 210. 200. 245|147. 237. 76. 86 |Chi na navy.idf.il ET SCAN Potential SSH Scan 1
221.210. 200. 245|147. 237. 76. 30 |Chi na hi mush. i df .i | ET SCAN Potential SSH Scan 1
222.186.56. 200 |147.237.77.121|China e.navy.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
5. 255. 90. 133 147.237.0.15 [Netherl ands kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
208. 100. 26. 228 |[147.237.76. 147 |Lhited Sates |chinuch. aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
8.37.225.117 Lhited Sates |147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 202
8.37.225. 117 Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 65
46. 19. 86. 239 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 86. 239 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6
46. 19. 86. 239 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber aert 6
46. 19. 86. 239 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber nonitor |6
197.118.92. 167 |Ageria 147.237.77. 216 |dover . i df i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
Sreaming Engine: TGP Invalid i i ssi
131.253.26.192 |Wited Sates |147.237.76. 200 |eitan aka.idf.il 9 =g Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
46.19. 86. 251 I srael 147.237.77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST noni tor |3
) e . Geo- | ocati on i nbound
187.61. 127. 245 |Rrazil 147. 237. 77. 212 |e. dover.i df .i | Geo- | ocati on enf or cenent enf or cenent drop 2
2.53.28.234 I srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni tor |2
213.57.223.63 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |2
213.57.223.63 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout [alert 2
79.181.99.166 |lsrael 147.237.72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
213.57.223.63 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |2
79.181.99.166 |Israel 147. 237. 72. 156 |anan.i df .i | Bad TCP sequence noni tor |2
Sreaning Engine: TGP Invalid ' i ssi
65.55.210. 228 |Uhited Sates  |147. 237.76. 200 [ei tan. aka i df . i1 9 =9 Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
24.158.53. 143 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
109. 253. 138. 137|I srael 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or
84.229. 29. 97 I srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or
213.57.223.63 |Israel 147.237. 72. 166 |aka i f .i Bad TCP sequence SINWACK retransmt W th monitor |2
di fferent w ndow scal e
79.181.99.166 |lsrael 147.237. 72. 156 |aman.i df .i | drop First packet isn't SYN drop 1
66. 249. 69. 2 | srael 147.237.0.33 [idf.il dr op drop 1
141.212.122.20 |wited Sates [147.237.72.217|e.idf. il Geo- | ocati on enf or cenment Geo-| ocati on i nbound drop 1
enf or cenent
37.26.149.160 |lsrael 147.237.72. 167 |i shurimaka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
85.130. 189. 208 |l srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 1
213.57.223.63 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber aert 1
71.6.167. 142  |twited Sates |147.237.77. 178 e nat pash.idf il Geo- | ocati on enf or cenent gﬁfolggﬁ;‘fn i nbound drop 1
184.105. 139. 112|hited Sates |147.237.77.235|sviva.idf.il SYN At tack SYN -> SYN-ACK -> RST noni tor |1
141.212.122.18 |Wited Sates |147.237. 76. 199 |e. nakchal .i df . i Geo- | ocati on enf or cenment gﬁ?;)'rggﬁ:nfn I nbound drop 1
106. 38. 241. 106 |Chi na 147.237.76.42 |refuah.idf.il drop SAMrul e drop 1
216. 218. 206. 122|Wnited Sates [147.237.8.28 |enwbile-ks.idf.il  |Geo-1ocation enfor cenent gﬁ?;):ggi;'mo”  nbound drop 1
79.181.99.166 |l srael 147.237.72. 156 |anan.i df .il Bad TCP sequence Invalid ACK nunber alert 1
195. 62. 53. 168 R‘SIS::I”ion 147. 237. 72. 166 |aka. i df .| SYN At t ack SYN -> SYN-ACK -> RST monitor |1
68.180.231.57 |Lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |1
141.212.122.21 |wnited Sates |147.237.77.235|svivaidf.il SYN At ack SYN -> SYN-ACK -> RST monitor |1
139. 162. 37. 147 |Wnited Sates |147.237.76. 177 |ncore.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni tor |1
89. 237. 106. 206 |France 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
74.82.47.21 Lhited Sates |[147.237.8.28 |e.mobile-ks.idf.il  |Geo-1 ocation enf or cement Geo-| ocati on i nbound drop 1
enf or cenent
184.105. 139. 115|thited Sates  [147.237.72. 167 |i shuri maka. i df il SYN At t ack SYN -> SYN-ACK -> RST monitor |1
46.117. 240. 130 i srael 147.237.77. 226 ["" chanat z. aka. 1df 1paq TOP sequence Invalid ACK nunber moni tor |1
141.212.122.18 [wnited Sates |147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST noni tor |1
106. 38. 241. 106 |Chi na 147.237. 77. 176 |nat pash. i df .i | drop SAMrul e drop 1
79.181.99.166 |lsrael 147.237.72. 156 |anan.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 1
68.180.231.57 |Lhited Sates |147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Tineout |nonitor |1
141.212.122.22 |Uited Sates |147.237.77.235(sviva.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.16 |Wited Sates |147.237.72.166 |aka.idf.il SYN At tack SYN -> SYN-ACK -> RST monitor |1
93.174.93.218 |Netherlands  |147.237.76. 197 |e. hi nush.iof . i Geo- | ocati on enf or cenent Geo- | ocati on i nbound drop 1

enf or cenent
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|Top Attackers In V\AF|

A t acker

Devi ce

Count ry ‘Target Address |Site Sgnature Action ‘Oount
46. 120. 122. 219 |l srael 147.237.77.216|dover. i df .i | Mil tipl e Unaut hori zed URL Access from 46. 120. 122. 219 Bl ock 10
204.79.180. 108 |Lhited Sates |[147.237.72.166|aka.idf.il Uhaut hori zed Method PCST for v aka. i df.il/miluimitenpl ates/inner.asp |B ock 1
2.53.39. 97 I srael 147.237.72. 166 |aka. i df . i | \Twax;elr ﬁ??,ﬂﬁ,gafhiiﬁlgii;r ati o zard regi st e aspx None 1
66.249.65.28 |lsrael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to 147.237.77. 216/ 1133- 22921- ar/ dover . aspx |B ock 1
220. 181. 125. 23 [Chi na 147.237.77.233|atal .idf.il Mil ti pl e Unaut hori zed LRL Access from 220.181. 125. 23 B ock 1
46. 120. 122. 219 |I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for aka.idf.il/main/ hone/ def aul t. aspx B ock 1
66.249.65.53  |lsrael 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to waw i df.il/.well-know/ asset|inks.json Bl ock 1
220. 181. 125. 23 [Chi na 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1278-he/ at al . aspx B ock 1
46.120. 122. 219 [l srael 147.237.76. 200 |ei t an. aka. i df . i|haut hori zed Method HEAD for www ei tan. aka. idf.il/ None 1
66. 249. 65. 182 |l srael 147.237.76.42 |refuah.idf.il [Unauthorized URL Access to 147.237.76. 42/ robots. t xt Bl ock 1
157.55.39.108 [lhited Sates [147.237.77.216|dover.idf.il |Unauthorized URL Access to 147.237.77.216/robots. txt B ock 1
46. 120. 122. 219 |I srael 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to v idf.il/international _training B ock 1
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