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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
134. 147. 203. 115 Cer many 147.237.76. 196 e.sviva.idf.il B ack Li st drop 2
14.119. 155. 13 Chi na 147.237.77. 212 e.dover.idf.il L4 Source or Dest Port Zero dr op 2
93. 158. 200. 66 Net her | ands 147.237.76. 198 e.yohalan.idf.il |Back List drop 1
183. 60. 48. 25 Chi na 147.237. 76. 30 hi nush.idf.il JLM Under Attack_Con_Tcp drop 1
191. 96. 249. 116 Chile 147.237.76. 196 e.sviva.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |SgnaI ure Devi ce Action |Oount

91. 151. 208. 90 Uni ted Ki ngdom 147. 237. 72. 166 aka.idf.il [5670: HITP. SQ Injection (SELECT) B ock 6
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

91.151.208.90 |147.237.72.166 E?i;;gom aka.idf.il S Injection - Select From 8
184.172. 106. 100(147. 237. 77. 74 |Lhited Sates [lawidf.il S Injection - Select From 6
218.24.171.223 |147.237.8.28 |China e.mobi le-ks.idf.il |GPL SCAN nmap TCP 2
59.46.193.114 |147.237.8.28 |China e.nobi le-ks.idf.il |GPL SCAN nmap TCP 2
183. 60. 48. 25 147.237.76.39 [China nobi | e.nei tav.idf.i|ET SCAN Potential VNC Scan 5900- 5920 1
183. 60. 48. 25 147.237.0.19 |China nadi matal.idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
173.220. 218. 14 [147.237.76. 198 |Lhited Sates [e.yohal an.idf.il ET SCAN Behavi oral thusually fast inbound Tel net Connect i ons, 1

Potential Scan or Brute Force
94.102.48.194 [147.237.0.35 |[Netherlands akaws. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
221. 210. 200. 245|147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
66. 102. 8. 155 147.237.77.216|hited Sates |dover.idf.il ET SCAN NVAP -sA (2) 1
221. 210. 200. 245|147. 237. 76. 86 |Chi na navy.idf.il ET SCAN Potential SSH Scan 1
58.220.2.5 147. 237. 77. 205 |Chi na prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.172.91.21 147. 237. 77. 234 |Wkrai ne hal ag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
40. 114. 15. 49 147.237.8.50 |Wited Sates |e.tikshwv.idf.il |ET SCAN NVAP -sS w ndow 1024 1
183. 60. 48. 25 147. 237. 76. 147 |Chi na chinuch.aka.idf.il [ET SCAN Potential VWNC Scan 5900- 5920 1
14.176.170.36 [147.237.76.39 [V etnam nobi | e. nei tav. i df . i ET %AN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force

183. 60. 48. 25 147.237.0.34 |China tikshuv.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
183. 60. 48. 25 147.237.0.15 [China kosher-kravi.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
117. 158. 160. 211|147. 237. 76. 44 |Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
221. 210. 200. 245[147. 237. 76. 148 |thi na gacenter.aka idf.il [ET SCAN Potential SSH Scan 1
221. 210. 200. 245(147. 237. 76. 39 |Chi na nobi | e.nei tav.idf.i [ET SCAN Potential SSH Scan 1
58.220.2.5 147.237.77. 170 |Chi na maarachot.idf.il  |[ET SCAN NVAP -sS wi ndow 1024 1
211.149.222.5 |[147.237.0.200 [China rd. i of i | ET SCAN NMAP -sS wi ndow 1024 1
46.172.91.21 147.237.0.34 |Wkraine tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 48. 25 147. 237. 76. 196 |Chi na e svivaidf.il ET SCAN Potential WNC Scan 5900- 5920 1
14. 191. 225. 254 |147. 237. 76. 199 |M et nam e. nakchal .idf il BT SAN Behavi oral Lhusual Iy fast inbound Tel net Cbnnecti ons, 1

Potential Scan or Brute Force
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|Top Attackers In FW |

A tacker

Target Address

Ste

Signature

Devi ce

Count ry

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Action

‘Count

189. 120. 17. 240 |Brazil 147.237.77. 216 |dover.idf.il Ret r ansni ssi on Packet dr opped. drop 14
185. 32, 179. 125 |I srael 147. 237. 77. 243 |robi 1 e, i of . i | Streaning Engine: TCP Invalid  finvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
65.55. 210, 225 |Wnited States (147, 237. 76, 200 |eitan aka icr. i1 | S NG Bgine: TCP Invalid finvalid segnent retransmissi on drop 2
Ret r ansni ssi on Packet dr opped.
38.111.147.86 |lWhited Sates |147.237.77.216|dover.idf.il dr op drop 2
169. 229.3.91 Lhited Sates |147.237.8.46 e.chinuch.idf.il |dr op SAMrul e drop 1
85. 130. 189. 208 |l srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
188. 120. 148. 12 |l srael 147.237.77. 170 |maarachot.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 1
106. 38. 241. 106 [Chi na 147.237.77. 176 |nat pash. i df . i dr op SAMrul e drop 1
79.181.99. 166 |l srael 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
14.152.59. 11 Chi na 147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenment Geo-1ocation i nbound enf orcenent |drop 1
169.229.3.91 Lhited Sates [147.237.76.38 |e.e.neitav.idf.il |dr op SAMrul e drop 1
89.248.174. 60 |Net her| ands 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
73. 205. 93. 82 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
141.212.122.19 |Lhited Sates [147.237.76.201|e. atal.idf.il Geo- | ocati on enf or cenent Geo-l ocation i nbound enf orcenent |drop 1
79.181.99. 166 |Israel 147, 237. 72. 156 |aman. i f .| Bad TCP sequence mﬁsg reansm wehdifferent | oonitor |1
14.152.59. 11 Chi na 147. 237. 76. 147 |chinuch. aka. i of . i | [SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
169.229.3.91 |lhited Sates [147.237.77.212|e.dover.idf.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
93.174.93. 17 Net her | ands 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
74.82.47.22 Lhited Sates |147.237.77.176 |natpash.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
189. 120. 17. 240 |Brazil 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
141.212.122. 20 |Lhited Sates [147.237.76.201|e.atal.idf.il Geo- | ocati on enf or cenent Geo-l ocati on inbound enf orcenent |dr op 1
81. 199. 120. 6 | srael 147.237.72. 156 |anan.i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
176. 13. 226. 116 [l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
106. 38. 241. 106 |Chi na 147.237.0.34  |tikshuv.idf.il drop SAMrul e drop 1
74.82.47.33 Lhited Sates |147.237.76.197|e.himush.idf.il |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf orcenent |drop 1
5.22.134. 69 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
169. 229. 3. 91 Lhited Sates |147.237.0.34 |tikshuv.idf.il drop SAMrul e drop 1
85. 130. 189. 208 |l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
52.198.196. 15 [Japan 147.237.77.235|sviva.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
106. 38. 241. 106 |Chi na 147.237.76.42 |refuah.idf.il drop SAMrul e drop 1
74.82.47. 45 Lhited Sates |147.237.77.61 |e.cogat.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
14.152.59.11 |China 147.237.8.27 |e.madimatal .idf.i|Geo-| ocation enforcenent Geo- | ocati on i nbound enf or cenent |drop 1
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry |Target Address |Site Sgnature Acti on ‘Oount
185. 32. 179. 125 |l srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code Bl ock 3
-kosher-kravi . idf. i
157.55.39. 128 |Wwnited Sates 147.237.0.16 |V Whaut hori zed LRL Access to Bl ock 1
il v ny- kosher -kravi . idf.il/robots.txt
66.249.65.12 [Israel 147.237.77.243|nobi | e. i df . i | Ml tipl e Unauthorized URL Access from 66. 249, 65. 12 Bl ock 1
68.180.231.57 |lhited Sates 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to wwuidf.il/atal 1/izkor/main.asp  |B ock 1
162. 247. 97. 162 \E’;:?: ’S‘h' stands, 1147 237.77. 216 |dover. i df . i | PHP At t enpt B ock 1
. . Uhaut hori zed URL Access to
66. 249. 65. 182 [l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9724- he/ r ef uah. aspx B ock 1
. . Uhaut hori zed Met hod PCST for
77.139. 161. 124 |France 147.237.72. 166 |aka. i df . i | vaw aka. i df i 1/ mai 1V gi yus/ i nf or mat i on. asp B ock 1
M rgin Islands, . . . . . .
162.247.97.162 | 51 i oy 147.237.77. 216 |dover.idf .il Unaut hori zed URL Access to waw i df . il /wp-1ogin. php B ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 146 |l srael 147.237.72. 156 |anan. i df . i | N i df. i1/ appl e app-si te-associ ati on B ock 1
84.95.208.20 |[Israel 147.237.72. 166 |aka. i df . i | PHP At enpt Bl ock 1
66.249.64.9 I srael 147.237.72. 166 |aka. i df . i | Distributed Unaut hori zed URL Access on 147.237. 72. 166/ B ock 1
66.249.76.77 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237. 72. 166/ B ock 1
84.95.208.20 |Israel 147.237.72. 166 |aka. i df . i | Wnauthori zed URL Access to B ock 1
vy aka. i df . i1/ nai n/ gi yus/ pi wi k. php
. . Uhaut hori zed URL Access to
66.249.64.56 [l srael 147.237.77.233(atal .idf . il 147. 237, 77. 233/ 1098- 7637- he/ at al . aspx Bl ock 1
68. 180. 229. 103 |Lhited Sates 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to ww | aw idf.il/228-he/faqg. aspx  |H ock 1
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