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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|

0.0.0.0 147.237.77. 216 dover.idf.il|network flood | Pv4 TCP- FI N ACK drop 4761
0.0.0.0 147.237.77.216 dover.idf.il|SYN Hood out of context dr op 418
104. 36. 18. 41 Lhited Sates 147.237.77. 216 dover.idf.il|network flood | Pv4 TCP- FI N ACK drop 55
5.102. 242. 231 | srael 147.237.77. 216 dover.idf.il|network flood | Pv4 TCP- FI N ACK drop 10
79.180. 18. 181 | srael 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 8
205. 185. 122. 177 Lhited Sates 147.237.77. 216 dover.idf.il|SYN FH ood out of context drop 7
41. 33. 231. 86 Egypt 147.237.77. 216 dover.idf.il|network flood | Pv4 TCP- FI N ACK drop 6
104. 36. 18. 41 Lhited Sates 147.237.77.216 dover.idf.il|SYN Hood out of context dr op 6
176.111. 109. 155 Por t ugal 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 5
104. 36. 18. 41 Lhited Sates 147.237.77. 216 dover.idf.il|JLM Under Attack Con Htp drop 5
217.148. 44. 140 Uni ted Ki ngdom 147.237.77.216 dover.idf.il|SYN Hood out of context drop 5
193. 182. 144. 142 | srael 147.237.77. 216 dover.idf.il|SYN H ood out of context drop 4
37.235.53. 238 Spai n 147.237.77. 216 dover.idf.il|SYN H ood out of context drop 4
192. 40. 57. 144 Lhited Sates 147.237.77.216 dover.idf.il|SYN Hood out of context dr op 4
199. 167. 129. 140 Canada 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 4
77.138.52. 97 France 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 3
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il|SYN H ood out of context drop 3
158. 255. 208. 29 Hong Kong 147.237.77. 216 dover.idf.il|SYN H ood out of context drop 3
46.117. 235. 185 | srael 147.237.77. 216 dover.idf.il|SYN H ood out of context drop 2
192. 71. 249. 215 Bel gi um 147.237.77.216 dover.idf.il|SYN Hood out of context dr op 2
77.138.52. 97 France 147.237.77. 216 dover.idf.il|SYNH ood del ete reset drop 2
66. 249. 65. 53 | srael 147.237.77.216 dover.idf.il|SYN Hood out of context drop 2
158. 255. 208. 29 Hong Kong 147.237.77. 216 dover.idf.il|SYN Hood unverified cooki e drop 1
85. 250. 214. 228 | srael 147.237.77. 216 dover.idf.il|SYNH ood del ete reset drop 1
207. 46. 13. 161 Lhited Sates 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 1
85. 250. 214. 228 | srael 147.237.77.216 dover.idf.il|SYN Hood out of context drop 1
52.16.5.197 Irel and 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 1
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 1
207. 46. 13. 161 Lhited Sates 147.237.77. 216 dover.idf.il|TCP handshake viol ation, first packet not syn drop 1
192. 40. 57. 144 Lhited Sates 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Device Action |Count
162. 210. 196. 98 Lhited Sates 147.237.77. 216 dover.idf.il |CL000074: HITP. najestic bot Per nit 4
46.118. 155. 156 krai ne 147.237.77. 216 dover.idf.il |15323: HTTP:. User-Agent (MRSPUTN K) B ock 3
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

222.186.34.141 [147.237.76.44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
222.186. 34. 141 |147.237.0.200 |China . i df il ET SCAN Potential SSH Scan 1
222.186.34. 141 |147.237.0.16 |China ny-kosher-kravi .idf.il |ET SCAN Potential SSH Scan 1
183. 129. 160. 229|147. 237. 0. 200 [Chi na . i df il ET SCAN Potential SSH Scan 1
146.200. 148.0 |147.237.77. 216 |Uni ted Ki ngdom [dover.idf.il Tehila - Perl LW with fake user agent 1
66. 249. 65. 51 147.237.77.216|Wnited Sates  [dover.idf.il ET SCAN NVAP -sA (2) 1
50.32. 34 230 147 237 0.33  |chi na il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46.161.40.17  [147.237.0.19 gzzi;'}m nadi matal .idf il ET SCAN NVAP -sS wi ndow 1024 1
222.186.34. 141 |147.237.76.148|China ggcenter. aka. i df . i | ET SCAN Potential SSH Scan 1
222.186.34. 141 |147.237.76.34 [China yohal an. i df .| ET SCAN Potential SSH Scan 1
222.186.34. 141 |(147.237.0.34 |China tikshuv. idf.il ET SCAN Potential SSH Scan 1
210.30.128.25 [147.237.8.27 |China e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
176.20.227.98 |147.237.77.176 |Dennar k nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
106. 187. 45. 144 |147. 237. 77. 176 [Japan nat pash. i df . i | ET SCAN Potential SSH Scan 1
64.233.172.139 |147.237.77.216|lhited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 1
46.172.91. 21 147.237.0.35 |lkraine akavs. i df . il ET SCAN NVAP -sS wi ndow 1024 1
22 253 214. 215|147, 237 76. 196 M et nam o svivaidh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘Ste ‘Signature
104. 36. 18. 41 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 1223
104. 36. 18. 41 Lhited Sates 147.237.77. 216 [dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 215
79.182. 81. 165 | srael 147.237.76.42 |refuah.idf.il |SYN At tack SYN -> SYN- ACK -> Ti meout noni t or 11
79.182.81.165 |Israel 147.237.76.42 |refuah.idf.il |Bad TOP sequence mﬁsg ;ansm't with different moni tor |11
45.59. 183. 115 Sialrt::halnr iﬁ;:b 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 7
207.46.13.161 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop
50.79.101. 141 |Uhited Sates 147.237.72. 166 |aka. i df .il drop Frst packet isn't SYN drop
79.182. 81. 165 | srael 147.237.76.42 |refuah.idf.il |SYN At tack SYN -> SYN-ACK -> Ti meout alert
2.53.142.151  |israel 147. 237, 76. 200 [ei tan aka. i of . { | S2M NG Engine: TCP Inval id invalid segnent retransnissi on. Packet drop 6
Ret r ansni ssi on dr opped.
46. 19. 85. 233 I srael 147.237.76.31 |nakchal .idf.il |Bad TCP sequence Invalid ACK nunber monitor |6
77.138.52.97 France 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 5
178.22.70.91 Sntzerland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
139. 162. 178. 208|Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 4
37.247.48.152 |[italy 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 4
158. 255. 211. 156|Austria 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
194. 90. 15. 61 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 4
176. 111. 109. 155|Portugal 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
5.34.183. 55 krai ne 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
91.224.13. 64 Latvia 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 4
5.45.183. 194 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
94.75.199. 193  |Net her| ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
178. 17. 170. 69 &L:g?‘i’i' o 147.237.77. 216 |dover.icf.il  |drop First packet isn't SWN drop 4
205.185. 122. 177|Whited S ates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 3
54.72.73.168 I'rel and 147.237.77. 216 |dover. i df . il 3 r.ea.m ng Engi ne: . TO.D SN ztk?mﬂreggéﬁd gerf iop:; rgl\eltlvl\aspacket drop 3
Modi fied Retransnission dat 2.
79.181.99.166 |l srael 147.237.72. 156 [anan.idf.il  [Bad TCP sequence nonitor 3
77.138.52. 97 France 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
192.40.57. 144 |Whited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 3
217.148.44.140 |United Kingdom |147.237.77. 216 [dover.idf.il |dr op Frst packet isn't SN drop 3
66. 249. 79. 4 Uited Sates  |147.237.76.86 |nay.icr i1 | S@MNG Bngine: TP Invalid finvalid segnent retransmission. Packet |, 3
Ret r ansni ssi on dr opped.
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 3
199. 167. 129. 140|Canada 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 3
46. 19. 85. 233 I srael 147.237.76.31 |nakchal.idf.il |Bad TCP sequence Invalid ACK nunber alert 3
158. 255. 208. 29 |Hong Kong 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 3
79.180. 18. 181 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 2
205. 185. 122. 177|lhited Sates 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
46. 246. 89. 243  |Sweden 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 2
2.55.174.253 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 2
85. 250. 214. 228 |l srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
79.182. 81. 165 | srael 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 2
79. 180. 18. 181 | srael 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
192.40.57. 144 |Lhited Sates 147.237.77. 216 [dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
5. 102. 253. 62 I srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence Invalid ACK nunber monitor |2
94.230. 86. 138 |l srael 147.237.72.166 |aka.idf.il Bad TCP sequence Invali d ACK nunber monitor |2
79.181.99.166 |lsrael 147.237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
77.138.52. 97 France 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber monitor |2
180. 183. 158. 64 |Thai | and 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 2
212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 2
46.117.235.185 |Israel 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 2
79.182.81.165 |Israel 147.237.77. 216 |dover.idf.il |Bad TOP sequence SINAK retransmt wth di fferent moni tor |2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Oount

66. 249. 65. 12 I srael 147.237.77. 243 |nobi | e. i df . i|Uhauthori zed URL Access to nobile.idf.il/.well-knowV assetlinks.json B ock 1
Illegal Byte Qode Character in Paraneter Nane [[#1]] [

71.224.243.7  |wited Sates|147. 237. 77. 216 |dover . i df . i ||[[#1]1 @[ [#8111[#2]11 ([[#19]] D[ #1]1 [ #14] ] [ #1] ] I[ #1] ] b<&[ [ #1]] II B ock 1
[[#1]] @i n waw i df.il/tenpl at es/ soci al / Bw

66.249. 65.182 [Israel 147.237.76. 42 [refuah.idf.i|Uauthorized URL Access to 147.237.76. 42/ 994- 8857- he/ r ef uah. aspx B ock 1

71.224.243.7  |uited Sates[147. 237.77. 216|dover . i off i 1| || €% B %eaggiif;ahmmw Velue at 1 for Bock |1

66. 249. 65.185 |l srael 147.237.76.42 |refuah. i df . i|Uhauthorized URL Access to 147.237.76.42/ sip_storagelfil es/ 8/ 2418.  pg B ock 1

139. 162. 178. 208|ni ted Sates |147. 237. 77. 216 [dover . i df . i [|Unaut hori zed URL Access to 147.237.77. 216/ favi con. i co B ock 1

2.53.0.213 | srael 147.237.72.166|aka. i df .i| |Wnknown Paraneter asmin ww aka.idf.il/main/gi yus/yahash2017/1 obby. aspx None 1

66. 249. 65. 188 |l srael 147.237.76.42 |ref uah. i df . i|authorized URL Access to 147.237. 76. 42/ 994- 8879- he/ r ef uah. aspx B ock 1

178. 255. 87. 242 LK!i“r:gegom 147.237.77. 243|nobi | . i df . i|Uhaut hori zed LR Access to 147.237.77. 243/ robot s. t xt B ock 1

66. 249. 65. 12 | srael 147.237.77. 243 |nobi | e. i df . i[Mil tipl e Unaut hori zed UR. Access from 66. 249. 65. 12 B ock

66. 249. 75. 54 I srael 147.237.77.74 [lawidf.il |Wauthorized URL Access to wawulawidf.il/ni B ock 1
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