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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
116. 255. 205. 9 Chi na 147.237.76. 86 navy.idf.il JLM Under At tack_Con_Tcp drop 2
134. 147. 203. 115 Ger many 147.237. 76. 147 chinuch. aka.idf.il B ack List dr op 2
139. 162. 13. 205 S ngapor e 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 forward 2
58. 218. 200. 137 Chi na 147.237.0. 17 m ny- kosher -kravi .idf . il JLMPurple Gon Linit_Tcp drop 1
191. 96. 249. 116 Ghile 147.237.76. 200 eitan. aka.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

109. 67. 239. 218 |147.237. 77. 216 |l srael dover.idf.il |Xenu Link S euth User Agent 6
109. 67. 239. 218 [147. 237. 72. 166 |I srael aka.idf.il Xenu Link Seuth User Agent 6
194. 224. 101. 170|147. 237. 77. 234 |Spai n hal ag. i df il ET SCAN NVAP -sS wi ndow 1024 1
176. 47.31. 13 147.237.77.176 |Saudi Arabia  [matpash.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
199 230. 146. 84 |147. 237 77 61 |chi na & cogat. i f i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
104. 207. 141. 110|147. 237. 77. 227 |Uhited Sates |e.hamaz.idf.il |ET SCAN NMAP -sS wi ndow 4096 1
93.190.90.226 |147.237.76. 177 |Ger many ncore.idf.il ET SCAN Potential SSH Scan 1
84.111. 2. 209 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
58. 218. 200. 137 [147.237.0.35 |[China akavs. i df . il ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147.237.0.35 [Netherl ands akavs. i df . il ET SCAN NVAP -sS wi ndow 1024 1
194. 224. 101. 170|147. 237. 77. 233 [Spai n atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
163. 172. 169. 150(147. 237. 8. 46 E?ir:;gom e.chinuch.idf.il[ET SCAN NVAP -sS wi ndow 1024 1
112. 35. 0. 254 147.237.76. 38 |China e.eneitav.idf.i(ET SCAN Potential SSH Scan 1
104. 207. 141. 110|147. 237. 77. 227 |Lhited Sates |e.hanaz.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
88.249.106.23 |147.237.77. 243 |Turkey mobi le.idf.il |ET SCAN NVAP -sS w ndow 1024 1
58.218. 200. 137 |147.237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
14.152.59. 11 147.237.76. 44 |[China erefuah.idf.il |ET SCAN Potential SSH Scan 1




10-01-2016-00:04:06 to 10-01-2016-01:04:06

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
46.19. 85. 3 I srael 147.237. 77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber noni tor |18
46.19.85. 3 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert 17
109. 253. 219. 102|i srael 147.237.77. 243 |robi l e i of .1 Streamng Engine: TCP I nval i d invalid segnent retransnission drop 15
Ret r ansni ssi on Packet dropped.
79.179.8.240  |israel 147. 237.77. 243 |mobi l e. i f . i Streaning Engine: TCP Inval id finvalid seqnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 6
195. 239. 16. 40 :Z;:t”i on 147.237.77. 74 [lawidf.il drop First packet isn't SWN drop 6
105.239.16.53 |SSIan 147.237.77.74 |lawidf. il drop First packet isn't SWN drop 6
Federati on
85. 65. 246. 136 |l srael 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SN drop
66.102. 9. 149 Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop
189. 160.121.5  |Mexi co 147. 237. 77. 216 |dover. i df . i | Streamng Engine: TCP Invalid finvalid checksum Packet drop 5
Checksum dr opped.
46.117.82.72  |israel 147. 237.77. 243 |mobi l e. i f . i Streaning Engine: TCP Inval id finvalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 117 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber nonitor |3
109. 253. 215. 37 |l srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 3
176.13.7.8 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
212.34.20.31 Jordan 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
108.178.44.182 |Uhited Sates [147.237.72.167 |ishurimaka.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 3
85. 64. 21. 33 | srael 147.237. 72. 156 |aman.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 3
95.134.178. 107 |Wkrai ne 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SYN drop 2
109. 64. 16. 48 I srael 147.237. 77. 216 |dover.i df .i SYN At tack SYN -> SYN-ACK -> RST monitor |2
46. 19. 86. 26 | srael 147.237. 77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
2.53.164.85 | srael 147. 237. 72. 156 |anan. i df .i | SYN At tack SYN -> SYN-ACK -> RST monitor |2
79.181. 99. 166 | srael 147.237. 72. 156 |anan. i df . il Bad TCP sequence Invalid ACK nunber noni t or 2
77.125.54.187 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |2
213.57.153.195 |israel 147.237.77. 226 ["" chanatz. aka. 1df 1paq TOP sequence Invalid ACK nunber aert 2
46.19. 86. 34 I srael 147.237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or
79.181. 99. 166 | srael 147.237. 72. 156 |anan. i df . il SYN At t ack SYN -> SYN- ACK -> Ti meout noni t or
200. 108. 59. 208 |Panama 147. 237. 72. 167 |i shuri maka. i df . i | SYN At tack SYN -> SYN-ACK -> RST noni t or
213.57.153.195 |Israel 147.237.77. 226 | "}" chanat z. aka. 1df 1pad TOP sequence Inval i d ACK number moni tor  [2
2.55.31.124 | srael 147. 237. 72. 156 |anan. i df .i SYN At tack SYN -> SYN-ACK -> RST monitor |2
79.181.99.166 I srael 147. 237. 72. 156 |anan. i df . Bad TCP sequence wﬁtrs\x;‘;i&gth moni tor  [2
84.109.242.51 |israel 147.237.0.16 [V kosher-kravi.idf.T 1pad TGP sequence mdgir::;rit wehdfferent  Jopitor |2
80. 246. 137. 125 |lIsrael 147. 237. 72. 166 [aka.i df .i SYN Attack SYN -> SYN-ACK -> RST monitor |2
77.125.54.187 |lsrael 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop 2
46. 19. 86. 12 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber nonitor |2
66. 249. 93. 85 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber aert 1
136. 0. 98. 93 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
46. 19. 86. 117 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber alert 1
200. 108. 59. 208 |Pananma 147.237.72. 167 |i shurimaka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 1
5.172.255. 31 Pol and 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
84.108. 40. 147 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber alert 1
176. 13. 8. 184 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 1
77.125.54.187 |Israel 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber aert 1
141.212.122.29 |wited Sates [147.237.76.34 |yohalan.idf.il drop drop 1
65.19.167.130 |Lhited Sates |147.237.77.216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Tineout |[monitor |1
169.229.3.91  |wited Sates [147.237.77. 121 |e navy.idf. i1 Geo- | ocati on enf or cenment gﬁ?;)'rggﬁ;infn I nbound drop 1
66. 249. 93. 85 | srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 1
139. 162. 13. 205 |9 ngapor e 147.237.72. 166 |aka. i df . i1 Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
106. 38. 241. 106 |Chi na 147.237.0.34  |tikshuv.idf.il drop SAMrul e drop 1
200. 108. 59. 208 |Pananma 147.237.72. 167 |i shuri maka.i df . i Bad TCP sequence Inval i d sequence nunier noni t or 1
84.108. 40. 147 |l srael 147.237. 72. 166 [aka i df .i Bad TCP sequence Inval i d ACK nunber monitor |1
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Country Action
. . Mul tiple Whaut horized Method for Known URL from

109. 67. 239. 218 |l srael 147.237.72. 166 [aka. i df . i | 109. 67. 239 218 B ock 3
2.53.22. 107 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
109. 253. 219. 102|1 sr ael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 3
109. 67. 239. 218 |Israel 147.237.77.216|dover. i df . il Mil ti pl e Uhaut hori zed UR. Access from 109. 67. 239. 218 B ock 2
198.20.69.74  [lhited Sates [147.237.77.234|hal ag.idf . il Unhaut hori zed URL Access to 147.237.77. 234/ robot s. txt Bl ock 1
108.178.44.182 |lnited Sates [147.237.72.167(i shurimaka.idf.il |[Il1legal Paraneter Encoding RegNumin waw i shurimaka.idf.il/ None 1
46.117.82.72 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
139. 162. 13. 205 |9 ngapor e 147.237.72. 166 [aka. i df . i | NULL Character in Method B ock 1

] . . Paraneter Type M ol ati on PageNumin
68.180.230. 216 [Wited Sates [147.237.76.31 |nakchal .idf.il vaw nakhal i df i 1/ 1117- he/ nakhal . aspx Bl ock 1

} . . D stributed Whaut horized Met hod for Known URL on
204.79.180.141 |lhited Sates [147.237.72.166|aka.idf.il vow aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
46.120. 122. 219 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for waw aka. i df .il/mai n/giyus Bl ock 1
141.8.132.78 RJSIS;;ni o 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to ww i df . i1/1086- B ock 1

. . D stributed Waut horized Met hod for Known URL on

77.138.104.63 |France 147.237.72. 166 |aka. i df . i | vow aka i f . i 1/ mai v home/ def aul t . aspx B ock 1
207.46.13.108 |lhited Sates [147.237.72.166|aka. i df.il Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1

: . . D stributed Whaut horized Met hod for Known URL on
66.102. 6. 21 Lhited Sates [147.237.72.166|aka.idf.il vow aka i df . i 1/ mai n/ home/ def aul t . aspx B ock 1
141. 226. 217. 240|I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx |B ock 1

- kosher - kravi . i df i
84.109.242.51 | srael 147.237.0.16 |V Lhaut hori zed LRL Access to o B ock 1
il wan ny- kosher -kravi . i df . i | /tenpl at es/ | ogi n/ | ogi n. aspx

220. 181. 108. 152|Chi na 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to waw anan.idf.il/robots. txt B ock 1
66. 249. 64. 60 I srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1

. . . Uhaut hori zed URL Access to
180. 76. 15. 158  |Chi na 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994~ 9366- he/ r ef uah. aspx Bl ock 1
85.243. 8. 12 Port ugal 147.237.72. 166 |aka. i df . i | tnknoun Paraneter __VI BASTATEENCRYPTED i n None 1

v aka. i df . i |/ mai n/ gi yus/ gener al . aspx
- . . Paraneter Type M ol ation ctl 00$Cont ent A acetbl der 1%t xt Capt cha in
2.53.22.107 I srael 147.237.0.19 |[nadimatal .idf.il nadi matal i dfi1/mobil el ogi n. aspx B ock 1
139. 162. 13. 205 |9 ngapore 147.237.72. 166 |aka. i df . i | Illegal Byte (de Character in Mthod B ock 1
. . Uhaut hori zed URL Access to

66.249. 65.182 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8804- he/ r ef uah. aspx Bl ock 1
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