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185. 128. 43. 99 Sntzerl and 147.237.76. 177 ncore.idf.il B ack List drop 1
185. 128. 43. 99 Swi t zer| and 147.237. 76. 197 e. hinush.idf.il B ack List drop 1
52.198. 29. 244 Japan 147.237.76. 198 e.yohal an.idf.il B ack List drop 1
185. 128. 43. 99 Sii t zer| and 147.237. 76. 202 e.halag.idf.il B ack List drop 1
185. 128. 43. 99 Sii t zer|l and 147.237.76. 38 e.e.neitav.idf.il B ack Li st drop 1
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Attacker Address

Target Address

At acker
Gountry

Signature

109. 67. 239. 218 |147.237. 72. 166 |l srael aka.idf.il Xenu Link Seuth User Agent 3
109. 67. 239. 218 [147. 237. 77. 216 |I srael dover.idf.il Xenu Link Seuth Wser Agent 2
91.121.142.199 |147.237.77.216 |France dover.idf.il ET WEB SEFRVER Fake (oogl ebot UA 1 | nbound 2
202. 65. 138. 2 147.237.77.176|Indi a nat pash. i df .i | ET SCAN NVAP -sS w ndow 1024 1
194. 224. 101. 170|147. 237. 77. 226 |Sai n wan chanat z. aka. i df . i | [ET SCAN NVAP -sS wi ndow 1024 1
2.50.168.178  |147.237.76.42 g:aetdesNab refuah.idf.il ET SCAN NVAP -sS wi ndow 3072 1
18 72,200, 112 |147. 237 77 121 |chi na & navy. i df. i ET SC‘AN Behavi oral Lhusual |y fast inbound Tel net Connecti ons,
Potential Scan or Brute Force
194. 224. 101. 170|147. 237. 77. 243 [Spai n nobi | e.idf il ET SCAN NVAP -sS w ndow 1024 1
124.107.116.5 |147.257.8.45 |5 ngapore e itanidh il ET SGAN Behavi oral Lhusual |y fast inbound Tel net Connecti ons,
Potential Scan or Brute Force
69.129.141.35 [147.237.76.201|Wited Sates eatal.idf.il ET SCAN NMAP -sS wi ndow 4096 1
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|Top Attackers In FW |

At acker

Devi ce

ountry ‘Target Address ‘S’te ‘Signature Action ‘Count
79.182.87.142 |israel 147, 237, 76. 200 |ei tan. aka i o | S N9 Engi ne: TCP Invalid Inval i d segnent retransmssi on. drop 30
Ret ransni ssi on Packet dropped.
46.19. 85. 82 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 18
46. 19. 85. 82 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 18
79.181.99. 166 |l srael 147.237.72. 156 |aman.idf il [Bad TCP sequence noni t or 12
46.19. 85.200 |Israel 147.237.77. 176 |matpash.idf .il |Bad TCP sequence Inval i d ACK nunber moni t or 10
66. 102. 9. 145 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 9
85.65.62.99  |Israel 147.237.77.233atal .icf.il  [Bad TCP sequence mdgitvrsa:;rit Wth different monitor |9
85.65.217.38 |Israel 147, 237. 77, 243 o e, i o1 | €M NG Engine: TCP Invalid Invalid segnent retransmssion. drop 8
Ret ransni ssi on Packet dropped.
46.19.85.200 |l srael 147.237.77. 176 |matpash.idf .il [Bad TCP sequence Invalid AGK nunber alert 8
91.133.95.150 |Austria 147.237.77. 243 ot 1 e i or 1 |7 €AM NG Engine: TP Invalid nval i d segnent retransmssi on. drop 8
Ret r ansmi ssi on Packet dr opped.
79.181.99. 166 |lIsrael 147.237.72. 156 [anan.idf.il  [SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 7
79.181.99. 166 |l srael 147.237.72. 156 |anan. i df . i | drop First packet isn't SN drop 7
46. 19. 85. 82 I 'srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
79.181.99. 166 |lIsrael 147.237.72. 156 |aman.idf .il  [Bad TCP sequence I'nvali d ACK nunber noni t or 6
46. 19. 85. 82 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 6
218.161. 1. 157 |Tai wan 147.237.72. 217 |e.idf il Geo-1 ocati on enf or cenent Geo-l ocat i on inbound enf orcenent |drop 6
87.197.164.92 |9 ovakia 147.237.0.34 [tikshw.idf.il |Bad TCP sequence I'nval i d sequence nunber noni t or 6
79.181.99. 166 |[lsrael 147.237.72. 156 |anan. i of . i | Bad TCP sequence Inval i d ACK nunber alert 6
46.19.85.133 [Israel 147.237.77.234|hd ag.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 5
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 5
176.13.7.8 I'srael 147.237.77. 216 |dover.idf.i1  [Bad TOP sequence SwAcere reansm wehdifferent fonitor |5
172.56.19.200 [lhited Sates  [147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or
46.19.86.117 |Israel 147.237.77. 216 |dover.idf.il [Bad TCP sequence I'nval i d ACK nunber aert
46.19.86.117 [Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
85.65.52.197 |l srael 147.237.72.166 |akaidf.il  |Bad TCP sequence mﬁsg reansm wehdifterent | onitor |4
176.13.7.8 | srael 147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
77.138. 247. 182 |France 147, 237 76. 200 e tan. aka i of || @M NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 4
Ret ransni ssi on Packet dropped.
85.65.62.99  |Israel 147, 237 76. 200 e tan. aka i of | | @M NG Bngine: TP Invalid  livalid segnent retransnission drop 4
Ret ransni ssi on Packet dropped.
46.19.85.133 [Israel 147.237.77.234|hd ag.idf.il |Bad TCP sequence Inval i d ACK nunber alert
80. 246. 137. 157 |I srael 147. 237. 72. 166 |aka.i f . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
79.177.56.173 |Israel 147, 237.77. 243 |rvi e i o1 | €AM NG Engine: TCP Invalid - invalid segnent retransmissi on drop 3
Ret ransmi ssi on Packet dropped.
37.26. 148. 203 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 3
130. 193. 50. 14 gzzijt”im 147. 237.77. 243 |mobi l e. i f . i ;; fi':\"sr;? quigé:ez T Invalid Lg‘éak'eitd dsrefgsgé retransmssi on. drop 3
109. 253. 198. 53 |l sr ael 147.237.77. 176 [natpash. i df .i 1 [SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
5.102.242.49 |Israel 147,237, 72. 166 |aka icf. i1 | ! €M NG Engine: TCP Invalid Ivalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
66. 102. 9. 149 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
106. 38. 241. 106 |Chi na 147.237.76.42 |refuah.idf.il |drop SAMrul e drop
37.26.148.203 |[Israel 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout noni t or
2.53.179.193  |Israel 147.237.72.166 |akaidf.il  |Bad TCP sequence mﬁsg ;ansm wthdifferent | onitor |3
109. 253. 198. 53 || srael 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST noni t or 3
66.249.65.12 |Uited Sares  |147.237.77. 243 |moti 1o i i1 |2 SAMNG Engine: TCP Invalid invalid segnent retransnission drop 3
Ret ransmi ssi on Packet dr opped.
106. 38. 241. 106 |Chi na 147.237. 77. 176 [nat pash. i df .i 1 |dr op SAMrule drop 3
46.19.86.175 |[Israel 147.237.0.34 |tikshw.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 3
2.53.164.180 | srael 147.237.72. 166 |aka.idf . il SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
66.102.9.145 |tnited Sates  [147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
83.22.252.113 |Pol and 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST noni t or 2
88. 135. 174. 250 |Pol and 147.237.77.212|e.dover.idf.il [Geo-| ocat i on enf or cenent Geo- | ocat i on inbound enf orcenent |drop 2
176.13.7.8 I srael 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST noni t or 2
77.127.83.137 |[Israel 147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
176.13.7.8 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
2.53.7.1 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
37.26.149.202 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock
. - . Dstributed Paraneter Type Mol ation on
36.88.60.160  [Indonesia 147.237.77. 216 (dover. i df . i | vw i of i | / 1065- eny dover . aspx par anet er Sear chText Bl ock 2
36. 88. 60. 160 I ndonesi a 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to v i df .il/894-en/i df gdover. aspx Bl ock 2
85. 65. 217. 38 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 2
77.138.244.176 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCST for www aka. i df.il/sachar B ock 2
31.154.45.114 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
. . Paraneter Read Qhly Molation in
46. 19. 86. 49 I srael 147.237.72. 166 |aka. i df . i | vw aka i of i |/ nai 1V sachar / egi strati onwi zar d/ regi st er . aspx None 2
109. 67. 239. 218 |l srael 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to v idf.il/elram Bl ock 1
66. 249. 65. 58 I srael 147.237.76.42 |refuah.idf.il Mil ti pl e Unaut horized URL Access from 66. 249. 65. 58 B ock 1
] . - Unaut hori zed URL Access to
208.51.63.37  |nited Sates  [147.237.77.176 |nat pash. i df . i | voww cogat i o i |/ upf i 1 ees. php. suspect ed B ock 1
85. 65. 62. 99 I sr ael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ atal . aspx |Bl ock 1
] . . Paraneter Type Mol ati on SearchText in
63.96. 14. 2 Lhited Sates  |147.237.77.216|dover.idf .il v i df i 17 1065- en/ dover . aspx Bl ock 1
148. 251. 192. 100|Ger many 147.237.72.166|aka. i df . i | Unhaut hori zed Met hod HEAD for waw aka. i df.il/giyus/ B ock 1
- . Unaut hori zed URL Access to
66.249.65.182 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9186- he/ r ef uah. aspx Bl ock 1
213.8.204. 22 I srael 147.237.76.42 |refuah.idf.il O stributed PHP A tenpt B ock 1
] ] . Uhaut hori zed Met hod PCST for
66. 102. 8. 213 Lhited Sates |147.237.72.166|aka. i df . il voww aka. i o i |/ rai v sachar/ vi ewpays! i p. aspx Bl ock 1
188. 194. 219. 176|Ger nany 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to v aman. i df .il/favicon.ico B ock 1
www. ch z.aka.i i stri i
66.249. 66, 101 I srael 147. 237, 77, 226 | "W Chamat 2. aka. i d oistri buted thaut hori zed URL Access on Bl ock 1
f.il v chanat z. aka. i df . i 1/404. aspx
- . D stributed Lhaut hori zed URL Access on
213. 8. 204. 22 I srael 147.237.76.42 |refuah.idf.il v refua atal i i | /xnhr pe. php Bl ock 1
. . Mul tiple Whaut horized Method for Known URL from
109. 67. 239. 218 |lIsrael 147.237.72. 166 |aka. i df . i | 109. 67. 239 218 Bl ock 1
66. 249. 65. 10 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 1
Russi an . . Unaut hori zed Met hod PCST for
5. 35. 39. 154 eration 147.237.72. 166 |aka. i df . i | vw aka. i df . i 1/ mai n/ home/ def aul t . aspx B ock 1
] - - Unaut hori zed Met hod PCBT for
204.79.180.132 |[Wited Sates |147.237.72.166|aka.idf.il vw aka. i i 1/ il ui it enpl at es/ hone. asp B ock 1
. . Unhaut hori zed URL Access to
46. 19. 85. 133 I sr ael 147.237.77.234|hal ag. i df . il 147. 237, 77. 234/ i nages! shar ed/ bul | et 1. gi f B ock 1
213.8.204.75 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/giyus/ main/ B ock 1
109. 67. 239. 218 |l srael 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut horized URL Access from 109. 67. 239. 218 B ock 1
66. 249. 65. 51 | srael 147.237.77.216|dover. i df . i | Mil tiple Unaut hori zed URL Access from 66. 249. 65. 51 B ock 1
207. 46. 13. 98 Lhited Sates |147.237.72.166|aka. i df .il Uhknown Paranet er pageNumin aka.idf.il/patzar/klali/default.asp [None 1
. . Unknown Par aret er ct| 00$ct | 00$cphMai n$cphSachar $ct 125 in
84.94.52. 110 I 'srael 147.237.72. 166 |aka. i df . i | ww aka. i df . i | / mai i/ sachar / paysl i ps. aspx None 1
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