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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
84.111. 104. 113 | srael 147.237.72. 166 aka.idf.il B ack List drop 22
84.111.104. 113 | srael 147.237.77.216 dover.idf.il B ack List drop 9
185. 89. 217. 225 Net her | ands 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 6
79.178.139. 79 | srael 147.237.72. 166 aka.idf.il B ack List drop 6
84.111.104. 113 | srael 147.237.77. 233 atal.idf.il B ack List drop 4
84.111.104. 113 | srael 147.237. 76. 200 eitan. aka. idf.il B ack List drop 4
84.111.104. 113 | srael 147.237.77. 226 wan chanat z. aka. i df . i | |B ack List drop 4
24.133.42. 141 Tur key 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1
93. 158. 200. 126 Net her | ands 147.237. 76. 86 navy.idf.il B ack List drop 1
71.6.146. 186 Lhited Sates 147.237. 76. 148 ggcenter.aka. i df.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount
195, 154. 255, 20 France 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 21
195. 154. 255. 20 France 147.237.72. 166 aka.idf.il C1000074: HITP. maj estic bot Per nirt 2
195. 154. 255. 20 France 147.237.76. 86 navy.idf.il C1000074: HTTP. naj estic bot Permt 2
195, 154. 255, 20 France 147.237.77. 74 lawidf.il C1000074: HITP. naj estic bot Per nit 2
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

46.120. 122. 219 147.237.0.34 |l srael tikshuv.idf.il Xenu Link Seuth User Agent 4
109. 67. 239. 218 [147. 237. 72. 166 |I srael aka.idf.il Xenu Link Seuth User Agent 2
202. 106. 54. 203 |147. 237. 76. 197 |Chi na e himush.idf.il G°PL SCAN nmap TCP 2
46.252.49.19 |147.237.76.39 |Rigaria nobi | e. nei tav.idf.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 2
Potential Scan or Brute Force
i ET SCAN Behavi oral lLhusual |y fast inbound Tel net Gonnecti ons,
121. 164. 189. 91 |147. 237. 77. 234 Okfrea' RepUDI T C | ag. i o i Potential Sean or Brite For?:/e 2
219.142.79.3  |147.237.76. 197 |Chi na e hinush.idf.il GPL SCAN nmap TCP 2
191 207 1.156 |147. 237 77 208 |chi na orisha. i f i | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
94.102.52.55 |147.237.76. 148 |Net her| ands ggcenter. aka. i df. il ET SCAN Potential SSH Scan 1
94.102.52.55 [147.237.76.38 |Netherlands e.eneitav.idf.il ET SCAN Potential SSH Scan 1
94.102.52.55 [147.237.0.17 |Netherl ands mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
61.240. 144. 65 |[147.237.72. 217|Chi na e.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
61.240. 144. 65 |147.237.8.28 [China e.nobi | e-ks.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
124.8.223.198 |147.237. 76. 196 |Tai wan e svivaidf.il ET SCAN Potential SSH Scan 1
124.8.223.198 |147.237.0.33 |Tai van idf.il ET SCAN Potential SSH Scan 1
106. 187. 45. 144 |147. 237. 76. 148 |Japan gacenter. aka. i df .i | ET SCAN Potential SSH Scan 1
94.102.52.55 |147.237.76.44 |Netherlands e.refuah.idf.il ET SCAN Potential SSH Scan 1
94.102.52.55 [147.237.76.30 |Netherlands hi nush. i df . i | ET SCAN Potential SSH Scan 1
61.240. 144. 65 |147.237.76. 44 [China e.refuah.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
61.240. 144. 65 |[147.237.72. 167 |Chi na i shuri maka.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
124.8.223.198 |147.237. 76. 197 |Tai van e. hi nush. i df .i | ET SCAN Potential SSH Scan 1
61.240. 144. 65 |147.237.8.24 [China elifestyleidf.il ET SCAN Potential WNC Scan 5800- 5820 1
124.8.223.198 |147.237.76. 44 |Tai wan e.refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
Sreanming Engine: TCP Invalid i i SSi
37.46.41.170  |israel 147.237.77. 243 |nobi l e i df .1 9 =g Invalid segnent retransmssion. |, 30
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
77.126.58.14  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. g 30
Ret r ansni ssi on Packet dr opped.
46.19.85.161  |Israel 147.237.77. 176 |nat pash.i . | Bad TCP sequence SINGAGK retransmt with different | oniior |15
w ndow scal e
185. 89. 217. 234 |Netherlands |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 12
185. 89. 217. 232 |Netherlands |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 12
46.19. 85. 72 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
46.19. 85. 72 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 11
46.19.85.234  |israel 147.237.77. 226 [ chanatz. aka.1df 1pad TOP sequence Invalid ACK nunber moni tor |10
46. 19. 85. 161 | srael 147.237.77. 176 |nat pash. i df . i | drop First packet isn't SYN drop 10
186. 13. 6. 149 Argentina 147. 237. 77. 216 |dover.i df .i| SYN Attack SYN -> SYN-ACK -> RST roni t or 10
46.19. 85. 161 I 'srael 147. 237. 77. 176 |nat pash. i df . i | Bad TCP sequence Inval i d ACK nunber roni t or
46. 19. 85. 161 | srael 147.237.77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout moni t or
46.19.85.234  |[israel 147.237.77. 226 [ chanatz. aka. 1df 1pad TOP sequence Invalid ACK nunber aert 8
46.19. 85. 72 I srael 147.237. 77. 216 [dover.i df .i | Bad TCP sequence Invalid ACK nunber alert
46.19. 85. 72 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber noni t or
s Unexpect ed post SYN packet -
46. 19. 85. 161 | srael 147.237. 77. 176 |nat pash. i df .i | drop RST or SYN expect ed drop 8
185. 89. 217. 227 |Netherlands |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop
46. 19. 86. 12 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
109. 160. 213. 184 |l srael 147.237.76. 42 |refuah.idf.il dr op Frst packet isn't SN drop
C e SYNVACK retransmt with different .
46.19. 85. 161 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 7
185. 89. 217. 233 |Netherlands |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop
185. 89. 217. 225 |Netherlands |147.237.77.216|dover.idf.il drop First packet isn't SWN drop
Sreamng Engine: TCP Invalid i i ssi
77.126.14.141 |Israel 147.237. 77. 243 |robi | e. i df . | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
109. 253. 204. 182|i srael 147. 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
185. 89. 217. 226 |Netherlands |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 6
46. 19. 86. 12 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 86 I srael 147.237. 72. 166 |aka.i df . i SYN At tack SYN -> SYN-ACK -> Ti meout monitor |6
2.55.157.103 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
46.19. 85. 161 I srael 147.237.77. 176 |nat pash. i of . i | Bad TCP sequence Invalid ACK nunber alert 6
. . SYNVACK retransmt with different .
46. 19. 85. 86 | srael 147.237.72. 166 |aka. i df.il Bad TCP sequence wi ndow scal e noni t or 6
79.181.99.166 |l srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence monitor |6
185. 89. 217. 228 |Netherlands |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 6
37.26.147.191 [Israel 147.237.72. 166 |aka.idf . il SYN At tack SYN -> SYN-ACK -> RST noni t or 5
2.55.143. 4 I srael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |5
79.177.55.181 |[lIsrael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST mnitor |5
R SWNretransnmit wth different
37. 46. 35. 124 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence wi ndow scal 6 alert 5
2.53. 167. 86 I srael 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 5
. . SWNretransmit wth different .
37.46.35. 124 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence wi ndow scal e noni t or 5
46.19.85.217  |israel 147.237. 77. 216 |dover . i df . i Bad TCP sequence SIAK retransmt with different oo por 5
wi ndow scal e
185. 89.217.229 |Netherlands |147.237.77.216|dover.idf.il drop First packet isn't SWN drop 4
2.55.143. 4 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
46. 19. 86. 194 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d AK nunber noni t or 4
185. 89.217.230 |Netherlands [|147.237.77.216|dover.idf.il drop First packet isn't SWN drop 4
176. 13. 249. 163 |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST nmoni t or 4
185. 89. 217.235 |Netherlands |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 4
46.19. 85. 161 I srael 147.237. 77. 216 [dover.i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout monitor |4
185. 89. 217. 231 |Netherlands |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 4
46. 166. 190. 184 |Netherlands |147.237.77.178 |e. natpash.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enf or cenent |drop 4
109. 160. 213. 184]I srael 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout monitor |4
106. 38. 241. 106 |Chi na 147.237.76.42 |refuah.idf.il drop SAMrul e drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.26.147.150 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 45
37.26.147.222 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 12
37.26.147.222 |israel 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 12
2.53.160. 158 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
66. 249. 65. 51 I srael 147.237.77.216|dover . i df . i Mul ti pl e Unaut horized URL Access from 66. 249. 65. 51 B ock 3
185.32.179.10 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Suspici ous Response Code B ock 3
80. 246. 136. 241 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
77.138. 83. 68 France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod POST for ww aka.idf.il/ishurinmain/ B ock 2
2.53.152. 42 I srael 147.237.0.19 |[nadimatal .idf.il Dstributed Suspici ous Response Code B ock 2
77.138.185.39  |France 147.237.72. 166 |aka. i df . i | Distributed Lhauthori zed Mthod for Known LRL on Bl ock 2
wn aka. i df . i |/ mai n/ snal i nd snal i m aspx
77.138.185.39 |France 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod PCST for www aka. i df.il/main/snalini B ock 2
176.13. 11. 10 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 2
2.55.21.168 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 67. 239. 218 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod HEAD for www aka.idf.il/ishurim B ock 1
2.87.238.142 G eece 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
77.237.138.202 |Czech Republic |147.237.77.234|hal ag.idf.il Uhaut hori zed URL Access to / Bl ock 1
. - Unaut hori zed URL Access to
66.249.76.112 |l srael 147.237.72. 166 |aka. i df . i | vaw aka. i df i 1/ nobi | e/ nai r har edi n gener al . aspx B ock 1
www. chanat z. aka. i d _ o
188. 120. 134. 208l srael 147.237.77. 226 fFil Unaut hori zed URL Access to ww chamat z. aka. i df . i |/404. aspx B ock 1
- . Unaut hori zed URL Access to
37.46.35. 124 I srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p, st or agel {1 | es/ 8/ 1668. doc B ock 1
2.53.53.111 I srael 147.237.77.216|dover. i df . il SSL Untraceabl e Connection - Cpen Mde None 1
. . Unhaut hori zed URL Access to
66.249. 65.59  |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76, 421 994- 9711- he/ r ef uah. aspx B ock 1
109. 253. 204. 182|1 sr ael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response CGode B ock 1
Russi an ny-kosher-kravi . i df . |uauthori zed LR Access to
5.255.253.75 Federation 147.237.0.16 il w ny- kosher -kravi . i df.il/robots. txt B ock !
. - Unaut hori zed Met hod PCST for
79.1.7.180 Italy 147.237.72. 166 [aka. i df . i | v aka, i o i |/ mai v snal i r sl | m aspx B ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.231.57 |lhited Sates [147.237.77.216|dover.idf.il v i df i 1/ 1399- en/ dover . aspx Bl ock 1
. - Unaut hori zed URL Access to
66.249. 64. 105 |l srael 147.237.72. 166 |aka. i df . i | vaw aka. i df . 1/ mobi | &/ mai 1V gi yus/ gener al . aspx B ock 1
Unhaut hori zed URL Access to
192.243.55.135 |Uhited Sates |147.237.77.74 [lawidf.il vwwy nag. i df . i |/t enpl at es/ shar ed/ user cont rol s/ | obbyi nf ocent eri t em |Bl ock 1
/
] . . Mul tipl e Whaut hori zed Method for Known URL from
104. 153. 224. 168|lhited Sates [147.237.72. 166 |aka. i df . i | 104. 153, 224. 168 B ock 1
. . Unaut hori zed URL Access to
66.249.73.143 |Israel 147.237.77. 216 [dover. i df . il 147.237. 77, 216/ 1133- he/ dover . aspx Bl ock 1
-kosher-kravi . i df .
157.55.39. 128 |lhited Sates 147.237.0.16 :’le Uhaut hori zed URL Access to wwu ny- kosher-kravi.idf.il/ B ock 1
79.179.132.189 [Israel 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 1
. . Unknown Paraneter _ M EWSTATEENCRYPTED i n
77.125.29. 16 I srael 147.237.72.166|aka. i df . i | wn aka, i df . i |/ mai n/ sachar / mai | box. aspx None 1
66. 249. 65. 21 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to wan refua. atal .idf.il/nobil e/ B ock 1
204.79.180.81 [lhited Sates |147.237.72.166|aka. i df .i | Distributed hauthorized Mthod for Known LRL on Bl ock 1
aka.idf.il/mlui ntenpl ates/inner.asp
104. 153. 224. 168|Uhited Sates  |147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCST for aka.idf.il/main/sachar B ock 1
66.249.76.106 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/edinitheproj/ B ock 1
. . Unknown Paraneter docld in
79.181.17.141 |Israel 147.237.72. 166 |aka. i df . i | v aka, i df i |/ mai r/ gi yus/ yahash2017/ | obby. aspx None 1
. . Unaut hori zed URL Access to
77.125.86.225 |l srael 147.237.77. 216 |dover. i df . il v i o 1/ hi mush/ si t ef he/ hi mush. asp B ock 1
213.8.204. 17 I srael 147.237.76.42 |refuah.idf.il PHP Attenpt B ock 1
www. chanmat z. aka. i d [
109. 67.136.49 I srael 147.237.77.226], . Wnaut hori zed LRL Access to B ock 1
foil waw, chamat z. aka. i df . i |/t enpl at es/ honepage/ honepage. aspx
77.139.93.39 France 147.237.72.166|aka. i df . i | Unaut hori zed Met hod PCST for ww aka. i df . i1/ nai n/ kapat z/ B ock 1
66.249.76.106 | srael 147.237.72. 166 |aka. i df . i | Unknown Paramet er catl d\u003d59116\ u0026pageNum u003d3 | 1
in ww aka.idf.il/ed nyonman/ yoman. asp
80.178.85.141 |[Israel 147.237.0.19 |nmadimatal .idf.il D stributed Suspicious Response CGode B ock 1
. . Unaut hori zed Met hod PCBT for
77.138. 16. 63 France 147.237.72. 166 |aka. i df . i | v aka, i df i |/ mai n/ gi yus/ yahash2017/ | obby. aspx Bl ock 1
. . Unaut hori zed URL Access to
66.249.65.58  |Israel 147.237.76.42 (refuah.idf.il 147. 237, 76. 42/ 994~ 9757- he/ r ef uah. aspx B ock 1
213.8.204.17 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to ww refua. atal .idf.il/xnirpc. php B ock 1
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