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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
79.178. 139. 79 | srael 147.237. 72. 166 aka.idf.il B ack Li st drop 5
95.211. 189. 18 Net her | ands 147.237.76. 31 nakchal .idf.il|B ack List drop 3
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn drop 1
185.94.111. 1 Russi an Federation 147.237. 76. 202 e.halag.idf.il|Back List drop 1
117.201. 51. 153 Indi a 147.237.77. 216 dover.idf.il |Invalid TQP Hags drop 1




09-30-2016-21:04:07 to 09-30-2016-22:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Qountry  [Target Address |Site |Sgnature Devi ce Action |Oount |
106. 38.241.106  |Chi na 147.237.77.170 |maarachot.idf.il |CLO00071: HTTP. User Agent Sogou+web+spi der Per nit 4
106. 38.241.106  |China 147.237.77.233 |atal .idf.il CL000071: HTTP: User Agent Sogou+web+spi der Per mit 3
51. 254. 141. 30 France 147.237.76. 42 refuah.idf.il C1000074: HTTP. maj estic bot Per it 2
106. 38.241.106  |Chi na 147.237.77. 74 lawidf.il Cl000071: HTTP. User Agent Sogou+web+spi der Per nit 2
199. 58. 86. 209 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per nit 2
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|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature

46.120.122.219 |147.237.76.42 |(Israel refuah.idf.il Xenu Link Seuth User Agent 31
66.219.211. 107 |147.237.76.197 |Lhited Sates |e. hinush.idf.il ET SOAN Behavi oral Lhusual ly fast inbound Telnet Connect i ons, 3

Potential Scan or Brute Force

183. 60. 48. 25 147.237.76.31 |China nakchal . i df il ET SCAN Potential SSH Scan 1
106. 120. 209. 149|147. 237. 77. 74 |Chi na lawidf.il ET SCAN NMAP -sS wi ndow 2048 1
46.172.91.21 147. 237. 72. 156 |kr ai ne aman. i df.il ET SCAN NMAP -sS wi ndow 1024 1
46.120. 122. 219 (147.237.72. 166 |l srael aka.idf.il Xenu Link Seuth User Agent 1
218.205. 151. 198(147. 237. 77. 74 |China lawidf.il ET SCAN NMAP -sS w ndow 2048 1
183. 129. 160. 229|147. 237. 72. 156 |Chi na aman. i df il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 34 |Chi na yohal an. i df.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
106. 120. 209. 149|147. 237. 77. 74 |Chi na lawidf.il ET SCAN NVAP -f -sS 1
61.240.144. 65 [147.237. 76. 147 |Chi na chi nuch. aka. i df . i1 ET SCAN NMAP -sS w ndow 1024 1
37.26.147.238 |[147.237.0.19 |[lIsrael nadi matal .idf.il ET SCAN Possible S Brute Force attack or Ste Gaw 1
218. 205. 151. 198(147. 237. 77. 74 |Chi na lawidf.il ET SCAN NVAP -f -sS 1
183. 60. 48. 25 147. 237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Devi ce

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Action

‘Count

85. 65. 4. 85 I srael 147.237. 77. 243 |nobi l e.i of .i | Ret r ansm ssi on Packet dr opped. drop 20
107. 167. 108. 215|nited Sates [147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 19
46.19. 85. 163 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 17
46.19. 85. 197 I srael 147.237.77. 176 [mtpash.idf .il |Bad TCP sequence Inval i d ACGK nunber aert 11
46. 19. 85. 197 I srael 147.237.77. 176 |matpash.icf.il |Bad TCP sequence Invalid ACK nunber noni t or 11
46.19. 85. 197 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 10
46.19. 85. 197 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACGK nunber noni t or 10
46. 19. 85. 216 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval id ACK nunber alert

46. 19. 85. 216 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval id ACK nunber noni t or
79.181.99.166 |Israel 147.237. 72. 156 |aman. i df .i Bad TCP sequence noni t or
109.67.170.17 [Israel 147, 237.72. 166 |aka. i of .| Bad TCP sequence mﬁsg reansn“ wehdifferent | onitor |7
79.181.99.166 |Israel 147. 237. 72. 156 |aman. i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or

46. 19. 86. 242 | srael 147.237.72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or

109. 67.170.17 |l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop

109. 64.128. 150 |Israel 147.237.77. 216 |dover.icf.il  |[Bad TCP sequence ﬁﬁsﬁ reansm't wehdifferent oonitor |5
79.181.99.166 |lsrael 147.237. 72. 156 |aman.i df .i | drop First packet isn't SYN drop 4
46.120.122.219 |israel 147.237.76.42 |refuah.idf.il |Bad TCP sequence mdgfvrsa:j? wth different monitor |4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
79.181.99.166 |[lIsrael 147.237. 72. 156 |anan. i df . i Bad TCP sequence Invalid ACK nunber noni t or

193. 43. 246. 250 |l srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop
79.181.99.166 I srael 147.237. 72. 156 |anan. i of .i Bad TCP sequence SINACK reransmt wehdifferent | onitor |3
77.138.27.112  |France 147.237.76.86 |navy.idf.il Bad TCP sequence ﬁﬁ‘;‘sﬁl r:‘”S”“ wthdifterent | onitor |3
2.53.28. 86 | srael 147.237.72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
5.22.134. 169 I 'srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
79.181.99.166 |Israel 147.237. 72. 156 |aman. i df .i Bad TCP sequence Inval i d ACGK nunber aert 3
46.19.86.71 I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 3
176.13.2.43 | srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
109. 67.170. 17 |Israel 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 3
77.138.27.112 |Rance 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
217.24.254.114 |Abania 147.237.77. 121 |e.navy.idf.il  |Geo-1 ocati on enf or cenent Geo-l ocati on i nbound enf orcenent |drop 2
2.223.242.153 LKJ?i;gegom 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 2
46. 19. 86. 26 | srael 147.237. 72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or
79.181. 145. 181 |l srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop
77.237.138. 202 ggj‘;ﬂc 147.237.77.212e.dover.idf.il |Geo-1 ocati on enf or cenent Geo-l ocati on i nbound enf orcenent |drop 2
80. 246. 137. 252 |l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
46.19.85.72 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACGK nunber aert 2
109. 65.192. 78 |l srael 147.237.77. 176 |matpash.idf .il |[SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
84.109.231.12 [Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence noni t or 2
141. 226. 218. 68 |l srael 147.237.72. 166 [aka. i df .i | Bad TCP sequence Inval i d ACGK nunber noni t or 2
213.57.253.209 |lsrael 147.237.72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
46.19. 85. 72 I 'srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
176. 13. 244.28 |Israel 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
37.26.147.238 |Israel 147.237.0.19 |madimata.idf.i|Bad TCP sequence aert 2
77.126.59.117 |l srael 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
89.139. 162. 119 |l srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 2
2.53.49. 219 | srael 147.237.72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
82.166.244.82 |Israel 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 2
176. 13. 244. 67 | srael 147.237.77. 243 |nobile.idf.il dr op First packet isn't SN drop 2
37.26.147.238 |[Israel 147.237.0.19 |nadimatal.idf.i|Bad TCP sequence noni t or 2
46. 19. 85. 10 I 'srael 147.237.77. 176 |matpash.icf .il |Bad TCP sequence Invalid ACK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry ‘Target Address |Site Sgnature Acti on ‘Count
37.26.147.238 |Israel 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code Bl ock 264
37.26.149. 212 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 4
37.26.147.174 |lIsrael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 66. 97. 173 |l srael 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to ww | awidf.il/sip_storagel/files/5/ 1705. pdf Bl ock 3
79.179. 132. 189 | srael 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code B ock 2
85.65.134.85 |[lIsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.102.9.5 g;gg 147.237.72. 166 [aka. i df . i | Unaut hori zed Method POST for waw aka. i df . il/main/ gi yus/ pni ot. aspx B ock 1
213.57.52.217 |[lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to 147.237.76. 42/ styl el shared/ reset . css B ock 1
109. 65. 150. 165 I sr ael 147.237. 72. 166 |aka. i df . i | thknown Paraneter _\ EVETATEENCRYPTED i n None |1
waw aka. i df . i |/ mai n/ sachar/ nas. aspx
68. 180. 231. 60 g;gg 147.237.77. 176 |mat pash. i df . i | Paranet er Type M ol ati on PageNumin waw cogat . i df . il/1038-ar/ cogat . aspx Bl ock 1
157. 55. 39. 145 g“;tt:g 147.237.72. 166 |aka. i df . i | Uhknown Paraneter tmin aka.idf.il/main/ gi yus/ None 1
96. 230. 95. 159 g;gg 147.237.77.216|dover. i df . i | Abnormal |y Long Request net hod Bl ock 1
- . Unaut hori zed URL Access to
66.249.65.51 |Israel 147.237.77. 216 |dover.i df . i | vwc i df i 1/ engl i ShY nevs/ | i es. st nhr ></ bl ockauot > B ock 1
77.138.243.23 |France 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to ww aman. i df.il/favicon.ico Bl ock 1
192. 243. 55. 129 g";:g 147.237.77.216|dover.i df . i | Unaut hori zed URL Access to waw idf.il/894-ar B ock 1
Il1egal Byte Gode Character in Mt hod
Lhi ted ; ; i [[#0]1[[#0]][[#0]]BoYAUAN] [ #18] ] "Rodo=cp[ #19] ] [ [#15] ] i [[#27]]1 S A[[#3]]1[[#5
96.230.95.159 [o - 147.237.77. 216 |dover . i df . i | 1TL0#61] TA [ #11]] Wi | " %5 [ #20] 1 TAL. L1 [ [ #5]] B *k» M 23] [ #26] ] (Uialf &: v P B ock 1
[[#20] 1Y, UE0S 408 ¥HR3a. br ¥4 [ #4]] ag{H +} ()
66.249.65.60 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 8847- he/ r ef uah. aspx B ock 1
120.27.37.74 |China 147.237.77. 216 |dover.i df .i | PHP At t enpt B ock 1
198. 20. 69. 74 g";:g 147.237.77.235|sviva.i df . i | Unaut hori zed URL Access to 147.237.77. 235/ robots. t xt B ock 1
NULL Character in Method
Lhi ted ; ; i [[#0]1[[#0]][[#0]]BoYAUAN] [ #18] ] "Rodo=cp[ #19] ] [ [#15] ] i [[#27]]1 S A[[#3]]1[[#5
96.230.95.159 [o - 147.237.77. 216 |dover . i df . i | 1TL0#61] TA [ #11]] Wi | " %5 [ #20] 1 TAL. L1 [ [ #5]] B *k» M 03] [ #26] ] (Uialf &: v P B ock 1
[[#20] 1Y, UE0S 408 ¥HR3a. br ¥4 [ #4]] Qag{H +} ()
66.249. 73. 133 |Israel 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to 147.237.77. 216/ 1133- 19369- he/ i df gdover . aspx |B ock 1
120.27.37.74 |China 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 1
81.4.129.178 |Qyprus 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46. 120. 122. 219 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed Method HEAD for 147.237.76. 42/ 894- hel r ef uah. aspx B ock 1
204. 79. 180. 159 g";ttgg 147.237.72. 166 [aka. i df . i | Lhaut hori zed Method PCST for aka.idf.il/mluinitenpl ates/inner.asp B ock 1
Unknown HTTP Request Met hod
Lhi ted ; ; i [[#O]1[[#0]][[#0]]BoYACAN] [ #18] ] "Koo=cp[#19] ] [ [#15] i [[#27]]1 S A[[#3]][[#5
96.230.95.159 [o o 147.237.77.216|dover.i df . il T100#6]1] TAL[#11] ] M| " 94 [#20] 1 TAL. ZLI[[#5] ] B *k> M >°&[ [ #26] ] GUaUY 6; hvr Pt Bl ock 1
[[#20]]Y, UE0B] 408 %HRe. br g [#4]] QUlag{H}() in URL
66.249.76.79 |Israel 147.237.72. 166 [aka. i df . i | D stributed Unaut horized LRL Access on 147.237. 72. 166/ robot s. t xt B ock
2.53.27.150 | srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: CQpen Mde None
125.77.28.26 |China 147. 237. 76. 147 |chi nuch. aka. i df . i|Uaut hori zed URL Access to 147.237. 76. 147/ B ock 1
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