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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
2.53.11.5 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7
81.218. 15. 194 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 6
2.53. 4. 43 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
194.177.16. 3 | srael 147.237.76. 86 navy.idf.il B ack List drop 3
93. 158. 200. 126 Net her | ands 147.237.76. 198 e.yohal an.i df.il|B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
46.120.122.219 [147.237.0.17 |[Israel mny-kosher-kravi.idf.il [Xenu Link S euth User Agent 24
46.120.122.219 |147.237.77. 170l srael maar achot . i df .i | Xenu Link Seuth Wser Agent 8
46.120.122.219 |147.237. 72. 166 I srael aka.idf.il Xenu Link Seuth User Agent 4
123.31.41. 137 |147.237.0.200 [\ et nam . i df il ET SCAN Potential SSH Scan 2
151. 80. 41. 96 147.237. 77. 216 |France dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
123.31.41.137 |147.237. 77. 227 |M et nam e. hanaz. i df .il ET SCAN Potential SSH Scan 2
123.31.41. 137 |147.237. 72. 166 [\ et nam aka.idf.il ET SCAN Potential SSH Scan 2
163. 172. 169. 150(147. 237. 77. 19 LKJ?i;:gom | awforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
24.105. 159. 242 [147.237.76.202|thited Sates |e halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 67. 239. 218 |147.237. 77. 216 | srael dover.idf.il Xenu Link Seuth User Agent 1
128.199. 138. 35 |147. 237. 77. 216 |S ngapore dover.idf.il ET DRCP Spanmhaus DRCP Listed Traffic | nbound 1
104. 207. 141. 110|147. 237. 72. 156 |Lhited Sates [anan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
123.31.41. 137 |147.237. 77. 226 |\ et nam wan chanat z. aka. i df . il |ET SCAN Potential SSH Scan 1
91.201. 236. 158 |147.237. 76. 177 |krai ne ncore.idf.il ET SCAN NMAP -sS wi ndow 2048 1
123.31.41.137 |147.237.77. 176 |M et nam mat pash. i df . i | ET SCAN Potential SSH Scan 1
66.249. 93.153  |147.237. 77. 170 |Eur ope naar achot . i df . | ET SCAN NVAP -sA (2) 1
123.31.41.137 |147.237. 76. 147 |M et nam chi nuch. aka. i df . i ET SCAN Potential SSH Scan 1
58,219, 40,205 |147. 237 76.34 |cni na yohal an.idf. i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net CGonnecti ons, 1
Potential Scan or Brute Force
58.218. 200. 137 |147.237.0.200 |China . i df il ET SCAN Potential SSH Scan 1
123.31.41.137 |147.237.0.33 |Metnam idf.il ET SCAN Potential SSH Scan 1
123.31.41.137 |147.237.0.15 [MVietnam kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
113 103. 161. 204|147, 237, 76. 177 |chi na core.idf i ET S(‘ﬁN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons, 1
Potential Scan or Brute Force
104. 207. 141. 110|147. 237. 72. 156 |Lhited Sates [anan.idf.il ET SCAN NMVAP -sS wi ndow 3072 1
91. 201. 236. 158 |147.237. 76. 177 |krai ne ncore.idf.il ET SCAN NMVAP -sS wi ndow 4096 1
123.31.41.137 |147.237.77. 179 |M et nam e mazi.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 158 |147.237. 76. 177 |krai ne ncore.idf.il ET SCAN NVAP -f -sS 1
123.31.41.137 |147.237.77.19 |Metnam I awforumidf il ET SCAN Potential SSH Scan 1
66. 249. 64. 10 147.237.77. 233 |Wnited Sates |atal.idf.il ET SCAN NVAP -sA (2) 1
58. 218. 200. 137 [147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
123.31.41.137 |147.237.0.34 |Metnam tikshuv.idf.il ET SCAN Potential SSH Scan 1
54, 144.119. 103 |[147.237.8.50 |lWited Sates [e. tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
123.31.41.137 |147.237.0.17 [Metnam mny-kosher-kravi .idf.il |ET SCAN Potential SSH Scan 1
113. 240. 250. 154|147. 237. 77. 227 |Chi na e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

‘Attacker Country Target Address ‘Ste ‘Signature Acti on ‘Count
78.170. 13. 208 |Turkey 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 68
46.19.85.33  [Israel 147.237.0.34 |tikshuv.icf.i1{Bad TOP sequence SINACC rerransmt With dferent lopnitor |21
46. 19. 85. 33 I srael 147.237.0.34 |tikshuv.idf.il|SYN At ack SYN -> SYN-ACK -> Ti neout alert 21
46. 19. 85. 33 | srael 147.237.0.34 |tikshuv.idf.il|SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 21
46.19.85.33  |Israel 147.237.77. 216 |dover.idf.il [Bad TCP sequence mﬁsggansm wthdifferent onitor |11
46.117. 162. 122 |I srael 147.237.77.233|atal .idf.il  [Bad TCP sequence mdﬁlr::aslrit wWth different moni tor |11
185.112. 188. 74 |Iraq 147.237.77. 227 |e. hamaz. i df . i 1|dr op First packet isn't SYN drop 11
46. 19. 85. 33 I srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 11
155. 254. 239. 33 |Iraq 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 10
46. 19. 85. 33 | srael 147.237.77. 216 |dover.idf.il [SYN Attack SYN -> SYN- ACK -> Ti meout alert 10
5.29.22.197 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |9
87.212.149. 31 [Netherl ands 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 8
80. 246. 137. 235 |l srael 147.237.72. 156 [anan.idf.il |SYN Attack SYN -> SYN-ACK -> RST nonitor |8
176.13.3.71 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
46.19.85. 1 I srael 147.237.76.31 |nakchal .idf.il|[Bad TCP sequence Invalid ACK nunber alert 6
46.19.85.1 | srael 147.237.76.31 |nakchal .idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 84 | srael 147.237.77.234|halag.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
192. 116. 166.6 |l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 6
46. 166. 186. 249 [Net her| ands 147. 237.77. 212 |e. dover. i df .i1|Geo- | ocat i on enf or cenent Sﬁ?;ggiimon I nbound drop 6
66. 102. 8. 155 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 6
46. 19. 85. 84 I srael 147.237.77.233|ata .idf.il |Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 85. 16 I srael 147.237.76.86 |navy.idi.il |Bad TCP sequence Invalid ACK nunber monitor |5
46.19. 85. 84 I srael 147.237.77.234|hal ag.idf.il |Bad TCP sequence Inval i d ACK nunber alert 5
46.19.85.192 |lsrael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 5
46.19.86.211 |[lIsrael 147.237.0.34 |tikshw.idf.il|Bad TCP sequence Invalid ACK nunber monitor |5
68.150.53.25 |canada 147.237.77. 243|mbile.icf. i1 [Bad TOP sequence SN reuransmt Wih different moni tor |5
46. 19. 85. 16 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 5
46.19.85.215 |lIsrael 147.237.77. 176 |mat pash. i df .1 1|SYN At t ack SYN -> SYN-ACK -> RST monitor |4
212.34.23.56  |Jordan 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
217.69. 136. 210 |Russi an Federati on 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
212.34.23.56 |Jordan 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout monitor |4
46. 28. 141. 162 zlcisgiigéa” Territory, 1147 237, 77. 216 |dover.idf. i1 |drop Frst packet isn't SIN drop 4
46. 19. 85. 84 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
79.181.99. 166 |l srael 147.237.72. 156 [anan.idf.il |Bad TCP sequence noni t or 4
46. 19. 85. 84 I srael 147.237.77.233|atal .idf.il |Bad TCP sequence Invalid ACK nunber alert 4
212.34.23.56 |Jordan 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid ACK nunber alert 4
176.13.229. 21 |Israel 147. 237, 77. 243 |t e i1 | SAM NG Engine: TP Invalid finvalid segnent retransmission. |y 3
Ret r ansni ssi on Packet dr opped.
81.4.129.170 |Cyprus 147.237.72. 156 [anan.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout monitor |3
46.19.85.192 [l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 3
66. 102. 8. 156 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 3
212.34.23.56 |Jordan 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d sequence nunier noni t or 3
46. 19. 85. 33 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 3
84.95.208.20 |Israel 147.237. 72, 166 |aka icr.i1 | €AM NG Engine: TCP Invalid invalid segrent retransnissi on drop 3
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 84 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid ACK nunber alert
79.177. 106. 143 |1 srael 147.237.72. 166 |aka.idf . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
46.19.85.215  |Israel 147.237.77. 216 |dover.if .11 [Bad TCP sequence mﬁ(;;jgansmt wthdifferent oitor |3
37.26.148.142 |Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or
81.218.15.194 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 3
46.116.11.39 |Israel 147, 23777, 243 |novi 1 e, 1 o1 [ €AM NG Bngine: TP Invalid Jinvalid segnent retransnissi on. drop 3

Ret ransm ssi on

Packet dropped.
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A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46.116.107. 1 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 92
85. 64.214.241 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 49
79.179.132.189 [Israel 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 12
213. 8. 204. 60 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 9
Lhi ted . . Unaut hori zed Met hod PCST for
90.194.241.101 | ngdom 147.237.72. 166 |aka. i df . i | v aka, i o i |/ mai n/ r abanut / gener al . aspx B ock 4
84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf.il Ml tipl e Unauthorized URL Access from 84. 95, 208. 20 Bl ock
79.181.222. 242 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock
. . D stributed Whaut hori zed Method for Known URL on
77.138.136.13 |France 147.237.72. 166 |aka. i df . i | e aka i df i1/ rai r/ sachar Bl ock 3
46. 19. 85. 154 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock
109. 253. 219. 122/l sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
2.53.54.176 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock
77.138.245.28  |France 147. 237.72. 166 |aka. i df . i | Distributed thauthorized hethod for Known URL on B ock 2
wwy aka. i df . i |/ mai n/ sachar
ww. chamat z. aka. i df i
109. 64. 100. 34 | srael 147.237.77. 226 . Wnaut hori zed LRL Access to B ock 2
il waw, chamat z. aka. i df . i |/t enpl at es/ honepage/ honepage. aspx
77.138.75.67  |France 147. 237.72. 166 |aka. i df . i | thaut hor i zed Method POST for B ock 1
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
66. 249. 64. 60 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1247-he/ atal . aspx  |B ock 1
www. chamat z. aka. i df i o )
66. 249. 66. 103 | srael 147.237.77. 226 i Unaut hori zed URL Access to waw chanat z. aka. i df . i1/ nobil e/ B ock 1
. . D stributed Uhauthori zed URL Access on
46.117.162. 122 |Israel 147.237.77.233|atal .idf.il 147. 237.77. 233/ 1134- hel at al . aspx B ock 1
89.139. 162. 119 |Israel 147. 237.72. 166 |aka. i df . i | Wnaut hori zed Method QPTIONS for . B ock 1
wwv aka. i df . i |/ mai n/ gi yus/ aut henti cati onservi ce. asnx/ get aut huser
. . D stributed Whaut hori zed Method for Known URL on
77.138.128.52 |France 147.237.72. 166 |aka. i df . i | v aka. i df . i 1/ i v hore/ def aul t . aspx B ock 1
. . - Uhaut hori zed URL Access to
66. 249. 65. 10 | srael 147.237.77.243|nobi l e. i df . i | nobi | e, i o i 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1766 B ock 1
m ny- kosher -kravi . i d
125.77. 28. 26 Chi na 147.237.0. 17 f irle Unaut hori zed URL Access to 147.237.0.17/ B ock 1
38.104.99.190 |[lhited Sates |147.237.72.166|aka. i df.il Distributed thauthori zed Mthod for Known LRL on Bl ock 1
vy aka. i df . i |/ nai n/ hone/ def aul t. aspx
81. 4.129. 170 Qyprus 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
. . . Unaut hori zed URL Access to
66.249. 69. 149 Israel 147.237.76.200 (ei tan. aka. i df . i | v ei tan. aka, i df i 1/ 1093- 7963- he/ [Ny AT, aspx B ock 1
. . Mul tipl e Whaut horized Method for Known URL from
46.120.122. 219 |Israel 147.237.72. 166 |aka. i df . i | 46. 120. 122. 219 Bl ock 1
. . Ml ti pl e Uhaut hori zed Method for Known URL from
89. 237. 100. 245 |France 147.237.72. 166 |aka. i df . i | 89. 237. 100. 245 B ock 1
. . Unaut hori zed URL Access to
66. 249. 65. 58 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p._storagel fi | es/ 7/ 2977. | pg Bl ock 1
81.4.129.178 Qyprus 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
68.180.231.57 |lhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww i df.il/navy/ htm/tool fs. asp B ock
46.120.122.219 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for aka.idf.il/rights/ B ock 1
. . Unaut hori zed URL Access to
66. 249. 65. 59 | srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel {1 | es/ 7/ 2827, | pg B ock 1
213. 8. 204. 60 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ atal . aspx |B ock 1
46.19. 85. 163 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: C(pen Mode None 1
77.138.53.204  |France 147.237.72. 166 |aka. i df . i | Distributed Lhauthori zed Mthod for Known LRL on B ock 1
vy aka. i df . i |/ nai n/ hone/ def aul t. aspx
66. 249. 64.9 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
66.249.65.60 | srael 147.237.76.42 |refuah.idf.il thaut hori zed LRL Access to Bl ock 1

147.237.76. 42/ si p_storage/ fil es/ 2/ 3272. ] pg
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