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09-30-2016-17:04:09 to 09-30-2016-18:04:09

|Top Attackers | n DDoS- Def ence |

|Attacker Country

Attacker Address |Target Address  |Site |Signature |Device Action  |Count |
180. 104. 45. 221 Chi na 147.237. 76. 86 navy.idf.il B ack List drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
71.6.216. 49 Lhited Sates 147.237. 76. 202 e halag.idf.il B ack List drop 1
220.191.57. 124 Chi na 147.237.76. 86 navy.idf.il B ack Li st drop 1
71.6.216. 44 Lhited Sates 147.237.76. 197 e hinush.idf.il B ack Li st drop 1




09-30-2016-17:04:09 to 09-30-2016-18:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site |Sgnature Devi ce Action |C0unt |
92.222.94.119 France 147.237.76.200 |eitan.aka.idf.il |CL000074: HTTP. majestic bot Per mit 28
92.222.94.119 France 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per nit 25
92.222.94.119 France 147.237.72.166 |aka.idf.il C1000074: HTTP. maj estic bot Per it 8
92.222.94. 119 France 147.237.76.86  [navy.idf.il C1000074: HTTP: naj estic bot Pernit 7
92.222.94.119 France 147.237.77. 74 lawidf.il C1000074: HTTP. naj estic bot Per nit 5
106. 38. 241. 106 Chi na 147.237.77.170 |maarachot.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der Per it 4
220.181.125.23  |[China 147.237.77.233 |atal .idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der Per nit 4
74.208.230.195 [lnited Sates 147.237.77. 74 lawidf.il 5670. HTTP. SQ Injection (SELECT) B ock 3
106. 38. 241. 106 Chi na 147.237.76.200 |eitan.aka.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der Per it 2
106. 38.241.106  |Chi na 147.237.77. 74 lawidf.il Cl000071: HTTP. User Agent Sogou+web+spi der Per nit 2
106. 38.241.106  |China 147.237.77.233 |atal .idf.il CL000071: HTTP: User Agent Sogou+web+spi der Per mit 2




09-30-2016-17:04:09 to 09-30-2016-18:04:09

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

74.208.230. 195 |147.237.77.74 |lhited Sates lawidf.il A Injection - Select From 8
79.177.125.76  |147.237.72. 166 |l srael aka.idf.il Xenu Link Seuth User Agent 3
121. 103. 242. 121|147. 237. 72. 156 [Japan aman. i df .l ET SCAN Potential SSH Scan 2
115. 237.73. 191 |147.237.72.14 |China dover.idf.il (ol d) ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
91.224.161.69 |[147.237.0.34 |[Netherlands tikshuv.idf.il ET SCAN Potential SSH Scan 1
207.179.59.33 |147.237.8.14 |lhited Sates e.orchot.idf.il ET SCAN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
66. 249. 75. 12 147.237.76.42 |Wited Sates  [refuah.idf.il ET SCAN NVAP -sA (2) 1
163.172. 11. 244 |147.237.77. 235 |Uni ted Ki ngdom |sviva.idf.il ET SCAN NVAP -sS w ndow 2048 1
58.220.2.5 147. 237. 72. 167 [Chi na ishurimaka.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
163.172. 11. 244 |147.237.0.34 |United Ki ngdom |tikshuv.idf.il ET SCAN NMAP -sS wi ndow 3072 1
46.120.122.219 |147.237. 72. 166 I srael aka.idf.il Xenu Link Seuth User Agent 1
163. 172. 11. 244 |147.237.0.34 |United Ki ngdom |tikshuv.idf.il ET SCAN NVAP -f -sS 1
97 12 211 101 |147. 237 0. 15 |chi na kosher_kravi'idf.”El' SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
121. 103. 242. 121|147. 237. 72. 167 [Japan ishurimaka.idf.il |ET SCAN Potential SSH Scan 1
121.103. 242. 121|147. 237. 72. 14 |Japan dover.idf.il(od) |ET SCAN Potential SSH Scan 1
91.224.161.69 |[147.237.76.31 [Netherlands nakchal . i df i | ET SCAN Potential SSH Scan 1
79.182.127. 157 |147.237.76.86 |[lsrael navy. i df.il ET D5 Large anount of TGP ZeroWndow - Possible N ller2 CDos 1
attack
163.172. 11. 244 |147.237.77. 235 |Uni ted Ki ngdom |sviva.idf.il ET SCAN NMAP -sS wi ndow 3072 1
62.210. 189. 248 [147.237.8.14 |Fance e.orchot.idf.il ET SCAN Potential SSH Scan 1
163. 172. 11. 244 |147.237.77. 235 |Uni ted Ki ngdom |sviva.idf.il ET SCAN NVAP -f -sS 1
46.161.40.17  |147.237.0.34 ?ég;;m tikshuv. i df.il ET SCAN NVAP -sS wi ndow 1024 1
163.172. 11. 244 |147.237.0.34 |United Ki ngdom |tikshuv.idf.il ET SCAN NVAP -sS w ndow 2048 1
40.121.139.43 |147.237.8.28 |Wnited Sates e.mobi | e-ks.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
121. 103. 242. 121|147. 237. 72. 217 [Japan eidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

85.64.134.161 |Israel 147. 237. 76. 200 [ei tan. aka. i df .i Ret  ansmi ssi on Packet dr opped. drop 46
223.24.33.159  |Thai |l and 147,237, 77. 243 |mobi e i 11 | S NG Engine: TCP Invalid  finvalid segnent retransnissi on. drop 30
Ret ransni ssi on Packet dr opped.
79.181. 99. 166 | srael 147.237.72. 156 |anan.i df . il dr op Frst packet isn't SN drop 19
79.181.99. 166 |lsrael 147.237. 72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 18
213.57.197.188 [lIsrael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence noni t or 9
213.57.197.188 |Israel 147. 237. 72. 166 |aka.i of .il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 8
176.13.229.21 |[Israel 147.237.77. 243 |nobi l e.i df . il drop First packet isn't SN drop 8
213.57.197. 188 |[Israel 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 8
5.29. 20. 184 I srael 147. 237. 72. 166 |aka.i of .il drop First packet isn't SIN drop 7
46.19. 85. 84 I srael 147.237.77. 176 |natpash.idf.il  [Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 93 I 'srael 147.237. 77. 216 [dover. i df il Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 93 I sr ael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
46. 19. 85. 95 | srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
2.55.19. 168 I'srael 147.237.77. 243 |vi e i1 | €AM NG Engine: TCP Invalid  finvalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.
79.181.97.123 |[Israel 147.237.76.86 |[navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
176.13.227.45 |lsrael 147.237.72. 167 |i shuri maka.i df . i [dr op First packet isn't SYN drop
79.181.99.166 | srael 147. 237. 72. 156 |anan.i df .i | Bad TCP sequence mﬁsg reansmt wehdtterent | onitor |5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
46. 19. 86. 102 I srael 147.237. 72. 166 |aka.i df .il SYN At t ack SYN -> SYN-ACK -> RST noni t or 5
109. 253. 209. 50 |l srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 5
46.19. 85. 84 I srael 147.237.77. 176 |natpash.idf.i|  [Bad TCP sequence I'nval i d ACK nunber aert 4
46. 19. 85. 93 I 'srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
84.108.248.21 | srael 147.237.77. 243 |rvi e i1 | €AM NG Engine: TCP Invalid  finvalid segnent retransnissi on drop 4
Ret ransm ssi on Packet dropped.
46.19.85. 1 | srael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
176.13.225. 111 |l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop
213.57.197. 188 |Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence mﬁsﬁlfﬂsm wehdifferent | onitor |4
46. 19. 85. 84 I srael 147.237.77. 176 |natpash.idf.il  [SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
185.89.217. 229 |Netherliands  [147. 237. 76. 200 |ei tan akaicr. i1 [ SAM NG Engine: TCP Invalid  invalid segnent retransnissi on. drop 4
Ret ransm ssi on Packet dropped.
46.19.85.1 I'srael 147, 237.72. 166 |aka. i of .| Bad TCP sequence v?':dr;tvrsa:;"lt Wth different monitor |4
213.57.197.188 |Israel 147. 237.72. 166 [aka. i df .i Bad TCP sequence I'nval i d ACK nunber alert 4
5.29. 20. 184 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or 4
46.133. 111. 232 |krai ne 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
46. 19. 85. 93 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d AGK nunber aert 4
213.57.197.188 |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4
5. 29. 20. 184 I 'srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 3
79.176.75.32  |israel 147.237.77. 243 |rvi e i1 | €AM NG Engine: TCP Invalid  invalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dropped.
5.29.20.184 | srael 147.237.72. 166 |aka.idf . il SYN At t ack SYN -> SYN- ACK -> Ti meout noni t or
46. 19. 85. 192 | srael 147.237. 77. 176 |nat pash. i df .i | Bad TCP sequence Inval id ACK nunber noni t or
217.132.101. 40 |Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence mﬁsﬁlfﬂsm wehdifferent | onitor |3
85. 64. 92. 24 I srael 147.237. 72. 166 |aka.i df .il SYN At t ack SYN -> SYN-ACK -> RST noni t or
46. 19. 85. 102 I sr ael 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or
46.133. 111. 232 |krai ne 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
84.108. 85. 8 I'srael 147.237.77. 243 |vi e i1 | €AM NG Engine: TCP Invalid  finvalid segnent retransmissi on drop 2
Ret r ansni ssi on Packet dropped.
185.3.147.233 |Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence I'nval i d ACK nunber noni t or 2
109. 253.199. 71 |l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 2
93.169. 182. 218 |Saudi Arabia 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
176.13.19.160 |Israel 147.237.72. 166 |aka.i df .i drop First packet isn't SN drop 2
5.29. 20. 184 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber alert 2
80. 246. 139. 193 [l srael 147.237. 72. 166 |aka.i df .il SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
109. 253. 128. 218|I srael 147.237.72. 166 |aka.i df .i SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.53.14.116 I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 102
37.142.233.86 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 28
109. 253. 209. 65 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 5
79.178.1.179 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for ww aka. i df.i |/ nai n/ gi yus/ gener al . aspx Bl ock 4
192.243.55. 136 [lLhited Sates [147.237.72. 166 |aka. i df .i | Mil ti pl e Unaut hori zed URL Access from 192. 243, 55. 136 B ock 4
80. 246. 136. 241 [Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
80.252.37.124 |Austria 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for aka.idf.il/mai n/sachar Bl ock 3
77.139.13.144  |France 147.237.72. 166 |aka. i df . i | m;;(g“f sfd . ierr‘:;ihr?/réizfgsl'\ﬁ:;:h;glrwfno%‘“&L:;)Xon Bl ock 3
77.138.119. 144 |France 147.237.72. 166 |aka. i df . i | m“;:gl' gﬁdi Il\;ertn:]io:/ gﬁ /fy(;rhash2017/ | obby. aspx Bl ock 2
46. 19. 86. 237 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
82. 81. 40. 246 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
216. 244.66.236 |Wited Sates [147.237.0.34 |[ti kshuv.idf.il Mil tipl e Unaut hori zed URL Access from 216. 244. 66. 236 Bl ock 2
31.154.81.11 I srael 147.237.76.42 |refuah.idf.il PHP At t enpt B ock 2
176.13.230.51 |Israel 147.237.77. 176 |nat pash. i df . il |Dstributed Unauthorized UR. Access on ww cogat. idf.il/894-ar B ock 2
77.127.241.20 |lsrael 147.237.72. 156 |aman. i df . i | Mitiple Illegal Byte Gode Character in Method from77.127. 241. 20 Bl ock 2
31.154.81.11 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to waww refua. atal.idf.il/xnrpc. php B ock 2
176.13.230.51 |lIsrael 147.237.77.216|dover . i df . i Unaut hori zed URL Access to waw idf.il/894-ar B ock 2
208. 51. 63. 37 Lhited Sates [147.237.77.216|dover.idf .il PHP Attenpt Bl ock 2
77.127.241.20 |israel 147.237. 72. 156 |aman. i df . i | %gtﬁ&%ﬁfgﬁﬁ'&%ﬁfgﬂﬂi&8&7&)2; 241.20 (Protocol violation 1y, 2
77.127.241.20 |[israel 147.237.72. 156 [aman. i df . i | Ml tiple Abnormal |y Long Request from 77.127.241. 20 B ock 2
5.29.1r7.217 | sr ael 147.237.72. 166 aka. i df . i | \;T;\Iwaﬁ:ri (Ij:?aldl /Chrrla)ll n\llllg;:i‘I ;ltjlsf?n ylur:ll N yunpr ocessquest i onnai r e. aspx None !
180. 76. 15. 147  |Chi na 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 9023- he/ ref uah. aspx  |B ock 1
105. 105. 187. 192|A geria 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to waw idf.il/ar/' Bl ock 1
77.127.241.20 |Israel 147.237.72. 156 |aman. i df . i | Mil ti pl e Mal formed HTTP Header Line from 77.127.241. 20 B ock 1
79.181.99.166 |[Israel 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
66.249.79.169 [Israel 147.237.77.233|atal .i df .il Unaut hori zed URL Access to 147.237.77. 233/ 1486- he/ at al . aspx B ock 1
217.132.125.22 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in LR from217.132. 125, 22 B ock 1
192. 243.55.136 |Uhited Sates |147.237.77.74 |l awidf.il m“f st”l zfe‘_ji %g%‘zﬁ);zm_ aSpXIpagenUTE2 Bl ock 1
77.139.37.100 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for ww aka. i df.il/main/snalindsnmalimaspx  |B ock 1
176.13.12. 11 I srael 147.237.77. 176 |nat pash. i df . i|  |Unauthorized URL Access to wmw cogat.idf.il/894-ar B ock 1
77.127.241.20 |Israel 147.237.72. 156 |aman. i df . i | NULL Character in Method B ock 1
77.127.241.20 |Israel 147.237.72. 156 |aman. i df . i | Mitiple Illegal Byte Code Character in Header Narme from77.127.241.20 |B ock 1
79.177.125.76  |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka. i df . il/ patzar B ock 1
66. 249. 65. 51 I srael 147.237.77. 216 |dover. i df .l Lhaut hori zed URL Access to v idf.il/atal 1/izkor/ vi ew i ng. asp B ock 1
77.138.121. 222 |France 147.237.72. 156 [aman. i df . i | D stributed Waut horized URL Access on vwwy anman. i df . il /favi con.ico B ock 1
192.243.55.130 |Uhited Sates [147.237.72.166|aka.idf .il Ml ti pl e Unaut horized URL Access from 192. 243, 55. 130 B ock 1
77.127.241.20 |[israel 147.237.72. 156 [aman. i df . i | Mil tiple Malformed URL from 77.127. 241. 20 B ock 1
66.249.79.172 |lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1232- he/ at al . aspx B ock 1
220.181.125.23 [China 147.237.77.233|atal .idf .il Ml tipl e Unaut horized URL Access from 220.181. 125, 23 B ock 1
66.102. 9.5 Wited Sates |147.237. 72. 166 |aka. i df . i | Dstr buted tau ot zed d'\e"fata:??.;(s)[r)xmom UL on Bl ock 1
199.212.86. 112 |Lhited Sates |147.237.72. 166 [aka. i df . i \?Wilt;:(:“f defd. iﬂa#;ihnerdoﬁ? dﬁ;ﬁff;’;}(mo‘m UL on Bl ock 1
77.139. 88. 53 France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for wwwu aka. i df.il/mai n/ giyus/ pniot. aspx B ock 1
77.127.241.20 |israel 147. 237. 72. 156 |aman. i df . i | fss_sti tégflﬁa_blkspﬁngiﬁli gZ;DETiﬁicgkﬂgE; on None 1
84.108.248.21 |[Israel 147.237.77.243|nobi l e.idf . i | O stributed Suspicious Response Code B ock 1
66. 249. 65. 58 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 8859- he/ ref uah. aspx  |Bl ock 1
216.244.66.236 |[Wited Sates |147.237.0.34 |tikshuv.idf.il |Uauthorized URL Access to tikshuv.idf.il/sitelunsel ecathl e. aspx B ock 1
77.138.204.196 |France 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 77.138. 204. 196 B ock 1
192.243.55.130 |[Uhited Sates |147.237.72.166|aka. i df.il Uhaut hori zed URL Access to v aka. i df.il/giyus/kadat z Bl ock 1
141. 226.218.85 |Israel 147.237. 72. 166 |aka. i df . i | m”;k‘f:iz?ﬁr;e;;;/;x]mﬁgmm tn None 1
77.127.241.20 |[israel 147.237.72. 156 [aman. i df . i | Mil tiple NLLL Character in Method from 77.127. 241. 20 B ock 1
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