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09-30-2016-16:04:08 to 09-30-2016-17:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site

Signature

Device Action |Count|

66. 249. 93. 85 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5
2.53.164. 42 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
71.6.216. 43 Lhited Sates 147.237. 76. 196 e.sviva.idf.il |Back List drop 1
123.249.0. 134 Chi na 147.237.76. 30 hinush.idf.il |JLM Under Attack Con_Tcp drop 1
185.94.111.1 Russi an Federation 147.237.76. 200 eitan. aka.idf.il|B ack List drop 1
217. 146. 166. 26 Sntzerl and 147.237.8. 24 e lifestyle.idf.|L4 Source or Dest Port Zero drop 1




09-30-2016-16:04:08 to 09-30-2016-17:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature Devi ce Action |Oount |
92.222.94.119 France 147.237.76.200 |eitan. aka.idf.il [C1000074: HTTP. najestic bot Per mit 18
50. 63. 197. 140 Lhited Sates 147.237.77.74 lawidf.il 5670. HTTP. SQ Injection (SELECT) Bl ock 6
23.91.70. 46 Lhited Sates 147.237.77.233 |atal .idf.il 3808: HITP. SQ Injection Variable Declaration Evasion B ock 6
23.91.70. 46 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
23.91.70. 46 Lhited Sates 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variabl e Declaration Bvasion B ock 6
108. 59. 8. 80 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HTTP. maj estic bot Per nirt 1
177.12.161. 72 Brazil 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 1




09-30-2016-16:04:08 to 09-30-2016-17:04:08

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
79. 181. 100. 200 147.237.72. 166 I srael aka idf.il ET SCAN NVAP -sA (2) 22
23.91. 70. 46 147.237.77. 233 Lhited Sates atal .idf.il SQ Injection - Select Fom 20
46.120. 122. 219 147.237. 72. 166 I srael aka.idf.il Xenu Link S euth User Agent 12
50. 63. 197. 140 147.237.77. 74 Lhited Sates lawidf.il SQ Injection - Select From 8
63.221. 141. 195 147.237.76. 38 Lhited Sates e.eneitav.idf.il ET SCAN Potential SSH Scan 1
146. 200. 148. 0 147.237.77. 74 Uni ted Ki ngdom lawidf.il Tehila - Perl LWP wth fake user agent 1
115. 239. 251. 250 147. 237. 76. 148 Chi na gqcent er. aka. i df .i | ET SCAN Potential SSH Scan 1
115. 239. 251. 250 147.237. 0. 200 Chi na rdu, i dff i | ET SCAN Potential SSH Scan 1
109. 187. 129. 107 147.237.0. 19 Russi an Federati on madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
87. 69. 175. 20 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
66. 249. 93. 85 147.237.77. 216 Eur ope dover.idf.il ET SCAN NVAP -sA (2) 1
58. 218. 200. 137 147.237.76. 31 Chi na nakchal . i df.il ET SCAN Potential SSH Scan 1
46. 161. 40. 17 147. 237. 76. 38 Russi an Federation eenetav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 129. 160. 229 147. 237.76. 177 Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
40.121. 139. 43 147. 237. 8. 50 Lhited Sates e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
115. 239. 251. 250 147. 237. 76. 199 Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
115. 239. 251. 250 147. 237.76. 147 Chi na chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
115. 239. 251. 250 147.237.0. 15 Chi na kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
89. 138. 119. 146 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1




09-30-2016-16:04:08 to 09-30-2016-17:04:08

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address ‘Ste ‘Slgnature
79.177. 244. 98 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 30
46.19. 85. 219 I srael 147.237.76.31 |nakchal.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 22
107. 167. 109. 203|Lhited Sates [147.237.77.216|dover.idf.il |SYN At ack SYN -> SYN-ACK -> RST noni t or 19
46. 19. 85. 219 | srael 147.237.76.31 |nakchal .idf.il |Bad TCP sequence Invalid ACK nunber alert 17
109. 253. 222. 108|I srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 14
Sreanming BEngine: TCP Invalid i i ssi
77.139.6.153  |France 147.237.77. 243 |nobile. i of .| 9 =g Invalid segent retransmssion. drop 10
Ret ransm ssi on Packet dropped.
79.181.99.166 |l srael 147.237.72.156 |anan.idf.il  |SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 10
77.138.47. 64 France 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 8
79.176.106.18 | srael 147.237.77. 234 |nal ag.if .11 |Bad TCP sequence igge”ansm't with different wndowl oitor |6
46.116.57.129 [l srael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SN drop
46. 19. 86. 133 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
reamn ine; TCP Invali i i ssi
79.180. 210. 188 |Israel 147, 237. 77, 243 |mbi e i or 1 | €M NG Engine: TCP Inval i d nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
79.181.99.166 |lIsrael 147. 237.72. 156 |anan. i df .i | Bad TCP sequence noni t or 6
46. 19. 86. 248 I srael 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 6
46.19. 86. 111 I srael 147.237.76.86 |navy.idf.il |[Bad TCP sequence Inval id AGK nunber noni t or 5
79.181.99.166 |lsrael 147.237.72. 156 |anan.idf . il dr op First packet isn't SYN drop 5
176.13.1.23 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 5
176. 13. 6. 153 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 5
176. 13.15.185 |Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 4
46. 19. 86. 130 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 4
85. 130. 234. 154 |l srael 147.237.72.156 |anan.idf.il  |SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 4
46. 19. 86. 130 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 4
i Sreaning Engine: TGP Invalid i i ssi
88.202. 218. 240 | ted 147.237.77. 243 |nobi | e. i of .| 9 =g I nvalid segnent retransmssi on. drop 4
Ki ngdom Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
157.55.2.161  |Wited Sates |147.237.76. 200 |ei tan. aka i of . 9 =g nval i d segnent retransmssi on. drop 4
Ret ransm ssi on Packet dropped.
109. 253. 207. 137 sr ael 147.237.77. 234 |nal ag.if .11 |Bad TCP sequence igge”ansm't with different wndow, o, 3
46. 19. 86. 248 | srael 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> RST noni t or 3
109. 253. 207. 137| srael 147.237.77. 234 |hal ag.iof.il  |Bad TOP sequence ig;e”a”s”"t with different wndow) oo |3
. . SYNFAXK retransmit with different .
46. 19. 86. 159 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence wi ndow scal e noni t or 3
79.181.99.166 |l srael 147.237.72.156 |anan.idf.il  |Bad TCP sequence I'nval i d ACK nunber alert
109. 253. 209. 50 |l srael 147.237.72. 166 |aka.i df .il SYN Attack noni t or
79.181.99.166 |Israel 147.237.72. 156 |anan.idf.il  |Bad TCP sequence Invalid AGK nunber noni t or
109. 253.199. 89 |Israel 147.237.77. 216 |dover.idf.il |Bad TOP sequence SIWAK retransmt wth different oo |3
w ndow scal e
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 3
Sreaming Engine: TGP Invalid i i sSi
157.55.39. 108 |Wnited Sates |147.237.77. 243 |nobile.idf.il 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 208 | srael 147.237.72. 156 |anan.idf il SYN Attack SYN -> SYN-ACK -> RST noni t or
79.176. 76. 106 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber noni t or
Sreanming BEngine: TCP Invalid i i ssi
77.125.100. 221 |Israel 147.237.77. 243 |nobile. i of . 9 =g Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
46.19. 85. 116 I srael 147.237.77. 176 |matpash.idf .il [Bad TCP sequence Inval i d ACK nunber noni t or
109. 253. 209. 50 |l srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
46. 19. 86. 141 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or
. . SYNtAK retransmit with different .
109. 253. 209. 50 |l srael 147.237.72. 166 |aka.idf .il Bad TCP sequence vi ndow scal e noni t or 2
109. 64. 25. 65 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid sequence nunber noni t or 2
141. 226. 218. 116/l srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Invalid ACK nunber noni t or 2
213.8.204.51 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber noni t or 2
79.182.141.61 |Israel 147. 237. 72. 166 |aka. i of .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
84.110.55.129 |Israel 147.237.72. 166 |aka.i df .il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
Sreamng Engine: TCP Invalid i i ssi
199.30.24.127 |Wited Sates |147.237.76. 200 |ei tan. aka i of . 9 =g nval i d segnent retransmssi on. drop 2
Ret ransm ssi on Packet dropped.
2.55.168. 114 I srael 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> RST noni t or
138.68.73.252 |lnited Sates [147.237.72.166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
109. 253. 209. 50 |l srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46.120.122. 219 |[Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 46. 120. 122. 219 B ock 10
77.125.12.52 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bock |9
5.29. 61. 187 I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Qode B ock 8
46. 19. 86. 55 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bl ock 6
77.125.100. 221 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bock |3
130. 125. 70. 159 |Saitzerland |[147.237. 77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df.il/english/main. htm B ock 3
88. 202. 218. 240 LKJ?'r:gegom 147.237.0.19 |nadimatal .idf.il |Distributed Suspicious Response Code Bock |3
192. 243.55. 129 ;h;:ee: 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. idf.il/giyus/kadat z Bl ock 2
66.249. 64.183 |l srael 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ng. asp B ock 2
79.177.134. 115 |[Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Code Character in LR from79.177. 134. 115 Bock |2
2.53.132. 130 I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Qode B ock 2
93.34.240.227 |itay 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for ww aka. i df . i1/ mai n/ kapat z/ Bl ock 2
192. 243.55. 135 ;“;tteeg 147.237.72. 166 |aka. i df . i | Mil ti pl e Wnaut hori zed URL Access from 192. 243. 55. 135 Bl ock 2
185. 120. 124. 46 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
79.181.5. 123 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock
46.19. 85. 213 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None
183.89.25.207 |Thailand  |147.237.72. 166 |aka. i df .i| Distributed thauthorized hethod for Known URL on Bock |2
ww aka. i df . i |/ nai n/ sachar
77.138.5.34 France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod POST for waw aka. i df.il/mil uin Bl ock 1
Illegal Byte (ode Character in Header Nane
. . 1 <[[#15] ] ygel [ #25] ] <oUz[ [#12] ] nBGA4 [ #23] ]« 141 S4[#18] ] I ¥ O "[[#30]] -
77.127.241.20 [Israel 147.237.72. 156 [anan. i df . i | O [[#29]11 hxf. Ae RG 29] - § B ock 1
[[#22]] ZFanvt s ™[ [ #3] ] 0&* q° thARe 8Eqé[ [#22] 1} V2 " AGa-0' "8
. . D stributed Unaut hori zed LRL Access on
109. 253. 207. 137/l srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Block |1
77.127.241.20 |lIsrael 147.237.72. 156 [anan. i df . i | Mal f or med HTTP Header Line 7 B ock 1
183.89.37.234 |Thai l and 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod PCST for wwv aka. i df .il/mai n/ sachar Bl ock 1
Lhi ted . . . Unaut hori zed URL Access to
88.202.218.240 |\ "\ o [147-237.77. 243 mobi | e. i df . i | mobi | e. i df i 1/ cat egor yt enpl at es/ | i st chi | ddocunent s/ 1152 Block (1
. ] D stributed Whaut horized Met hod for Known URL on
77.138.19.115 |France 147.237.72. 166 |aka. i df . i | wanaka i o i1/ i sachar Bl ock 1
77.127.241.20 |[israel 147.237.72. 156 [anan. i df . i | Illegal Byte Qde Character in Header Val ue B ock 1
192. 243. 55. 129 g;g: 147.237.77. 216 |dover.idf .il Unhaut hori zed URL Access to wwvidf.il/international _training B ock 1
66.249.64.185 [Israel 147.237.77. 216 |dover.idf . il Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 185 B ock 1
nobi | e. nei tav.idf.i
125. 77. 28. 26 Chi na 147. 237.76. 39 | Unaut hor i zed Met hod HEAD for 147.237.76. 39/ B ock 1
79.178.194. 157 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Request Content Type text/ping Bock |1
77.127.241.20 |lIsrael 147.237.72. 156 |aman. i df . i | Mal forned URL O[ [#8]] 18] j @-yYerPuw~fv8 B ock 1
185. 27. 106. 6 | srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to waww aka. i df .il/nmai n/ gyus Bl ock 1
. . Unaut hori zed URL Access to
46.120.122.219 Israel 147.237.72. 166 [aka. i df . i aka.idf.il/cgi-bin/shitur/bookpagel00598/it urfi ndpageexact . pl B ock !
77.139.32.242  |France 147.237.72. 166 |aka. i df . i | Distributed tnauthorized Nethod for Known URL on Bock |1
waw aka. i df . i |/ mai n/ hone/ def aul t. aspx
Illegal Byte Gode Character in Mt hod
. . 7HeAgQ PE+E’ Ng- 4cr 8{[[#25]] & [ +j —=&éA, #012’ 64[ [ #3] ] *n=4a3 O0BA[ 67
77.127.241.20  |israel 147.237.72. 156 |aman. i df . i | Age E ESRA[ [ #25] ] Cpb: [ [ #2]] ToNE}\ ciio- &(« E2[ [ #19] ] | [ [ #30]] i - etavg |2 oK |1
e
66.249.64.185 |lsrael 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to v i df.il/english/news/jeninkilled stn B ock 1
79.180. 210. 188 [lIsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
NLLL Character in Header Nane at
[[#31]].[[#25]1[[#15]]8! %[ [#18]] POH?&Z, &6>evY -+ b
2' [[#14]] §[[#23] | N [#22] ] [ [#25] ] Q[ [#6]] [ [#15]] Qe[ [#25] ] »bQel T[[#8] ] 7u
»<2KRANASA[ [ #15] ] UALAES - JE- Pl Yo EAr E4e * -
77.127.241.20 |lIsrael 147.237.72. 156 |anan. i df . i | 2§ _7x° <[ [ #0] ] ¢<é> »[ [ #3] ] 200j b" 9% 2a« [ [ #1] ] HOUS?[ [ #15] ] abi a8/ Z U, {i Y7Z |B ock 1
222 _Y[[#5]] @u¥e bbh—"21 4j 11 - MD oSz $i [ [ #18] ] pui_8é#011r ¥ 8x” 781 U
o[ [#3]1[[#21]], Ecd3nFSol " d” ?, SWp@) [ [ #15] ] - Y20d&e As o [ [ #31] ] © Dy
U196 U [[#4]] I &[[#27]] Qe[ [#22] ] ¢i 7TUCKE; <nG Y4 [ #29] ] [ [ #26] ] ¥A [ #18]
1!, B[[#2]]1 BEO af00 ™/ "eYN:-694v" aov zCG¥x[ [#11]]" [
77.127.241.20 |lsrael 147.237.72. 156 |anan. i df . i | Aonormal |y Long Header Line request header nane Bl ock 1
46.120.165.24 |l srael 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wwidf.il/watch Bl ock 1
93.172.155.126 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
77.139.138. 198 |France 147.237.72. 156 [anan. i df . i | D stributed Unaut hori zed LRL Access on ww anan. i df .il/favicon.ico B ock 1
77.127.241.20 |Israel 147.237.72. 156 |anan. i df . i | Illegal Byte Qode Character in URL O[[#8]]T¥] ] @-yYerPw~f18 Bock |1
. . Uhknown Par anet er ctl 00$ct | 00$cphMai n$cphSachar $ct | 55 in
213. 8. 204. 45 | srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i |/ nai y sachar / pays! i ps. aspx None 1
. . Unaut hori zed URL Access to
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ si p_ st or agel 1| es/ 9/ 69849, plf Bl ock 1
. . D stributed Unaut hori zed LRL Access on
178.32.153. 219 |France 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ gi yus/ f or urd asp/ Bock |1
Unknown HTTP Request Met hod
. . 7HeAgQ PE+£’ Ng- 4cr 8{ [ [#25]] ad [ +j —=&€A, #012’ 64[ [ #3] ] *n=4a3 O0BA[ 61
77.127.241.20 |[Israel 147.237.72. 156 [aman. i df . i | Ag+ E ESRA[ [ #25]] Cob: [ [ #2] ] 1o} \ giio- o(+ E2 [ [ #19]]1 ¢[ [ #30] ] i . et 3wg |2 0K [1
i A
192. 243. 55. 129 g;g: 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized URL Access from 192. 243, 55. 129 B ock 1
77.127.241.20 [israel 147.237.72. 156 [anan. i df . i | Abnormal |y Long Request met hod B ock 1
66. 102. 6. 25 g‘;tt:: 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for www aka. i df . i/ mai n/ horme/ def aul t. aspx Bock |1
109. 67.51. 253 |lIsrael 147.237.77. 176 |mat pash. i df . i | DO stributed Suspicious Response Code Bock |1
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