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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
79.181. 233. 103 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2

78.129.161. 50 Uni ted Ki ngdom 147.237. 76. 147 chinuch. aka.idf.il |JLM Under Attack Con Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count |
173. 201. 216. 68 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
184. 168. 27. 116 Lhited Sates 147.237.77. 74 lawidf.il 5670. HTTP. SQ Injection (SELECT) B ock 6
106. 38. 241. 106 Chi na 147.237.77.176 |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Per it 6
177.12.161. 72 Brazil 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 3
83.149. 126. 98 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per nit 2
83. 149. 126. 98 Ger nany 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot Per it 1
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der Per nit 1
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|Top Attackers In |D|

At acker .
Attacker Address |Target Address ount ry Signature
177.12.161.72 |147.237.77.233|Brazil atal.idf.il SQ Injection - Select From 14
184.168.27.116 |147.237.77.74 |Lhited Sates |lawidf.il SQ Injection - Select From 8
173.201. 216. 68 [147.237.77.233|Wited Sates |atal.idf.il S Injection - Select From 8
46.120.122.219 |147.237.72. 166 I srael akaidf.il Xenu Link Seuth User Agent 3
62.210. 97. 79 147.237. 77. 216 |France dover.idf.il ET WEB _SERVER Fake (oogl ebot UA 1 | nbound 2
40.121.139.43 |147.237.8.45 |Wnited Sates [e.eitanidf.il [ET SCAN NMAP -sS wi ndow 1024 1
203. 106. 184. 157|147. 237. 77. 216 |\l aysi a dover.idf.il ET SCAN NVAP -sS w ndow 4096 1
113. 86. 186. 198 |147.237. 77. 216 |Chi na dover.idf.il portscan: TP D stributed Portscan 1
104. 207. 141. 110|147. 237. 76. 201 [Lhited Sates [e.atal.idf.il |[ET SCAN NMAP -sS w ndow 1024 1
L ET DC5 Large anount of TCP ZeroWndow - Possible Niller2 CDos
80. 246. 130. 239 |147.237.77. 233 |l srael atal.idf.il 1
attack
, L ET PQLICY I ncomng Basic Auth Base64 HITP Password det ect ed
208. 80. 155. 255 |147.237.77. 216 |Whited Sates |dover.idf.il 1
unencr ypt ed
203. 106. 184. 157|147. 237. 77. 216 |\l aysi a dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
. L ET SCAN Behavi oral Wusual |y fast inbound Tel net Gonnecti ons,
117.43. 238. 111 |147.237.72.14 |China dover.idf.il (ol g . 1
Potential Scan or Brute Force
104. 207. 141. 110(147. 237. 76. 201 |Lnited Sates |e.ata.idf.il |ET SCAN NMAP -sS wi ndow 2048 1
104. 207. 141. 110|147. 237. 76. 201 [Lhited Sates [e.atal.idf.il |ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
77.127.62.96  |Israel 147237, 77, 243 |mwbi e ior i1 |7 €AM NG Engine: TCP Inval id invalid segnent retransmssi on. drop 36
Ret r ansmi ssi on Packet dr opped.
109. 66. 109. 2 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 18
50.204.130.58 |Uited Sates  |147.237. 77. 216 |dover ich. i1 | SAMNg Engine: TGP Invalid  invalid segnent retransnissi on drop 14
Ret ransni ssi on Packet dr opped.
93.172. 144. 196 |Israel 147.237.0.19  |madimatal idr. || S NG Engine: TP Invalid invalid segnent retransmssion. |y 12
Ret r ansmi ssi on Packet dr opped.
62.128. 48. 130 | srael 147.237.72. 166 |aka. i df .i dr op First packet isn't SN drop 12
109. 67.148. 210 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
46. 19. 85. 153 I srael 147.237. 77. 216 [dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 11
46. 19. 85. 153 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 10
37.46. 37. 207 I srael 147.237.72. 156 |aman. i df .i | Bad TCP sequence noni t or 10
79.181. 99. 166 | srael 147.237. 72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 9
79.181.233. 103 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
37.46. 37. 207 I srael 147.237.72. 156 |aman. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
79.181.99. 166 |[lIsrael 147. 237. 72. 156 [anan. i df . i | Bad TCP sequence noni t or 8
80. 249. 198. 65 2;2::3 o 147.237.77. 216 |dover.idf.il  |drop drop 8
46. 243. 150. 195 |Bahrain 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
79.177.244.98 |lsrael 147.237.72. 166 |aka.idf . il drop First packet isn't SYN drop
153.31.113.21 |United Sates  |147. 237, 76. 200 [ei tan aka i i1 | | C2M NG Engine: TP Invalid — linvalid segnent retransmission. |y 6
Ret r ansmi ssi on Packet dr opped.
37.46. 37. 207 | srael 147.237.72. 156 |anan.idf .il drop First packet isn't SYN drop
31.154.81.0 I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST noni t or
37.46. 37. 207 I srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACGK nunber alert
79.181.99. 166 I srael 147. 237. 72. 156 |aman. i df .| Bad TCP sequence mﬁsg rea”S”“ wehdifferent | onitor |5
185. 3. 147. 102 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber noni t or 5
79.181.99. 166 |lsrael 147.237. 72. 156 |anan. i df .i | drop Frst packet isn't SYN drop 5
37. 46. 37. 207 I 'srael 147. 237. 72. 156 |anan. i df .| Bad TCP sequence Inval i d ACK nunber noni t or 5
79.181.106.58 |Israel 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 5
37.142.95.15 I srael 147.237.77. 216 |dover. i dof .il Bad TCP sequence noni t or 5
79.182.43.61 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 5
109. 253. 207. 41 |l srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 5
185.120. 124. 46 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN - > SYN ACK -> Ti neout noni t or 5
75.104.64.128 |Whited Sates 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 5
46. 133. 209. 236 |lkrai ne 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
46. 19. 85. 87 I srael 147.237.77. 216 |dover. i dof .il Bad TCP sequence Invalid ACK nunber alert 4
212.143.38.222 |Israel 147.237.72. 156 |aman. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 4
46. 19. 85. 87 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
212.143.38.222 |Israel 147.237. 72. 156 |anan. i of . i | Bad TCP sequence SwAce e reansm wehdifferent | onitor |
100. 92. 237. 230 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 4
5.29. 227. 31 I'srael 147237, 77, 243 |mobi e i o i1 |27 €AM NG Engine: TCP Inval id invalid segnent retransmissi on. drop 4
Ret r ansni ssi on Packet dr opped.
46.116.39.222 |Israel 147.237.72. 166 |aka.i df i SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 4
185. 110. 108. 165|I srael 147, 237.77. 243 |rvit e i1 | €AM NG Engine: TP Invalid - finvalid segnent retransnission drop 4
Ret r ansmi ssi on Packet dr opped.
79.181.99. 166 |[lIsrael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber alert
79.177.202. 241 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
89.138.172.4  |israel 147237, 77, 243 |mobi e i o i1 |27 €AM NG Engine: TCP Inval id invalid segnent retransmissi on. drop 4
Ret r ansmi ssi on Packet dr opped.
79.181.99. 166 |[lIsrael 147. 237. 72. 156 |anan. i df .| Bad TCP sequence Inval i d ACK nunber noni t or 4
37.46.37.207  [israel 147. 237. 72. 156 |aman. i df .| Bad TCP sequence mﬁsv(srcztl rea”sm't wehdifferent | onitor |
197.17.35.158 |Tunisia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
220. 247.247.74 |Si Lanka 147.237.72. 166 |aka. i df .i dr op First packet isn't SN drop 3
5.22.134.82 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACGK nunber noni t or 3
37.105.115. 179 |Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
2.53.3.125 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
185. 3. 147. 61 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACGK nunber noni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

viw aka. i df . i | / mai n/ sachar/ vi ewpaysl i p. aspx

count ry Target Address |Site Sgnature Acti on ‘Count
5.29.61. 187 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 100
46.19.86.245 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 22
89.138.172.4 |Israel 147.237.77.243|nobi | e. i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock
40.77.167.60 |Uited Sates |147.237.0.19 |nadi matal .idf.il|Uauthorized URL Access to nadimatal.idf.il/robots. txt Bl ock
176. 13. 249. 139 [l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
. . . Unhaut hori zed URL Access to
109. 253. 142. 91 |l srael 147.237.77. 243 |nobi l e. i df . i | nobi | e, i o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1432 B ock 3
84.108. 42. 224 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
192. 243.55. 136 |Lhited Sates [147.237.72.166|aka.idf.il Mil ti pl e Uhaut horized LRL Access from 192. 243. 55, 136 B ock 2
5.29.239.179 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
79.177.134. 115 (I srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in URL from79.177. 134. 115 Bl ock 2
23.88.118.27 |Uited Sates [147.237.72.166aka.idf.il Unaut hori zed Met hod POST for ww aka. idf.il/main/kapat z/ B ock 2
109. 253. 209. 65 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
95.86.80.150 |[lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
5.29.227.31 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
79.177. 134. 115 |I srael 147.237.72. 166 |aka. i df . i | llegal Byte (bde Character in LRL /nai kapatz//res#012 B ock 1
our ces/ i nages/ i nner page/ goback. gi f
66.102. 6.3 Lhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed Met hod PCBT for www aka. i df . i |/ sachar Bl ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
37.142.233. 114 |I srael 147.237.72. 166 |aka. i df . i | v aka. i df . |/ nai v sachar / mar ki veysachar . aspx None 1
. . Paraneter Read Only Molation in
141. 226. 161. 24 |l srael 147.237.72. 166 |aka. i df . i | waw aka. i df . i |/ nai v/ sachar/ f or got passwor d. aspx None 1
89.138.172.4 |Israel 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 1
. . D stributed Uhauthorized URL Access on
2.53.5.12 I srael 147.237.77.233|atal .idf .il 147, 237.77. 233/ 1135- hel at al . aspx B ock 1
66.249. 79. 165 |l srael 147.237.77.233|atal .idf.il Unaut hori zed LRL Access to waww atal .idf.il/ni B ock 1
. . D stributed Uhauthori zed URL Access on
46.117.130. 98 |Israel 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
109. 67. 158. 238 [l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to 147.237. 76. 42/ styl e/ shared/ t ext . css B ock 1
66.249. 64. 124 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. idf.il/giyus/asp/ giyus. asp B ock 1
. . D stributed Uhauthorized URL Access on
2.53.136.248 |[lIsrael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ st yl el shar ed/ t ext . css Bl ock 1
. . Paraneter Read Qnly Molation in
77.125. 86. 187 [l srael 147.237.72. 166 |aka. i df . i | vaw aka. i o . i |/ nai n/ sachar / popups/ nar ki vsachar . aspx None 1
192.243.55. 138 |Lhited Sates |147.237.72.166|aka.idf.il Mil tipl e Unaut horized URL Access from 192. 243.55. 138 Bl ock 1
46.120.74.41 |lsrael 147.237.72. 166 |aka. i df . i | Unknown Parareter __VI BASTATEENCRYPTED i n None 1
wan aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx
5.102. 195. 240 [Israel 147. 237.72. 166 |aka. i df . i | thknown Paraneter V| BASTATEENCRYPTED i n None 1
wan aka. i df . i | / mai n/ sachar/ nai | box. aspx
79.179. 102. 124 |1 srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
66.249.75. 4 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 8857- he/ ref uah. aspx  |B ock
46. 19. 86. 34 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for waw aka. i df.il/mai n/ sachar/fag. aspx B ock
. - . Unaut hori zed Met hod PCBT for
178. 94. 126. 27 |lkrai ne 147.237.72. 166 |aka. i df . i | v aka. i o i |/ rai v sachar/ vi ewpays! i p. aspx B ock 1
89.139.183.35 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for aka.idf.il/mai n/ sachar/ newsar chi ve. aspx Bl ock
2.53.136.248 |Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl e/ shar ed/ reset . css B ock
77.138.80.38 |France 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to www anan. idf.il/favicon.ico B ock
’ . . Unaut hori zed URL Access to
192, 243.55. 138 |Wited Sates |147.237.72.166 |aka. i df.i | vow aka, i df . i1/ i ght s/ asp/ i nf o. asp?nodul ei d=38cat i d=22704 B ock 1
46.120. 122. 219 |I srael 147.237.72. 166 |aka. i df . i | Unaut hor i zed Method HEAD for aka.idf.il/giyus B ock 1
66.249.75. 8 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 8859- he/ r ef uah. aspx  |B ock 1
185. 120. 124. 46 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mbde None 1
93.172. 144. 196 [l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 1
- . Unaut hori zed Met hod PCST for
77.138.228. 131 |France 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ nai n/ gi yus/ yahash2017/ | obby. aspx B ock 1
213.57.15.248 |[lsrael 147. 237. 76. 147 |chi nuch. aka. i df . i|Uaut hori zed URL Access to wwu chi nuch. aka. i df .il/404. htm B ock 1
46.121.117. 126 [I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
31.154.81.20 |israel 147.237.72. 166 |aka. i df . i | Unaut hor i zed Met hod HEAD for aka.idf.il/mai n/gi yus/ general . aspx B ock 1
125.77.28.26 |China 147.237.72.167|i shuri maka. i df . i|Uaut hori zed URL Access to 147.237.72. 167/ B ock 1
84.229.50.87 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx B ock 1
66.249.75.12 |[lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1
; ] ] Unhaut hori zed URL Access to
192.243.55.135 [Uhited Sates (147.237.72.166aka. i df .11 waw aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=58568&doci d=65100 Bl ock !
46.116.31.7  [Israel 147.237.72.166 |aka. i df . i | thaut hori zed Mt hod HEAD f or Bl ock 1
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