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09-30-2016-14:04:08 to 09-30-2016-15:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
175. 102. 9. 49 Chi na 147.237.76. 30 hinush.idf.il |JLM Under Attack_Con_Tcp drop 2




09-30-2016-14:04:08 to 09-30-2016-15:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Count

176. 31. 149. 121 Sain 147.237.77. 216 dover.idf.il [ClL000016: HITP. adninistrator in LR Per nit 8




09-30-2016-14:04:08 to 09-30-2016-15:04:08

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |9te |Signature |Count\
74.82.47.32 147.237.77.74 |lhited Sates lawidf.il ET SOAN Behavi or Unusu.al ly fast Termnal Server Traffic, 1
Potential Scan or Infection
69.129.141.35 |147.237.8.46 |Lhited Sates e.chinuch.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
66. 249. 75. 4 147.237.76.42 |Wited Sates refuah.idf.il ET SCAN NVAP -sA (2) 1
148.251.92. 72 |147. 237. 72. 167 |Ger many ishurimaka.idf.il|ET SCAN NVAP -sS w ndow 1024 1
109 175, 53. 162 |147. 237, 76, 147 |0 @ and chi nuch. aka i df i | ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Her zegovi na Potential Scan or Brute Force
91.201. 236. 158 |[147.237.8.45 |lkraine eeitanidf.il ET SCAN NMAP -sS wi ndow 3072 1
69.129.141.35 |147.237.8.46 |Lhited Sates e.chinuch.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
66. 249. 93. 83 147, 237. 77. 216 |Eur ope dover.idf.il ET SCAN NVAP -sA (2) 1
66. 249. 65. 44 147.237.76.86 |Wited Sates navy.idf.il ET SCAN NVAP -sA (2) 1
179. 172. 156. 37 |147.237.76.34 |Razil yohal an.idf.il ET SCAN Potential SSH Scan 1
139. 167. 229. 159|147. 237. 77. 176 |S ngapore nat pash. i df . i | ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
91.201. 236. 158 |[147.237.8.45 |lkraine eeitanidf.il ET SCAN NMAP -sS wi ndow 4096 1




09-30-2016-14:04:08 to 09-30-2016-15:04:08

|Top Attackers In FW |

Attacker Address Devi ce

Ste Action

Attacker Qountry |Target Address Signature

‘Count

SN retransmt wth different

77.126.83.161 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence . monitor |33
w ndow scal e
St ream ng Engi ne: TCP i i ssi
176.13.244.67 | srael 147.237.77. 243 |nobi L e. i of .| mng Ehgine. Invalid segnent retransmssion. | ., 30
Inval i d Retransm ssion Packet dropped.
125.99. 236. 8 India 147. 237. 77. 216 |dover. i df . il SYN Att ack SYN -> SYN-ACK -> RST monitor |20
37.105.115. 179 |Saudi Arabia 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
46. 19. 86. 143 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
. . SYNWAXK retransmt with .
77.124.13.222  |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence different vindow scal & monitor |11
77.124.13.222  |Israel 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Tinmeout |alert 11
. . SYNretransmt wth different .
31.154.81.11 I srael 147.237.77. 234 |hal ag.idf .i Bad TCP sequence wi ndow scal monitor |11
77.124.13.222 |lsrael 147.237.72. 166 |aka. i df il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 11
46. 19. 86. 60 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber noni tor |10
62. 128. 48. 46 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 10
S reanm ng Engi ne: TCP i i ssi
46.19.86.156  |Israel 147. 237. 77. 216 |dover . i of . i mng tngine: 1 Invalid segnent retransmssion. |, 9
Inval i d Retransnission Packet dropped.
109. 253. 131. 115]I srael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor |8
89. 139. 200. 154 |l srael 147.237.77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 8
118. 173. 128. 199|Thai | and 147. 237. 72. 166 |aka. i df . i | drop First packet isn't SWN drop 8
79.181.99.166 |[Israel 147. 237. 72. 156 |anan.i df . i | Bad TCP sequence monitor |7
31.154.81.11 | srael 147.237.77. 233 |atal .idf.il SYN Att ack SYN -> SYN-ACK -> Tinmeout [nonitor 7
46. 19. 86. 125 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 6
St ream ng BEngi ne: TCP i i ssi
84.229.90.80 |israel 147.237.77. 243 |robi L e. i df .i | mng Engine: 1 Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dropped.
37.26.148.203 |Israel 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout [nonitor 6
S rean ng Engi ne: TCP i i ssi
80. 230. 227.86 |Israel 147. 237. 77. 243 |nobi | e. i of . | mng gl e Invalid segnent retransmssion. | ., 6
Inval i d Retransnission Packet dropped.
79.181.99.166 |lsrael 147.237. 72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> Tinmeout [nonitor
80. 246. 137. 240 |[lIsrael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST noni t or
. . SYNWAXK retransnmit with .
109. 253.194. 73 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence qi fferent vi ndow scal e monitor |5
79.179.55.213  |israel 147. 237. 77. 226 Wi"l"'“hamz' aka. 1df \oqyN At t ack SYN -> SYN-ACK -> RST monitor |5
46. 19. 86. 125 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber alert
80. 246. 137. 177 |l srael 147.237.72. 166 |aka.i df il SYN Attack SYN -> SYN-ACK -> RST moni t or
176.13.11. 165 |Israel 147.237.77. 243 |nobi | e.i df .i | drop Frst packet isn't SN drop
23.20.197.30  |wited Sates 147.237.76. 202 |e. hal ag. i df . Geo-1 ocation enforcenent |0 ocation inbound drop 4
enf or cenent
79.181.99.166 |lIsrael 147. 237. 72. 156 |anan. i df .| drop Frst packet isn't SN drop 4
46.19. 85. 44 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni tor |4
185. 24. 207. 124 |Israel 147. 237. 72. 166 |aka. i df . i | SYN Att ack SYN -> SYN-ACK -> Tineout |[alert 4
79.177.202. 241 |lsrael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 4
185. 24. 207. 124 |Israel 147.237.72. 166 |aka.i df . i SYN Attack SYN -> SYN-ACK -> Tineout [nonitor 4
. . SYNWAXK retransmit with .
185. 24. 207. 124 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence different vi ndow scal & monitor |4
37.26.148.249 |[Israel 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Tineout |nonitor |4
185.3.147.204 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or
S ream ng Engi ne: TCP i i ssi
84.109.11.66  |Israel 147. 237.77. 243 |mwbi l e, i f . i mng tngine: ! Invalid segnent retransmssion. | 4
Inval i d Retransm ssion Packet dropped.
79.181.99.166 |l srael 147. 237. 72. 156 |anan. i of . Bad TOP sequence SYN|ACK retransmit with monitor |3
different wndow scal e
St ream ng Engi ne: TCP i i ssi
2.56.51.125 I'sr ael 147.237.77. 243 |nobi L e. i of .| mng Engine. Invalid segnent retransmssion. | ., 3
Inval i d Retransm ssion Packet dropped.
S ream ng Engi ne: TCP i i ssi
109. 67. 6. 23 I srael 147. 237. 77. 243 |nobi | e. i of . | mng Ehgihe. Invalid segnent retransmssion. | . 3
Inval i d Retransnission Packet dropped.
31.154.81.11 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 3
80. 246. 138. 110 |l srael 147.237.72. 166 |aka.i df .| SYN Att ack SYN -> SYN-ACK -> RST noni t or 3
79.181.99.166 |l srael 147.237. 72. 156 |anan.i df . i | Bad TCP sequence Invalid ACK nunber alert 3
Pal esti ni an . -
213.6.126. 251 Territory, Ceeupi ed 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
79.181.99.166 |l srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |3
45.59.138. 10 Sudan 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
77.139.33.33 France 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> Tineout [nonitor 3
109. 253. 207. 41 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |2




09-30-2016-14:04:08 to 09-30-2016-15:04:08

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
213.57.195. 103 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 98
46. 19. 86. 168 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 40
2.55. 43. 148 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 36
46. 19. 86. 169 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 25
31.154.81. 24 I srael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock 6
84. 95. 208. 20 I srael 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 6
176. 13. 244. 207 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock 5
84.108. 136. 105 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 4
132 64.31. 36 srael 147.237.77.74 lawidf.il Par anet er Type \/1 ol ati on Mast er $Header 1$ucHeader Sear ch$t xt Sear ch B ock 3
in wwy nag. i df.il/14-he/ pat zar. aspx
84.109. 11. 66 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
89.138.172. 4 I srael 147.237.77.243|nobi [ e.i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 2
31.154. 81. 28 I srael 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to wawidf.il/https: /wawidf.il/ B ock 2
109. 253. 198. 105|l srael 147.237.77.243|nobi [ e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex Bl ock 2
2.53.50. 94 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
176. 13. 244. 207 |israel 147. 237. 0. 19 madimatal idf.il Par_amet er 'I_'ype_\A ol aFlon ct_l 00$ont ent A acetbl der 16t xt Capt cha i n B ock 1
nadi matal .idf.il/nobil e/l ogin. aspx
84. 229. 90. 80 I srael 147.237.77.243|nobi | e.i df . i | Dstributed Suspicious Response Code B ock 1
2.53.52.7 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79. 180. 168. 187 |l srael 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to waw i df.il/wp-1ogin. php Bl ock 1
66.249.75. 4 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ scri pt r esour ce. axd B ock 1
www. chanat z. aka. i d i
84.94.67.120  |israel 147.237.77.226], . Wnaut hori zed URL Access to B ock 1
foil waw. chanat z. aka. i df . i1/t enpl at es/ honepage/ honepage. aspx
77.126.83.161 |[Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ reset . css  |B ock 1
66.102.6. 4 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hor i zed Met hod PCST for waw aka. i df . i |/ sachar B ock 1
178. 255. 87. 242 z";ggom 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147. 237. 72. 166/ robot s. txt B ock 1
79.180.219.15 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None
217.132.107.40 [israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Request Content Type text/ping B ock
. . Unaut hori zed URL Access to
66.249.75. 8 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_st oragel {1 | es/ 4/ 3384. | pg B ock 1
_ www. chanmat z. aka. i d _ S
157. 55. 39. 145 Lhited Sates [147.237.77.226 £l Unaut hori zed URL Access to www chanat z. aka. i df . i1/404. aspx B ock 1
. . D stributed Whaut hori zed Method for Known URL on
77.138.56.229 |France 147.237.72. 166 |aka. i df . i | vaw aka, i df i |/ i 1/ gi yus/ yahash2017/ | obby. aspx B ock 1
. . Unhaut hori zed URL Access to
66. 249. 64. 41 I srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p st orage/ 11 es/ 1/ 71541 plf B ock 1
. . . Unaut hori zed URL Access to
180.76. 15. 147  |China 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8910- he/ r ef uah. aspx Bl ock 1
. . Unhaut hori zed URL Access to
89. 139. 200. 154 |l srael 147.237.77. 176 [nat pash. i df . i | W cogat i df i 1/si p storagel i1 es/ 9/ 4629 pg Bl ock 1
5 28 131. 178 lsrael 147. 237.72. 166 |aka. i df .i | Unknown _Para}rret er ctl 00$ct | 00$f:phMa| n$cphSachar $ct 1 17 in None 1
viwv aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
. . Unhaut hori zed URL Access to
79. 180. 237. 237 |[lIsrael 147.237.72. 166 |aka. i df . i | v aka, i o i 1/ i v gi yus/ def aul t. aspxD B ock 1
. . Unaut hori zed URL Access to
66.249.75.12  |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8822- he/ r ef uah. aspx Bl ock 1
37.26.147.161 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx  |B ock 1
. . Unknown Par amet er ShowPopW in
176.13. 3. 225 I srael 147.237.72. 166 |aka. i df . i | v aka. i o . i 1/ i yus/ rani | ot/ eshkol ot r anki ng/ None 1
77.139. 227. 232 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCBT for www aka. i df . il/mai n/ sachar B ock 1
66.249. 64.183 [Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to ww i df.il/atal 1/izkor/ vi ew i ng. asp B ock 1
185. 120. 126. 16 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
5.29.129. 14 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwy aka. i df . i/ main/ B ock 1
. . DO stributed Lhaut hori zed URL Access on
79.181. 27. 32 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
. . Il1legal Paraneter Encodi ng searchText in
66.249.75. 167 |l srael 147.237.77.74 |lawidf.il v | aw i df i |/ 275- hel pat zar . asp None 1
79.180. 168. 187 [Israel 147.237.77. 216 |dover.i df .i | Dstributed PHP Attenpt B ock 1
] . . Unaut hori zed URL Access to
192.243.55.136 [United Sates |147.237.72.166aka. i df .11 wwv aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=59391&doci d=77996 Bl ock !
. - . Unhaut hori zed URL Access to
66.249.69.236 |Israel 147.237.77.243|nobi | e.i df . i | nobi | e, i o i |/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1721 B ock 1
125.77.28. 26 Chi na 147.237.76.42 |refuah.idf.il Unaut hori zed Method HEAD for 147.237.76. 42/ Bl ock 1
. . D stributed Lhaut hori zed URL Access on
31.154.81.11 I sr ael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
80.230.227.86 |l srael 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Code B ock 1
66.249.76.77  |israel 147.237.72. 166 |aka. i df . i | Wnaut hori zed URL Access to B ock 1

147.237. 72. 166/ si p_st orage/ fi | es/ 4/ 71614. pdf
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