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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site

|Signature |Device Action |Count |
204. 42. 253. 2 Lhited Sates 147.237.76. 199 e. nakchal .idf.il B ack List drop 2
78.129.171. 175 Uni ted Ki ngdom 147.237.76. 38 eeneitav.idf.il |Back List drop 1
194, 219.171. 67 G eece 147.237. 76. 196 e.sviva.idf.il L4 Source or Dest Port Zero drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

46.120.122. 219 |147.237.72. 166 (I srael aka.idf.il Xenu Link Seuth User Agent 12
77 138, 156. 154|147 237, 72. 166 |France akaLidh il SER\/ER APAO—E_ Apache nod_ssl non-SSL connection to SSL port 3
deni al of service attenpt
146.200. 148.0 |147.237.77.216 E?ir:;gom dover . idf.il Tehila - Perl LW with fake user agent 2
163.172.129. 15 |147.237.77.176 LKJ?i;:gom nat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
94.102.48.194 [147.237.0.34 |Netherlands tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201. 236. 158 |147.237. 77. 170 |kr ai ne n@ar achot . i df . il ET SCAN NMAP -sS wi ndow 1024 1
5. 255. 90. 133 147. 237. 77. 179 |Net her | ands e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
184.13.21.130 |147.237.72.166|lhited Sates [aka.idf.il ET VB SERVER Poi son Nl | Byte 1
179. 175. 44. 87  |147.237.72. 166 |Brazi | akaidf.il ET SCAN Potential SSH Scan 1
148.251.92. 72 |147.237. 77. 233 |Ger many atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
113. 240. 250. 154|147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201. 236. 158 |147.237. 77. 170 |kr ai ne n@ar achot . i df . il ET SCAN NMAP -sS wi ndow 3072 1
91.201. 236. 155 [147.237.0.16 |Wkraine ny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
46.172. 91. 20 147 237 77121 |k ai e e navy. i df i ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
40. 114. 15. 49 147.237.0.35 |lhited Sates |akaws.idf.il ET SCAN NVAP -sS wi ndow 1024 1
200. 58. 214. 138 [147. 237. 76. 196 |Col onbi a e svivaidf.il ET SCAN NMAP -sS w ndow 4096 1
179.227.99. 60 |147.237.8.14 |Razil e.orchot.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address [Ste Signature Action ‘Count
Sreaning Bngine: TP Invalid i i ssi
46. 19. 85. 56 I'srael 147. 237. 77. 243 |nobi l e. i df . i1 9 =g Invalid segnent retransmssion. |, 21
Ret ransni ssi on Packet dr opped.
82. 145. 220. 122 |Eur ope 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST noni t or 19
Sreaning Engine: TQP Invalid i i ssi
2.53.168.116 | srael 147.237.77. 243 |robi | e. i of . i1 g =g Invalid segnent retransmssion. g, 18
Ret ransm ssi on Packet dr opped.
88. 96. 164. 246 Eiqlr:gegom 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid sequence nunber noni t or 18
2.53.187. 39 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 16
Sreaning Engine: TCP Invalid i i ssi
109. 253. 210. 1151 sr ael 147. 237.77. 243 |mobi l e. i i 9 =g Invalid segnent retransmssion. |, 12
Ret ransmi ssi on Packet dr opped.
46. 19. 86. 60 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber monitor |12
46. 19. 85. 75 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
Sreaning BEngine: TGP Invalid i i ssi
109. 253. 138. 202I srael 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Inval id segnent retransmssion. |, 9
Ret r ansmi ssi on Packet dr opped.
2.53.187.39 I srael 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 8
Sreaning BEngine: TCP Invalid i i ssi
46.117.75.65  |israel 147. 237.77. 243 |mobi l e. i i 9 =g Invalid segnent retransmssion. |, 8
Ret ransmi ssi on Packet dr opped.
46. 19. 86. 154 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber noni t or
46. 19. 86. 154 I srael 147.237.77. 216 |dover.i df il Bad TCP sequence Inval i d ACK nunber alert
46. 19. 86. 60 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence Invalid AGK nunber aert
Sreaning Engine: TGP Invalid i i sSi
2.55.17. 34 I srael 147.237.77. 176 |nat pash. i df .| 9 =9 Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
176.13.242.70 |Israel 147.237.76. 42 |refuah.idf.il SYN At ack SYN -> SYN-ACK -> RST noni t or
41.223.141.81 [Bot swana 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d ACK nunber alert
Sreaning Engine: TQP Invalid i i ssi
79.183.71.213 | srael 147.237.77. 243 |robi | e, i of . i1 g =g Invalid segnent retransmssion. 6
Ret ransm ssi on Packet dr opped.
41.223.141.81 |Bot swana 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber nonitor (6
Sreaning Engine: TGP Invalid i i sSi
2.53.141.146  |israel 147.237. 77. 243 |nobi l e.i df . i1 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansm ssi on Packet dr opped.
Sreaning BEngine: TP Invalid i i ssi
5.28.161.103  |Israel 147. 237.77. 243 |mobi l e. i i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
o SYNtACXK retransmt wth .
46. 19. 85. 178 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence di fferent vi ndow scal nonitor (6
Sreaning BEngine: TCP Invalid i i ssi
46.19. 85. 21 I'srael 147. 237.77. 243 |mobi l e. i i 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dr opped.
46. 19. 86. 216 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber monitor |5
46.19. 85. 111 I srael 147.237.77. 216 |dover.i df i Bad TCP sequence Invalid ACK nunber noni t or 5
37.142.3.92 I srael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST noni t or 5
79.179.121. 218 |Israel 147.237.77. 216 |dover.i df il SYN At t ack SYN -> SYN-ACK -> Ti neout nmonitor |4
46. 19. 85. 220 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
49.15.169.112 |India 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
46.19. 85. 111 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber alert 4
212.199.57.202 |Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence nonitor |4
176.45.49.188 |Saudi Arabia |147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 4
176.13.1.23 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
79.177.202. 241 |l srael 147.237.72. 166 |aka.idf il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 4
79.181.99.166 |Israel 147.237. 72. 156 |aman.i df .i | Bad TCP sequence nonitor (4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
37.26. 148. 223 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 3
46. 19. 86. 143 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
37.26.148.223 |lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
85.130.232.81 |[Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning BEngine: TGP Invalid i i ssi
84.95.208.20 | srael 147. 237. 76. 200 |6 tan. aka i of . i1 9 =9 Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 166 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence I'nval i d ACK nunber aert 3
- . SYNWtAXK retransmt with .
37.26.148.223 |lsrael 147.237.72. 166 |aka. i df il Bad TCP sequence di fferent w ndow scal e noni t or 3
31.1.48.224 Pol and 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
85.130.232.81 |[lIsrael 147.237.72. 166 |aka.idf il SYN Att ack SYN -> SYN-ACK -> RST noni t or
46.19.86.60 |Israel 147.237.77. 226 | "}" chamatz.aka.1df |paq TOP sequence Inval i d ACK nunber moni tor |3
46. 19. 85. 166 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or
74.208.218.66 |Lhited Sates [147.237.77.74 |lawidf.il dr op Frst packet isn't SWN drop 3
Sreaning Engine: TGP Invalid i i sSi
80. 246. 139. 237 |Israel 147. 237. 77. 243 |robi 1 e i of . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Bngine: TQP Invalid i i ssi
46. 19. 86. 10 I'srael 147. 237.77. 243 |nobi l e. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
79.183.71.213 |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 178
84. 95. 208. 20 I srael 147.237.77. 216 |dover.i df . il Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 75
80. 246. 136. 187 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 27
176.13.231. 134 |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 13
84. 95. 208. 20 I srael 147.237.77. 216 |dover.i df . il Dstributed PHP Attenpt B ock 8
84. 95. 208. 20 I srael 147.237.76.200(ei tan. aka. i df . il [Miltiple Unauthorized URL Access from 84. 95. 208. 20 Bl ock 5
2.53.0.118 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 4
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 3
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | PHP At t enpt Bl ock 3
46. 19. 86. 184 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.146.151 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.53.168. 116 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 3
109. 253. 210. 115|I srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 3
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 2
2.53.182. 29 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
2.53.187.39 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mbde None 2
46.19. 86. 181 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
109. 253. 138. 202|I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspi ci ous Response Code Bl ock 2
85.132.77.12 Azerbai j an 147.237.77.216|dover. i df . il Unaut hori zed HTTP Met hod B ock 2
85.132.77.12 Azerbai j an 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw i df.il/newsitelinages/ B ock 2
46.19. 86. 222 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
77.138.56.229  |France 147.237.72.166 |aka. i df . i | m;;(zult Sfl ijl#;h:])/réizfjs /l\;f;:;ghzfglr7/iﬁqo%m&,ta§;)xon Bl ock 1
184.13.21.130 |Uited Sates |147.237.72.166|aka. i df.il I1egal HITP \ersion Bl ock 1
176.228.92.78 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46.4.74.42 Ger many 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df . il/brothers/skira/defaul t.asp |B ock 1
89.237.69.184 |France 147.237.72. 166 [aka. i df . i | Uhaut hor i zed Met hod PCST for ww aka. i df . i | / sachar Bl ock 1
184.13.21.130 |[wnited Sates [147.237.72.166|aka.idf.il Distributed M formed UR B ock 1
66.102.9.5 Wited Sates [147.237.72.166|aka. i df . i | m;:(zﬂtgﬁ i?}a#;ihn(;rhiozni‘/’ dl\e"fetalz(l)?. ;;’;XK”O"‘" WL on Bl ock 1
144.76. 236. 183 |Ger many 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for waw aka.idf.il/rights/asp/info.asp Bl ock
77.139.181.192 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCBT for aka.idf.il/nai n/ sachar B ock 1
192.243.55.129 |Whited Sates [147.237.72.166|aka. i df . i | mugzgr: 3?.di Il';lnaff;:isiut;general aspxPcat | d-59260&doci c-50485 Bl ock 1
180.76.15.10  |China 147.237.76.42 |refuah.idf.il le‘?”;;fr;gjg/g‘l ;Cfi;ss::?d Ler/] query. j car ousel . ss Bl ock 1
46.19. 85. 21 I srael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock 1
109. 66. 167. 111 |Israel 147.237.72.166 |aka. i df . i | \Twarwatari;e;df%ia?/?a:i{l/\;{a(zhii/?r;giigratioanard/regi ster. asp None 1
66.249. 64.183 |lIsrael 147.237.77.216|dover.i df . il Unaut hori zed URL Access to 147.237. 77. 216/ 894- he/ dover . aspx B ock 1
184.13.21.130 |Uited Sates |147.237.72.166|aka. i df .l Dstributed NALL Character in Mt hod Bl ock 1
157. 55. 39. 82 Lhited Sates [147.237.72.156 |aman. i df.il Unaut hori zed URL Access to vwwy anan. idf.il/robots.txt B ock 1
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il PHP At t enpt B ock 1
79.181.193.170 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
192.243.55.130 |lhited Sates |147.237.72.166|aka. i df . il Mil tipl e Unaut hori zed LRL Access from 192. 243. 55. 130 Bl ock 1
184.13.21.130 |Uhited Sates |147.237.72.166|aka.idf.il Dstributed Abnornal |y Long Request B ock 1
66.249.75. 8 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 8892- he/ r ef uah. aspx  |B ock 1
184.13.21.130 |Uhited Sates |147.237.72.166|aka.idf . il Distributed Unknown HTTP Request Met hod Bl ock 1
5.28.161. 103 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
157.55.39.209 |[wited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
192.243.55.135 |lhited Sates |147.237.72.166|aka. i df . il Unaut hori zed URL Access to www aka.idf.il/tizmoret/gallery Bl ock 1
184.13.21.130 |Uhited Sates |[147.237.72.166|aka.idf.il Ostributed |11egal Byte Gode Character in Mthod B ock 1
2.53.141. 146 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 1
109. 253.158. 93 |Israel 147.237.77. 234 |hal ag. i df . i | 1']4? rzg;”t;d2217:’;2‘;:37'2?1&%/@377’? fr;i . Bl ock 1
68.180.231. 60 |Uhited Sates |147.237.77.176|nat pash.idf.il [Parameter Type MViol ati on PageNumin www cogat. i df . il/901- he/ cogat . aspx |Bl ock 1
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