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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
109. 66. 53. 79 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
204. 42. 253. 2 Lhited Sates 147.237.76.176 test.ncore.idf.il B ack List drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List drop 2
78.129.171. 175 Uni ted Ki ngdom 147.237. 76. 147 chinuch.aka.idf.il |Back List drop 1
89. 248.172. 173 Net her | ands 147. 237. 76. 202 e.halag.idf.il B ack List drop 1
2.53.148. 46 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
209. 126. 122. 13 Lhited Sates 147.237.76.176 test.ncore.idf.il B ack List drop 1
58. 218. 200. 137 Chi na 147.237.8. 46 e.chinuch.idf.il JLMPurple Con Limt_Tcp drop 1
110. 249. 208. 86 Chi na 147.237.76. 39 nobi | e.neitav.idf.il|JJLMPurple Con Limt Tcp drop 1
209. 126. 122. 13 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |

rget Address |Site

Devi ce Action |Count |

74.208.154. 12 Lhited Sates 147.237.76.42 |refuah.idf.il 6134: HITP. SQ Injection Variable Declaration Evasion |B ock 12
110. 4. 46. 108 Ml aysi a 147.237.0.34  |tikshuv.idf.il 6134 HITP. SQ Injection Variable Declaration Evasion |B ock 12
209. 208. 126. 125 |Lhited Sates 147.237.77.226 [wwy chamat z. aka. i df . i | |6134: HITP. SQ Injection Variable Declaration Evasion [B ock 12
121. 40.25.174  |China 147.237.76.42 |refuah.idf.il 6134: HITP. SQ Injection Variable Declaration Evasion |B ock 6
74.208. 154. 12 Lhited Sates 147.237.76.42 |refuah.idf.il 5670: HTTP. SQ Injection (SALECT) B ock 6
110. 4. 46. 108 Ml aysi a 147.237.0.34  [tikshuv.idf.il 5670: HITP. SQ I njection (SALECT) Bl ock 6
184.168.152.58 [Lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
50. 63. 196. 47 Lhited Sates 147.237.77.74 |lawidf.il 5670: HTTP. SQ Injection (SALECT) B ock 6
184.168. 152. 58 |[lhited Sates 147.237.77.216 |dover.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
121. 40.25.174  |China 147.237.76.42 |refuah.idf.il 3808: HITP. SQ Injection Variable Declaration Evasion |B ock 6
72.167.131.22 Lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SALECT) B ock 6
209. 208. 126. 125 |Lhited Sates 147.237.77.226 |vwwwv chanat z. aka. i df . i| |5670: HITP. SQ Injection (SELECT) B ock 6
121.40.25.174  |China 147.237.76.42 |refuah.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
74.208. 154. 12 Lhited Sates 147.237.76.42 |refuah.idf.il 3808: HITP. SQ Injection Variable Declaration Bvasion |B ock 6
108. 166. 190. 139 [lhited Sates 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECI) B ock 6
106. 38. 241. 106 |Chi na 147.237.0.34 |tikshuv.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per nit 3
74.208. 218. 66 Lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SALECT) B ock 2
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|Top Attackers In |D|

Attacker Address |Target Address Aototuiikre; Signature

209. 208. 126. 125|147. 237. 77. 226 |Lhited Sates  [wwu chamatz.aka.idf.il [SQ Injection - Sel ect From 54
74.208.154.12 |147.237.76.42 |Uhited Sates  |refuah.idf.il SQ Injection - Select Fom 26
121.40.25.174 |147.237.76.42 |China refuah.idf.il S Injection - Select Fom 20
110. 4. 46. 108 147.237.0.34 |Mlaysia tikshuv.idf.il SQ Injection - Select From 20
50. 63. 196. 47 147.237.77.74 |Wited Sates  |lawidf.il SQ Injection - Select Fom 8
108. 166. 190. 139|147, 237. 72. 166 |Lhited Sates  [aka.idf.il S Injection - Select Fom 8
184. 168. 152. 58 [147.237.77.216|Wited Sates  [dover.idf.il SQ Injection - Select From 8
72.167.131.22 |147.237.77.74 |Wited Sates [lawidf.il SQ Injection - Select Fom 8
184.168.152. 58 |147.237.77.74 |Wited Sates [lawidf.il S Injection - Select Fom 8
74.208.218.66 |147.237.77.74 |Uhited Sates [lawidf.il SQ Injection - Select From 3
58.218. 200. 137 |147. 237. 76. 200 |Chi na eitan. aka.idf.il ET SCAN Potential SSH Scan 1
58.218.200. 137 |147.237.0.35 |China akavs. i df i1 ET SCAN Potential SSH Scan 1
115.47.12.162 [147.237.0.15 |China kosher-kravi .idf .il ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147. 237. 77. 205 |Net her | ands prisha idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 207. 141. 110(147. 237. 76. 176 |Lhited Sates  |[test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
66.249.73.166  [147.237.76. 147 |lhited Sates  [chinuch. aka idf.il ET SCAN NVAP -sA (2) 1

- ET SCAN Behavi oral Lhusual |y fast inbound Tel net
62.122.99.158 [147.237.8.46 [oo o e. chi nuch. i df .i Connect i ons. Potent a Scanyor A ute Force 1
58.218. 200. 137 |147.237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
184. 105. 247. 204(147.237.0.19 |Wnited Sates  |nadimatal .idf.il ET SCAN Behavi or a L,husugl |y fast Termnal Server Traffic, 1
Potential Scan or Infection

58.218. 200. 137 |147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
115.47.12.162 [147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
58.218. 200. 137 [147.237.0.17 |[China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
37.26.149. 244  |147.237.72. 166 |l srael akaidf.il portscan: TCP DO stributed Portscan 1
104. 207. 141. 110(147. 237. 76. 176 |Lhited Sates  |[test.ncore.idf.il ET SCAN NVAP -sS wi ndow 4096 1
66.249. 64. 108  [147.237.77.176|Wited Sates  [matpash.idf.il ET SCAN NVAP -sA (2) 1
62.90.215. 237|147 237 0.19 |5 el vadi matal idh il ET SCAN Behavi oral Uhusual |y fast Terminal Server Traffic, 1

Potential Scan or |nfection
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |[Ste Signature Acti on ‘Count
46.19.85.248  [Israel 147.237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |34
77.126.58.14  |israel 147.237.77. 243 |nubi | e.i df .i Streamng Engi ne: TP Invalid finvalid segnent retransnmission. |, o, 30
Ret ransni ssi on Packet dropped.
195. 85. 247. 254 |Fance 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 23
107. 167.116.27 |Wited Sates |147. 237. 77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST monitor |20
209. 208. 126. 125|Wited Sates |147. 237. 77. 226 "f"l"”ha”atz'aka'idf dr op First packet isnt SN drop 18
87.106. 184. 160 |Ger many 147.237.77.74 |lawidf.il dr op First packet isn't SN drop 12
176.13.1.23 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACGK nunber noni t or 11
79.177.202. 241 |israel 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |11
176.13.1. 23 I'srael 147. 237. 77. 216 |dover . i df . i1 Bad TCP sequence wﬁrs\;;{?x?c;fth moni tor |11
176.13.1.23 I srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 11
176.13.1.23 I srael 147.237. 77. 216 [dover.i df .i Bad TCP sequence Inval id ACK nunber aert 11
176.13.1. 23 I srael 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |11
46. 19. 85. 248 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 11
89. 139. 210. 100 |Israel 147.237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid |invalid checksum Packet drop 9
Checksum dr opped.
79.179. 164. 103 I srael 147.237.77. 243 |nobi le. i o . i1 Streamng Engi ne: TP Invalid finvalid segnent retransnmission. |, o, 9
Ret ransni ssi on Packet dropped.
46.19.85.152  |Israel 147.237.76.42 |refuah.idf.il Streamng Engi ne: TCP | nvalid |invalid segnent retransnission drop 7
Ret r ansni ssi on Packet dropped.
182. 232. 178. 150|Thai | and 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
66.96.128.60  |Lnited Sates [147.237. 72. 166 |aka.idf .i | dr op SAMrul e drop
84.95.208.20  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | Streamng Engi ne: TCP | nvalid |invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 54 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert
2.54.198. 173 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
176.13.1.23  [Israel 147.237.76.31 |nakchal .idf.il Bad TCP sequence wﬁtrﬁggzl;:th monitor |6
176.13.1.23 I sr ael 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |6
46. 19. 85. 54 I srael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |6
176.13.1. 23 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
46. 19. 86. 68 I sr ael 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |6
46.19.85.152  [Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |5
176.13.1.23 | srael 147.237.76.31 |[nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
176.13.1.23 I 'srael 147.237.76. 31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber alert 5
176.13.1. 23 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence I'nval i d ACK nunber monitor |5
176.13.1.23 | srael 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 5
176.13.1.23 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid sequence nunber noni t or 5
176.13.1. 23 I srael 147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout alert 5
176.13.1.23 | srael 147.237.76.31 |nakchal .idf.il dr op Frst packet isn't SYN drop 4
85.250.99. 154 I srael 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |4
87.69.36.196  |Israel 147. 237. 77. 216 |dover. i df . i1 Bad TCP sequence wﬁrs\;;{?x?c;fth monitor |4
46.120.131. 231 |Israel 147.237. 77. 243 |robi | e. i df . | Streaning Engine: TCP Invalid |invalid segnent retransmssi on. drop 4
Ret ransni ssi on Packet dr opped.
85. 64. 195. 83 | srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 4
5.102. 254. 41 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber moni tor |3
109.67.123.61 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |3
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 3
109. 253. 200. 254 |1 srael 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SYN drop 3
79.183.71.213 |israel 147.237.77. 243 |nobi L e. i o .i | Streamng Engine: TCP Inval id invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
46.19.85.234  [Israel 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nvalid ACK nunber alert 3
79.179.36. 147 |israel 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |3
91.135. 102. 189 |Israel 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST monitor |3
37.142.208.95 |[Israel 147. 237. 72. 166 |aka.i df . i | SYN At tack SYN -> SYN-ACK -> RST monitor |3
176. 13. 237. 101 |l srael 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 3
46. 19. 85. 234 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
91.135.102. 189 |Israel 147. 237. 7. 216 |dover. i df .i Bad TCP sequence STNACK retransmt with monitor |3

different w ndow scal e
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . i | Mil tipl e Unhaut hori zed URL Access from 84. 95. 208. 20 Bl ock 43
2.53.59. 46 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspici ous Response Code B ock 30
175. 44.16. 72 Chi na 147.237.77. 216 |dover.i df .i | Ml tipl e Unauthorized URL Access from 175.44. 16. 72 B ock 17
84. 95. 208. 20 I srael 147.237.77. 226 V\:ArN chamat z. aka. i df Ml tipl e Unauthorized URL Access from 84.95. 208. 20 B ock 10
84. 95. 208. 20 I srael 147.237.77. 216 |dover.i df .i | Ostributed PHP At tenpt B ock 10
84. 95. 208. 20 I srael 147.237.77. 226 V\:V\rN chamat z. aka. i df PHP At t enpt B ock 6
95. 35. 162. 29 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
175. 44.16. 72 Chi na 147.237.77. 216 |dover.i df .i | Ostributed PHP At tenpt B ock 6
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il Mil tipl e Unhaut hori zed URL Access from 84.95. 208. 20 Bl ock 4
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka. i df .i | Mul ti pl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 4
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | PHP Att enpt B ock 3
77.138.182.26 |France 147.237.72. 166 |aka. i df . i | m“;&‘:riidﬁé‘?l?en;hﬂldr;ﬁﬂf/gener ol . asp B ock 2
84.111.75.234 [Israel 147.237.77. 216 |dover.i df .i | Dstributed Aonormal |y Long Request B ock 2
176.228.92.78 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
212.117. 128. 250]l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il PHP Attenpt B ock 2
192.243.55.130 |lhited Sates |147.237.72.166|aka.idf.il Mil tipl e Unauthorized URL Access from 192. 243.55. 130 B ock 2
79.183.71.213 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
84.111.75.234 [Israel 147.237.77. 176 |mat pash. i df . i | Dstributed Aonormal |y Long Request B ock 2
84.95.208.20  [Israel 147.237.77. 176 |nat pash. i df . i | Distributed PHP Attenpt B ock 1
192.243.55. 130 Uhited Sates |147.237.72. 166 |aka.idf. il m“;grii gﬁdi Iﬁnﬁfiﬁo{rzl do_mur/ gener al . aspx B ock 1
66.102. 9. 22 Lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed Met hod PCST for aka.idf.il/nai n/ hone/ defaul t.aspx |B ock 1
109.67. 218. 20 | srael 147.237.77. 226 V\:V\:W chamtz.aka. il mu::ttlgrn;id ahj:._ig??slsl tteorrpl at es/ honepage/ homepage. aspx Bl ock !
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il Lhaut hori zed URL Access to wn kosher-kravi.idf.il/default.aspx |B ock 1
66.249.79.175 |[Israel 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
175. 44.16. 72 Chi na 147.237.77.216|dover. i df . i | Lhaut hori zed LRL Access to ww i df.il/index. asp B ock 1
37.237.201.11 |[iraqg 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df .il/adm n/ andobx php B ock 1
84. 95. 208. 20 I srael 147.237.77. 176 |nat pash. i df . i | Ml tipl e Unauthori zed URL Access from 84.95. 208. 20 Bl ock 1
192.243.55.131 |UWited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to ww aka.idf.il/tiznoret/gallery Bl ock 1
77.138. 246. 243 [France 147.237.77. 234 |hal ag. i df . i | ﬂ?%gg;fgsﬂnﬁggssssh;oe &bl et 1. gi Bl ock 1
66.249.66.129 |[lIsrael 147.237.76.200|ei tan. aka. i df . i | Lhaut hori zed URL Access to v eitan. aka.idf.il/ni B ock 1
142.4.215.116 |Canada 147.237.77. 176 [nat pash. i df . i | Uhaut hori zed URL Access to 147.237.77. 176/ robot s. t xt B ock 1
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 1
74.91. 23. 166 Lhited Sates |147.237.72.167|i shurimaka.idf.il Unaut hori zed URL Access to 147.237.72. 167/ B ock 1
87.70.242.39 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/main/ Bl ock 1
61.69.101.82  |Astraia  |147.237.72. 166 |aka. i df . i | m;&;‘:tdefdlwi;t :/()g;(fr?:r Method for Knoun LRL on Bl ock 1
84.95.208.20 |l srael 147.237.77. 176 |nat pash. i df . i | m“::gg; zed L t/tr?;S:t - homepage! pi wi k. pho Bl ock 1
79.177.41. 4 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66. 249. 66. 246 |l srael 147.237.77.234|hal ag.i df . i | Uhaut hori zed URL Access to ww | ogi stics. atal.idf.il/n B ock 1
157.55.39.196 |wited Sates [147.237.72.166[aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
2.53.143.109  |Israel 147.237.72. 166 |aka. i df . i | \?ﬂ;\f;’(:‘f;d et :;’; ;3;1”&[‘}' Access on Bl ock 1
192. 115. 177. 202|I srael 147.237.77.216|dover. i df . i | Mil tipl e Unhaut hori zed URL Access from 192.115. 177. 202 B ock 1
74.91. 23. 166 Uhited Sates |147.237.77.216|dover.idf.il Unaut hori zed Met hod HEAD for 147.237.77.216/ B ock 1
66.102. 9.5 Wited Sates |147.237.72.166|aka. i df .|| chaut nor zed ferfog PSBT Tor (. aspx Bl ock 1
213. 8. 204. 45 I srael 147.237.76.42 |refuah.idf.il Dstributed PHP Attenpt B ock 1
79.179.164. 103 [Israel 147.237.77.243|nobi [ e.i df . i | Dstributed Suspicious Response Code B ock 1
66.249.75.4 [Israel 147.237.76.42 |refuah.idf.il e o Son oon e ot uath aspx Bl ock 1
5.29. 55. 135 I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: Cpen Mde None 1
77.138.36.106  |France 147.237.72. 166 |aka. i df . i | m“;:gii jﬁo: I'\fgon‘j Sﬁ;f/%:)pups J ar i vsachar . aspx B ock 1
109. 67. 158. 238 |I srael 147.237.76.42 |refuah.idf.il Distributed thaut hori zed UL Access on B ock 1

147. 237. 76. 42/ st yl e/ shar ed/ r eset . css
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