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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site

|Signature

|Device Action|Count

79.182. 143. 180 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 16
185. 89. 217. 233 Net her | ands 147.237.77. 226 ww chanat z. aka. i df . i | [TGP handshake viol ation, first packet not syn|drop 7
71.19.252.114 Canada 147.237.77.216 dover.idf.il SYN H ood out of context drop 6
185.94.111.1 Russi an Federation 147.237.76. 176 test.ncore.idf.il B ack List drop 1
91. 210. 104. 40 Russi an Federation 147.237.76. 42 refuah.idf.il B ack List drop 1
212.179. 75. 114 | srael 147.237.77. 216 dover.idf.il B ack List drop 1
77.138.52. 97 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
176. 13. 249. 195 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1
78.129.171. 175 Uni ted Ki ngdom 147.237.76. 30 hi nush. i df . il B ack List drop 1




09-30-2016-11:04:03 to 09-30-2016-12:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address ‘Site |Sgnature Devi ce Action ‘Count |
75. 56. 235. 20 Lhited Sates 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 12
87.106. 184. 160 Ger many 147.237.77.74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
23.91.70.51 Lhited Sates 147.237.77.74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
87.106. 184. 160 Ger many 147.237.77. 74 lawidf.il 6134: HITP. SQ Injection Variabl e Declarati on Evasion B ock 6
23.91.70.51 Lhited Sates 147.237.77.74 lawidf.il 6134: HITP. SQ Injection Variabl e Declaration Bvasion B ock 6
162.210. 196. 100 |Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per nirt 3

106. 38. 241. 106 Chi na 147.237.76. 31 nakchal . idf.il |CLO00071: HTTP. User Agent Sogou+web+spi der Per nirt 2
74.208. 218. 66 Lhited Sates 147.237.77.74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 2




09-30-2016-11:04:03 to 09-30-2016-12:04:03

|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
75. 56. 235. 20 147.237.72. 166 |Uhited Sates |aka.idf.il S Injection - Select From 36
87.106. 184. 160 |147.237.77.74 |Ger many lawidf.il SQ Injection - Select From 36
23.91.70.51 147.237.77.74 |Wited Sates |lawidf.il S Injection - Select From 14
74.208.218.66 |147.237.77.74 |lhited Sates |[lawidf.il S Injection - Select From 10
921 138.139.89 |147 237 8 14 [|FOr€a Republic| .o ET SOAN Behavi oral Usual |y fast inbound Tel net Connecti ons, 5
of Potential Scan or Brute Force
62.210.113. 73  |147.237.77. 216 |France dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
183. 60. 48. 25 147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
167.58.40. 222 |147.237.77.61 | uguay . cogeti i ET SI)AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
125. 65. 82. 44 147. 237.76. 42 |China refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
106. 187. 45. 144 |[147.237.0.17 |Japan mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
66.249.93. 135  |147.237. 77. 233 |Eur ope atal.idf.il ET SCAN NVAP -sA (2) 1
201. 114. 60. 162 |147.237. 76. 177 [Mexi co ncore.idf.il ET SCAN NVAP -sS wi ndow 3072 1
42116, 76. 87 147 237 7774 |\t et nam Lanidf i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
185. 32, 179. 246 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
183. 60. 48. 25 147. 237. 76. 147 |Chi na chi nuch. aka. i df . il ET SCAN Potential VNC Scan 5900- 5920 1
183. 60. 48. 25 147.237.76.39 |China nobi | e. nei tav.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
163. 172. 169. 150|147, 237. 0. 15 E?i;gegom kosher -kravi . i df .i ET SCAN NVAP -sS wi ndow 1024 1
125. 65. 82. 44 147.237.76.38 |China e.eneitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
202.67.237.220 [147.237.77.212|Hong Kong e. dover.idf.il ET SCAN Potential SSH Scan 1
187. 136. 207. 131|147. 237. 72. 156 |Mexi co aman. i df.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 201 |Chi na e.atal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1




09-30-2016-11:04:03 to 09-30-2016-12:04:03

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count

89.249.107. 248 |Qoatia 147.237.77. 216 |dover.idf .i | drop First packet isn't SN drop 42

107. 167. 102. 162|Uhited Sates |147.237.77.216 [dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 23

37.26.148.150 |Israel 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST noni t or 13

46.19. 86. 78 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11

185.89. 217. 235 |Netherlands |147.237.77.226 "‘:’f"‘ChamZ' aka.idf |4 op Frst packet isn't SN drop 10

46. 19. 86. 78 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 9

185.89. 217. 226 |Netherlands  |147.237.77.226 "‘:’YNChamz' aka.1dl |4 op First packet isn't SWN drop 8

185.89.217. 229 |Netherlands  |147.237.77. 226 "‘:’f“ha”“tz' aka.1df |4 op First packet ism't SWN drop 6

46. 19. 86. 99 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber alert 6
Sreamng Engine: TCP Invalid i i ssi

2.55.29. 92 I srael 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.

185.89. 217. 225 [Netherlands  |147.237.77. 226 "‘:’YMChamz' aka.1dl |4 op First packet ism't SWN drop 6

46. 19. 86. 99 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor (6

62.0.223.1 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
Sreaning Engine: TCP Invalid i i ssi

83.130. 68.240 | srael 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

109. 253. 220. 220|1 srael 147.237.77. 243 |nobil e. i df . 9 =g Invalid segnent retransmssion. o 6
Ret ransni ssi on Packet dropped.

46.19. 85. 78 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber alert 6

46.19. 85. 78 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber noni t or

185.89. 217. 228 [Netherlands  |147.237.77. 226 "‘:"f’“ham’tz' aka.idt e o First packet isn't SWN drop 6

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop

176.13.2.8 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or

2.53.17.212 I srael 147.237.72. 166 |aka. i df . i | SYN At tack SYN -> SYN-ACK -> Ti neout moni t or

185.89. 217. 234 |Netherlands  |147.237.77. 226 "‘:’f"‘ChamZ' aka.1df |4 op Frst packet isn't SN drop 4

2.53.17.212 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert 4
Sreanming Engine: TCP Invalid i i ssi

66.249.93.79  |Europe 147. 237. 76. 200 |ei tan. aka. i of . | 9 =g Invalid segnent retransmssion. |, 4
Ret ransni ssi on Packet dropped.

e SYN+tACK retransnmit wth .

46.19. 86. 1 I srael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence di fferent vi ndow scal & monitor |4

185.89.217.230 |Netherlands |147.237.77.226 "‘:’YNChamz' aka.1dl |4 op First packet isn't SWN drop 4

2.53.17.212 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or

2.53.17.212 I srael 147.237.72. 166 |aka.i df i Bad TCP sequence Invalid sequence nunier noni t or

185.89. 217. 227 |Netherlands  |147.237.77.226 "‘:’f"‘ChamZ' aka.1df |4 op Frst packet isn't SN drop 4

79.178.27. 92 I srael 147.237. 72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or

2.53.17. 212 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout alert

185.89. 217. 233 |Netherlands  |147.237.77. 226 V‘?’f"“:hamz' aka.1df |4 op First packet isn't SWN drop 4

2.55.164.232 | srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence SYNHACK retransmt with monitor |3

di fferent w ndow scal e

46.151. 209. 187 |Saudi Arabia |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST nmoni t or 3
Sreanming Engine: TCP Invalid i i ssi

93.172.96.134 |Israel 147.237. 77. 243 |robi 1 e i df . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.

46. 19. 85. 97 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert

46. 19. 85. 97 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber noni t or

185.89. 217.232 [Netherlands  |147.237.77. 226 "‘:’YMChamz' aka.1dl |4 op First packet ism't SWN drop 3

5.102. 195. 155 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor 3

176. 13. 6. 68 I srael 147. 237. 72. 167 |i shuri maka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 3

2.53.164. 202 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST mnitor |3

91. 140. 76. 219 |G eece 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3

46. 116. 42. 69 I srael 147.237.77. 243 |mobi l e.idf i | Bad TCP sequence Inval i d ACK nunber monitor |2

46.19.86. 1 I srael 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |2

o SWNretransnmit wth different .

109. 65. 98. 57 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence i ndow scal e monitor |2
Sreamng Engine: TCP Invalid i i SSi

157.55.39. 145 |Wited Sates |147.237.76.200 |eitan. aka idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret ransni ssi on Packet dropped.

37.26.148.242 [Israel 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST nmoni t or 2
Sreanming Engine: TCP Invalid i i ssi

77.139.21.46  |France 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. | o 2
Ret ransm ssi on Packet dropped.

46.116. 42. 69 I 'srael 147.237.77. 243 |nobi | e.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout nmoni t or

178.59. 231. 224 |G eece 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
79.176.34.237 |lsrael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 208
79.179.128.39 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 120
. - . Ostributed Paraneter Type Mol ation on nobile.idf.il/sachar/login
176. 13. 249. 195 |l srael 147.237.77. 243 |nobi l e. i df . i | par anet er Passvor d B ock 10
. . ; Ostributed Paraneter Type Mol ation on
80. 246.138. 97 I srael 147.237.77. 243 nobi | e. i df . i | nobi | e. i df.il/sachar/changepassword paraneter NewPassword Bl ock 9
109. 253. 209. 229]l srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspi ci ous Response Code B ock
89. 249. 107. 248 |Qoatia 147.237.77.216|dover. i df . il Mil ti pl e Uhaut hori zed URL Access from 89. 249. 107. 248 Bl ock
80. 246. 138. 243 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock
. . D stributed Unauthori zed Method for Known URL on
77.139.96.184 |France 147.237.72. 166 |aka. i df . i | v aka. i df . i | / mai n/ sachar / vi ewpaysl i p. aspx B ock 3
62.128.45.204 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
. . . Paraneter Type M ol ati on NewPassword in
46.19. 85. 12 I srael 147.237.77.243|nobi | e.i df . i | nobi | e. i df i | / sachar/ changepassvor d B ock 3
109. 64.57.226 |Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 3
77.139.68.202 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCBT for wwwy aka. i df . il /mai n/ sachar B ock 3
87.69. 171. 96 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
46. 19. 86. 127 I srael 147.237.72. 166 [aka. i df . i | DOstributed I11egal Bite Qode Character in LR B ock 2
5.29. 147. 10 I srael 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Bte Gode Character in URL B ock 2
84. 95. 208. 20 I srael 147.237.77.234|hal ag.i df . i | Mil tipl e Unaut hori zed URL Access from 84.95.208. 20 Bl ock 2
169. 229. 3. 91 g;g: 147.237.76.30 |hi nush.idf.il Mitiple Illegal Byte Qode Character in Mthod from 169. 229. 3. 91 B ock 1
77.127.84.116 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 1
2.53.27.64 I srael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to v idf.il/tenpl ates/article/ null Bl ock 1
185. 27. 106. 228 |l srael 147.237.77. 216 |dover.idf . il Paraneter Type Mol ation aspxerrorpath in wwidf.il/error.htm B ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |Mitiple Wnauthorized URL Access from 84.95. 208, 20 B ock 1
Ui ted NULL Character in Method
169. 229. 3. 91 Sates 147.237.76.39 |nobile.neitav.idf.il |n“[[#0]]1Y 1y &[#1]]1>YA[[#19]]8&, &a," Qi@ Anq [#2] 1 [[#22] ] u€[ [#31]] |8 ock 1
EOQ« <! 3559 e [ #7]] « ( CUU%o
www. chamat z. aka. i _ o
66.249. 66. 101 |l srael 147.237.77. 226 df il Unhaut hori zed URL Access to ww chamat z. aka. i df . i1/404. aspx B ock 1
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | PHP At tenpt B ock 1
23.247.85. 14 g‘;tt:: 147.237.77.216|dover.i df . il Lhaut hori zed URL Access to ww i df.il/wp-1ogin. php B ock 1
79.181.71.112 |[Israel 147.237.72. 156 |anman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
169. 229. 3. 91 g"alt:g 147.237.76. 147 |chi nuch. aka. i df .il |Mitiple Illegal Byte Qode Character in Method from169.229. 3. 91 Bl ock 1
169. 229. 3. 91 g“;:s 147.237.76.39 |nobile.neitav.idf.il |Abnornally Long Request nethod B ock 1
77.138.70.180 |France 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to vww aka. i df .il/mai n/ gi yus/ nul | B ock 1
2.55. 156. 180 | srael 147.237.77.216|dover. i df . il SSL Untraceabl e Connection - Qpen Mde None 1
192. 243. 55. 134 ;“;tteeg 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 192. 243. 55. 134 B ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |PHP Attenpt Bl ock 1
. . Unaut hori zed Met hod PCBT for
77.139.213.24 |France 147.237.72. 166 |aka. i df . i | vaww aka, i df i |/ mai n/ gi yus/ yahash2017/ | obby. aspx B ock 1
i ted Unknown HTTP Request Met hod
169.229. 3. 91 Sates 147.237.76.39 |nobile.neitav.idf.il [n“[[#0]]1VY |y &[#1]]>YA[[#19]]8, éa," QuQ Anq [#2]][[#22]] € [#31]] |H ock 1
ECDe <! 3559 e [#7]]+(COWhoi n URL =Uz[ [ 1I#18NN]] +
66.249.76.106 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df . il/edinitheproj/ Bl ock
109. 253. 220. 220|I srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code B ock
84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf .l Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 1
43.226.15.161 |Canbodia |147.237.72. 166 |aka. i df .i| Distributed Lhauthori zed Method for Known LRL on Bock |1
v aka. i df . i | / nai n/ sachar
169. 229. 3. 91 ;“;tteeg 147.237.76. 147 |chi nuch. aka. i df . i | Unknown HTTP Request Method |, YAR}"3Axff[[#5]] DD Bl ock 1
Ui ted Illegal Byte de Character in Mt hod
169. 229. 3. 91 Sates 147.237.76.39 |nobile.neitav.idf.il |n“[[#0]]1Y 1y &[#1]]1>YA[[#19]] 8, &a," Qi@ Anq [#2] 1 [[#22] ] u€[ [#31]] |8 ock 1
EOQ« <! 3559 e [ #7]] « ( CUU%o
. . D stributed Unaut hori zed Method for Known URL on
77.139.50.126 |France 147.237.72. 166 |aka. i df . i | vaw aka, i df . 1/ mai n/ gi yus/ yahash2017/ | obby. asp B ock 1
Lhited . . D stributed Unauthori zed Method for Known URL on
66.102. 6. 23 Sates 147.237.72. 166 |aka. i df . i | v aka. i df . i | / mai v/ sachar / vi ewpaysl i p. aspx Bl ock 1
89. 249. 107. 248 |Qoatia 147.237.77. 216 |dover.i df . il Unhaut hori zed URL Access to waw i df.il/894-en/idf gdover. aspx B ock 1
Lhited . - Unaut hori zed URL Access to
192.243.55. 134 Sates 147.237.72. 166 [aka. i df . i | waw aka. i df . i1/ mai n/ gi yus/ gener al . aspx?cat i d=62296&doci d=77012 Bl ock !
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il Dstributed PH> A tenpt B ock 1
169. 229. 3. 91 g“;:s 147.237.76. 147 |chi nuch. aka. i df .i|  |Abnornal Iy Long Request net hod B ock 1
169. 229. 3. 91 g];::: 147.237.0.34 |tikshuv.idf.il Abnormal |y Long Request net hod Bl ock 1
66. 249. 93. 85 I srael 147.237.77.216|dover.i df . il Lhaut hori zed URL Access to waw idf.il/english/3v2 B ock 1
169.229. 3. 91 ;h;:ee: 147.237.76.39 |nobile.neitav.idf.il|lllegal Byte Gode Character in URL =(k[[ I#18NN]] B ock 1
77.139.52.146  |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCST for waw aka.idf.il/ishurindmai n/ B ock 1
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