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09-30-2016-10:04:00 to 09-30-2016-11:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
46.117. 31. 84 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
8. 37.225.123 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack _Con_Htp drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forvard 2
77.138.52. 97 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
121.127.7. 55 Phi | i ppi nes 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
78.129.171. 175 Uni ted Ki ngdom 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 1
126. 248. 161. 228 Japan 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
121.127.7.48 Phi | i ppi nes 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
183. 60. 48. 25 Chi na 147.237. 76. 196 e.sviva.idf.il JLM Under Attack Con_Tcp drop 1
121.127.7.51 Phi | i ppi nes 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker GJuntry| rget Address |Site |Sgnature

106. 38. 241. 106 |Chi na 147.237.77. 176 |mat pash. i df . i | Cl000071: HTTP:. User Agent Sogou+web+spi der Per nirt 8
86. 132. 208. 154 [Uni ted Ki ngdom |147.237.77.176 |nat pash. i df .i | C1000074: HTTP. naj estic bot Per it 7
106. 38. 241. 106 |Chi na 147.237.77.74 |lawidf.il C1000071: HTTP: User Agent Sogou+web+spi der Per nirt 7
106. 38. 241. 106 |Chi na 147.237.77. 170 |maar achot . i df . i | |CLO00071: HTTP. User Agent Sogou+web+spi der Per nirt 4
106. 38. 241. 106 |Chi na 147.237.72. 167 |i shuri maka. i df . i|CL000071: HTTP: User Agent Sogou+web+spi der Per mt 2
86.132. 208. 154 |Wni ted Ki ngdom [147.237.72.166 |aka. i df .i | C1000074: HTTP. maj estic bot Per nit 2
106. 38. 241. 106 |Chi na 147.237.76.31 |nakchal .idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der Per nirt 2
106. 38. 241. 106 |Chi na 147.237.76.86 |navy.idf.il CL000071: HTTP: User Agent Sogou+web+spi der Per mt 2
106. 38. 241. 106 |Chi na 147.237.76.42 |refuah.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per nirt 1
88.234.91.157 [Turkey 147.237.77. 216 |dover.i df . i | C1000016: HTTP. adninistrator in UR Per nit 1
88.234.91. 157 |Turkey 147.237.77. 216 |dover.idf.il C1000018: HITP. access to adnministrator/index. php -> Quarantine |Pernit 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Korea, Republic

Signature
ET SCAN Behavi oral Whusual |y fast inbound Tel net Gonnecti ons,

220.70.219.86  (147.237.76.197 - e. hinush.idf.il Fotential Scan or Brute Force 2
122. 169. 113. 242|147.237.0.35 |india akaws. i df .i | ET SCAN Potential SSH Scan 1
122. 169. 113. 242|147.237.0.19 |india nadi matal .idf.il ET SCAN Potential SSH Scan 1
113. 190. 0. 226 147. 237. 76. 176 |M et nam test.ncore.idf.il ET SCAN Behavi oral Uhusual | y fast inbound Tel net Connecti ons, 1
Potential Scan or Brute Force
80.246.138.96  [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
62. 150. 255. 205 |147.237. 77. 226 |Kuwai t wan chanat z. aka. i df . i | [ET SCAN NVAP -sS wi ndow 3072 1
62. 150. 255. 205 [147.237. 77. 226 [Kuvai t wan chanat z. aka. i df . i | [ET SCAN NVAP -f -sS 1
122. 169. 113. 242|147.237.0.34 |india tikshuv.idf.il ET SCAN Potential SSH Scan 1
122.169. 113. 242|147.237.0.16 |India ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
106. 38. 241. 106 |147. 237. 72. 167 [chi na i shuri maka. i df . i SERVER APACFE Apache mod_ss| non-SSL. connection to SS. port |,
deni al of service attenpt
66.249. 64. 108 |147.237.77.176|Whited Sates |natpash.idf.il ET SCAN NVAP -sA (2) 1
62. 150. 255. 205 [147.237. 77. 226 |Kuvai t wan charat z. aka. i df . i1 [ET SCAN NVAP -sS wi ndow 2048 1
46.120.122. 219 |147.237. 72. 166 I srael aka.idf.il Xenu Link S euth Wser Agent 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
8.37.225.123 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 348
212.199. 154. 194|l srael 147.237.72. 156 |anan. i df . il drop Frst packet isn't SN drop 132
5.43.164. 168 Qoatia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 42
5.102.242.174  |israel 147.237.77. 203 |mobi e .11 | ©AMNG Engine: TP Tnval i d i malid segrent retransmssion. |y o 30
Ret r ansmi ssi on Packet dr opped.
46.19.85.166  |[Israel 147. 237.72. 166 |aka i of i Bad TCP sequence ﬁ;ﬂ;ﬁ;j&;gt‘ﬂgth monitor (23
8.37.225.123 Wited Sates 147.237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> Timeout |nonitor |21
46. 19. 85. 166 | srael 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 21
176.13.11. 177 |israel 147.237.77. 243 |rwvi e i i1 |/ €3M NG Engine: TCP Inval id invalid segnent retransmssion drop 18
Ret ransni ssi on Packet dropped.
2.53. 59. 56 I'srael 147.237.77. 203 |owbi e i1 | €AM NG Engine: TCP Invalid invalid segnent retransmssion. |y 18
Ret r ansni ssi on Packet dr opped.
176. 13. 1. 200 I srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST nonitor |15
46. 19. 85. 166 I sr ael 147. 237.72. 166 |aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST nmonitor |14
46. 19. 85. 61 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
109. 253. 135. 160|1 srael 147. 237. 72. 156 |anan. i of .i SYN At t ack SYN -> SYN-ACK -> RST nonitor |12
46. 19. 85. 61 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
46.19.85.61 [Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence wﬁﬁ;gxg;gth moni tor |9
46. 19. 85. 61 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or
79.182.28.219 |[Israel 147.237.72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST noni t or
31.168. 147. 237 |Israel 147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 7
2.55.174. 25 I srael 147.237.72. 166 |aka i f . i Bad TCP sequence cﬂ\:ﬁr\%;sx?c;gm monitor |6
80. 246. 140. 158 |l srael 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
46.19.85.179  |Israel 147.237.77. 243 |rwvi e i i1 |/ €AM NG Engine: TCP Invalid invalid segnent retransmssion drop 6
Ret ransni ssi on Packet dr opped.
80. 246. 140. 158 |l srael 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 6
80. 246. 140. 158 I srael 147. 237.72. 166 |aka. i df .| Bad TCP sequence ﬁ;ﬂ;ﬁ;j&;gt‘ﬂgth monitor (6
2.53.186. 24 I srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST nonitor |6
109. 253. 221. 2421 sr ael 147.237.77. 243 |moti e ich. i1 | €M NG Engine: TGP Invalid finvalid segnent retransmssion |y 6
Ret r ansmi ssi on Packet dr opped.
66. 102. 9. 147 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
46.19. 85. 61 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber alert 5
46. 19. 85. 166 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 5
66. 102. 9. 145 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
46. 116. 206. 157 |Israel 147.237.72. 156 |anan.i df .i drop First packet isn't SWN drop 4
188. 161. 56. 79 glcisgiig;a” Territoryl147. 237. 77. 176 |natpash.iof.il  |drop Frst packet isn't SIN drop 4
89. 138. 188. 237 |l srael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence monitor |3
80.178.101.40 |lsrael 147.237.72. 166 |aka. i df . i drop Frst packet isn't SYN drop 3
46. 19. 85. 81 I srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST nonitor |3
89. 138. 188. 237 |[Israel 147.237.72. 166 |aka.idf. il dr op First packet isn't SN drop 3
185.120. 125. 37 |Israel 147.237.77. 243 |moti e ich. i1 | €M NG Engine: TGP Invalid finvalid segnent retransmssion |y 3
Ret r ansmi ssi on Packet dr opped.
79.177.211. 225 |l srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence nonitor |3
2.53.27.232 I srael 147.237.72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST monitor |3
212.76.104.94 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
101. 201. 223. 175|Chi na 147.237.77. 170 [mmarachot . i of .i1 |SYN At t ack SYN -> SYN-ACK -> Tineout [monitor |3
79.181.141. 186 |l srael 147.237.72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST monitor |3
109. 64. 152. 174 i srael 147.237. 77, 243 |mbi e i 11 | S NG Engine: TCP Invalid invalid segrent retransmission drop 3
Ret r ansmi ssi on Packet dr opped.
46. 19. 86. 80 I srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
109. 253. 131. 181l srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
176. 13. 225. 177 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 2
37.26.148.252 |[Israel 147.237.0.19 |nadimata.idf.il|Bad TCP sequence alert 2
176.13.250. 77  |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
46.19. 85. 224 I srael 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |2
109. 64. 150. 168 |l srael 147.237.72. 167 |i shuri maka. i df . i |dr op Frst packet isn't SN drop 2
77.138.106. 132 |France 147.237.0.34 |tikshw.idf.il |Bad TCP sequence Invalid ACK nunber monitor |2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
37.26.148.252 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 93
79.176.34.237 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 57
2.55.38. 38 I srael 147.237.0.19 |[madi matal .idf.il Dstributed Suspicious Response Code B ock 47
109. 253. 135. 72 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 30
80. 246. 139. 135 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 16
46.116.57.130 | srael 147.237.77. 243 |nobi | e. i df . i | fbﬁtt ?Lﬁ’f’fs\;cﬂ;t/ic‘;';n;fgsﬁsfrd in B ock 16
2.55.38.38 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 6
89.138.172. 4 I srael 147.237.77.243|nobi | e. i df . i | Paraneter Type M ol ation Password in nobile.idf.il/sachar/login B ock 5
176.13.11.177 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response CGode B ock 4
88.234.91.157  |Turkey 147.237.77.216|dover . i df . i | Mil tipl e Uhaut hori zed LR Access from 88.234.91. 157 B ock 3
2.53.59. 56 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
84. 95. 208. 20 I 'srael 147.237.77. 226 }'W\:Al’ chanat z. aka. i d Mil ti pl e Unaut horized URL Access from 84. 95.208. 20 B ock 3
80. 246. 140. 134 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
109. 253. 145. 192|I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 3
88.234.91.157  |Turkey 147.237.77.216|dover. i df .i | Mil tiple Admn B ocking from 88.234.91. 157 B ock 2
79.177.152.90 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
88.234.91.157 [Turkey 147.237.77. 216 |dover.idf.il PHP Att enpt B ock 2
77.139.68.202 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for waw aka.idf.il/nai n/sachar B ock 2
84. 95. 208. 20 | sr ael 147.237.76.86 |[navy.idf.il Ml tipl e Unauthorized URL Access from 84.95. 208. 20 B ock 2
109. 253. 221. 242|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
66.249. 64. 185 |l srael 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to waw i df.il/anan/ B ock 1
31.168. 147. 237 |Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf . il Ostributed PHP At tenpt B ock 1
80. 229. 41. 50 E?i;;gom 147.237.72. 166 |aka. i df . i | m“;?;rii dzfe.‘ijl'/\bn;?gfgipﬁ; g(?orkl et aspx Bl ock 1
2.53.54.32 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1

. . SS. Whtraceabl e Gonnection - Protocol violation
77.127.241.20 |Israel 147.237.72. 156 |anman. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1

. . Unaut hori zed URL Access to
95. 86. 110. 34 I srael 147.237.77. 234 |hal ag. i df . il 147. 237. 77. 2341 i nages/ shar e/ bul | et 1. gi f B ock 1

Uhaut hori zed URL Access to

84. 95. 208. 20 I sr ael 147.237.77.234|hal ag. i df . il vow | ogi st cs. atal i df i1/t enpl at es/ honepagel di v. i tem Bl ock 1
46.117.58. 1 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
31.154. 81. 37 I srael 147.237.76. 42 |refuah.idf.il Ostributed PHP At tenpt B ock 1
84.95,208.20 | srael 147.237.0.34 |tikshuv.idf.il Wnaut hori zed URL Access to Bl ock 1

wn ti kshuv. i df.il/tenpl at es/ honepage/ div.item

ny- kosher-kravi . idf.i

I
. . Unhaut hori zed URL Access to
66.249.73.166 I srael 147.237.76.86 [navy.idf. il navy.idf.il/tenpl at es/ shared/ user control s/ navnenw nazi . i df . il Bl ock !

. . Unaut hori zed URL Access to
84. 95. 208. 20 I srael 147.237.77.216|dover . i df . i | v i df i 1/t enpl at es/ honepage! pi vi k. php Bl ock 1

. . . . . S3. Uhtraceabl e Gnnection - Protocol violation
106. 38. 241. 106 |Chi na 147.237.72.167|i shuri maka. i df . il (SSL_OONN LI ENT FELLO) None 1

157.55.39.128 |lhited Sates |147.237.0. 16 Unaut hori zed URL Access to waww ny- kosher-kravi.idf.il/ B ock 1

. . Uhaut hori zed Met hod PCST for
77.138.209. 119 |France 147.237.72.166 |aka. i df . i | vaw aka. i df i |/ mai v sachar / f aq, aspx B ock 1

Unhaut hori zed Met hod HEAD for

84.229.56.228 |Israel 147.237.72. 166 |aka. i df . i | S S ; B ock 1
wwy aka. i df . i1/ mai n/ gi yus/| ogi n. aspx

46. 237.223. 218 |Ger many 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to vww i df.il /I ogin/ B ock

31.154. 81. 37 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to ww refua. atal .idf.il/xnrpc. php Bl ock

84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | PHP At enpt B ock 1

_ www. chamat z. aka. i d , R
157.55.39.145 |lhited Sates |147.237.77.226 £l Unaut hori zed URL Access to waw chanat z. aka. i df . i1/404. aspx B ock 1
79.179.130.58 |lsrael 147.237.76.42 |refuah.idf.il PHP Attenpt Bl ock 1
. - Uhaut hori zed URL Access to

66. 249. 75. 4 | srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994~ 9237- he/ r ef uah. aspx Bl ock 1

37.26.148.252 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136-he/ atal . aspx |B ock 1

85. 64. 144. 223 [Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed LR Access to waw aka.idf.il./favicon.ico Bl ock 1

52.16.137.212 [ireland 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to / B ock 1

31.154.81.40  |Israel 147.237. 72. 166 |aka. i df . i | thknown Par ameter V| EASTATEENCRYPTED i n None 1
wwn aka. i df . i | / mai n/ sachar/ mar ki veysachar . aspx

84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to v aka. i df . il /main/giyus/piw k. php |B ock

79.179.130.58 [Israel 147.237.76. 42 |refuah.idf.il Uhaut hori zed LRL Access to waw refua. atal .idf.il/wp-1ogin. php B ock

66. 249. 75. 8 I srael 147.237.76.42 |refuah.idf.il thaut hori zed LR. Access to Bl ock 1

147. 237. 76. 42/ 994- 8847- he/ r ef uah. aspx
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