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09-30-2016-09:04:02 to 09-30-2016-10:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
212.199. 154. 194 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 1399
79.181. 151. 124 | srael 147.237.72. 166 aka.idf.il B ack List drop 5

80. 246. 133. 247 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 3

37. 26. 146. 221 | srael 147.237.72. 156 anan.idf.il Invalid TGP H ags drop 2
77.138.52.97 F ance 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
141.212.122. 106 Lhited Sates 147.237. 76. 147 chinuch. aka.idf.il |Back List drop 1
37.26.146. 221 | srael 147.237.72. 156 anan.idf.il Invalid L4 Header Length drop 1
141.212. 122. 107 Lhited Sates 147.237. 76. 147 chinuch.aka.idf.il |Back List drop 1

93. 158. 200. 66 Net her | ands 147.237. 76. 147 chinuch. aka.idf.il |Back List drop 1

93. 158. 200. 66 Net her | ands 147.237.76. 177 ncore.idf.il B ack List drop 1




09-30-2016-09:04:02 to 09-30-2016-10:04:02

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

62.138. 2. 243 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 2




09-30-2016-09:04:02 to 09-30-2016-10:04:02

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Feder at i on

46. 19. 85. 152 147.237.76.42 |Israel refuah.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 2
195. 208. 165. 101|147, 237. 77. 205 ?ézz;;”im prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
176. 20. 227.98  |147. 237. 77. 235 |Dennar k svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
93.190.90.226 |147.237.8.50 |Ger many e tikshuv.idf.il ET SCAN Potential SSH Scan 1
91.224.161.69 |147.237.76.39 |Netherlands nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
91.224.161.69 |147.237.0.34 |Netherlands tikshuv.idf.il ET SCAN Potential SSH Scan 1
. |ET SCAN Behavioral lhusual Iy fast Termnal Server Traffic,
89. 248. 163. 3 147.237.0.17 [Netherl ands mny-kosher-kravi .idf.il . . 1
Potential Scan or Infection
62. 150. 255. 205 |147.237.76.34 |Kuwai t yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.161.40.17  |147.237.8.14 gj::;”ion e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
i ET SCAN Behavi oral Lhusual |y fast inbound Tel net
220.70.219.86 |147.237.0.35 |KO€ Republic | e idf il : _ y 1
of Gonnections, Potential Scan or Brute Force
195. 208. 165. 101|147, 237. 76. 200 gj::;”ion eitan. aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
106. 187. 45. 144 |147.237.0.34 [Japan tikshuv. i df.il ET SCAN Potential SSH Scan 1
91.224.161.69 |147.237.76.44 |Netherlands e.refuah.idf.il ET SCAN Potential SSH Scan 1
91.224.161.69 |147.237.76.38 [Netherlands eeneitav.idf.il ET SCAN Potential SSH Scan 1
91.224.161.69 |147.237.0.19 |Netherlands nadi matal .idf.il ET SCAN Potential SSH Scan 1
62. 150. 255. 205 |147.237.76.34 |Kuwai t yohal an.idf.il ET SCAN NMAP -sS wi ndow 4096 1
46.161.40.17  |147.237.8.28 [ssian e.nobi | e-ks.idf.il ET SCAN NVAP -sS wi ndow 1024 1




09-30-2016-09:04:02 to 09-30-2016-10:04:02

|Top Attackers In FW |

Devi ce

A tacker

Attacker Address count ry Target Address |Ste Signature Action ‘Count
82.145. 221. 243 |Eur ope 147. 237.77. 216 |dover. i of .i | dr op First packet isn't SWN drop 74
Sreaning BEngine: TGP Invalid i i ssi
176.13.6.233  |Israel 147.237. 77. 243 |nobi l e, f . 9 =9 nval i d segnent retransmssi on. drop 39
Ret r ansm ssi on Packet dropped.
62. 0. 225. 254 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SYN drop 36
Sreaning BEngine: TCP Invalid i i ssi
176.13.235.36 |l srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Inval i d segnent retransmssi on. drop 30
Ret r ansm ssi on Packet dropped.
o Sreamng Engine: TCP Invalid _
37.26. 146. 221 | srael 147.237. 72. 156 |anan. i df . il Inval i d checksum Packet dropped. |drop 28
Checksum
Sreaning BEngine: TGP Invalid i i ssi
2.55.182. 72 I'srael 147. 237. 77. 243 |nubil e, i of . i1 9 =g Inval i d segnent retransmssi on. drop 27
Ret r ansm ssi on Packet dropped.
93.172.56.57  |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SINHAK retransmt with different oo o0 |19
W ndow scal e
Sreaning BEngine: TGP Invalid i i ssi
79.183. 8. 17 I'srael 147. 237. 77. 243 |nubil e, i of . i1 9 =g Inval i d segnent retransmssi on. drop 15
Ret r ansm ssi on Packet dropped.
46. 19. 85. 19 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 14
46. 19. 85. 19 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 14
93.172.56. 57 I srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 13
62. 0. 203. 129 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SYN drop 12
212.199. 154. 194|l srael 147.237. 72. 156 |anan. i df . il dr op Frst packet isn't SN drop 10
46. 19. 85. 19 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber aert
46. 19. 85. 19 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaming Engine: TP Invalid i i ssi
87.70.28.112  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Inval i d segnent retransmssi on. drop 9
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i SSi
5.28.179.135  |Israel 147.237. 77. 243 |robi 1 e. i of . i 9 =g vl i d segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.
r in ine: TCP Invali i i Ssi
80. 246. 139. 161 |Israel 147.237.77. 243 |mbi e ik i1 | €M NG Engi ne: TP alid  |invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i SSi
176.12.160.2  |israel 147.237. 77. 243 |robi 1 e. i of . i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
212.199. 154. 194l srael 147.237.72. 156 |anan. i df .i SYN At ack SYN -> SYN-ACK -> RST noni t or
176. 13. 2. 207 I srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST noni t or
Sreaning Engine: TAP Invalid i i sSi
66.249.76.71  |Wited Sates |147.237.0.19 |nadimatal.idf.il 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
80. 178. 74. 56 I srael 147. 237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 6
46. 19. 85. 217 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 217 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
80.178.98.145 |Israel 147. 237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 6
62.0.221.1 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
62.0.210.1 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
93.172.56. 57 I srael 147. 237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 5
2.53.18.25 I srael 147. 237. 72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 5
37.26.147.157 |lsrael 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
. . SYNPAXK retransmit with different .
2.53.18.25 | srael 147.237.72. 166 |aka. i df.il Bad TCP sequence vi ndow scal e noni t or 5
80.178.98.145 I srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SINHAK retransmt with different oo s
W ndow scal e
2.53.18.25 I srael 147.237.72. 166 |aka. i df . i Bad TCP sequence Invalid sequence nunber noni t or 4
e SYNHAK retransmit with different .
2.53.18.107 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence wi ndow scal noni t or 4
2.53.18.25 I srael 147.237.72. 166 |aka. i df i SYN Att ack SYN -> SYN-ACK -> Ti neout aert 4
2.53.18.25 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 4
2.53.18.25 I srael 147.237.72. 166 |aka i df . i | Bad TCP sequence Inval i d ACK nunber alert 4
176. 13. 7. 117 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
109. 253. 146. 212|I srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
2.53.18.25 I srael 147.237.72. 166 |aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreaming Engine: TGP Invalid i i ssi
46.117.216.21 |israel 147. 237. 77. 243 |nobi l e.i df . i1 9 =g Inval i d segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i SSi
213.151.59.9  |[Israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dr opped.
2.53.18.107 I srael 147.237.72. 166 |aka. i df i SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 3
Sreaning BEngine: TGP Invalid i i ssi
84.95.208.20 | srael 147.237.76.86 |navy.idf.il 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249.69.236 |Wnited Sates |147.237.77.243|nobile.idf.il g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TP Invalid i i ssi
109. 253. 196. 2091 sr ael 147.237.77. 243 |nobi 1 e.i o i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249.66.129 |Uhited Sates |147.237.76.200|eitan. aka idf. il 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
185. 120. 126. 20 |Israel 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
31.13.102.121 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
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|Top Attackers In V\AF|

At acker

Devi ce

ountry ‘Target Address |Site Sgnature Acti on ‘Count
80. 246. 138. 134 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 59
79. 176. 128. 145 || srael 147.237.77. 170 |maar achot . i df . i | Unaut hori zed HTTP Met hod B ock 11
176.13.6.233 |[Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 9
185. 27. 106. 210 || srael 147.237.77. 243 |nobi | e. i df . i | Paraneter Type Mol ation Repeat Passvord in Bl ock 8
nobi | e. i df . i|/sachar/changepassword
. . Ml ti pl e Whaut hori zed Method for Known URL from
79. 182. 110. 136 [l srael 147.237.72. 166 |aka. i df . i | 79. 182, 110, 136 B ock 6
46.19.86.247 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 6
2.55.182. 72 I srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 5
37.26.147. 141 |Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 3
79.183.8. 17 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 3
79.176. 128. 145 |l srael 147.237.77. 170 |nmar achot . i df . i | Lhaut hori zed LRL Access to naarachot.idf.il/sip storagel/files/ 4/ B ock 3
84.95.208.20 |Israel 147.237.77.233|atal .idf.il Ml tiple Unauthorized URL Access from 84.95. 208. 20 B ock 2
. . Paraneter Type M ol ation ctl 00$Cont ent A acetbl der 1$t xt Last Nane i n
93.172.96.254 |[lIsrael 147.237.76.42 |refuah.idf.il v ref U, at al i df . |/ 1518 he! ref uah. aspx B ock 2
46. 210. 144. 159 |l srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 2
84.95.208.20 |Israel 147.237.0.15 |kosher-kravi.idf.il |Mitiple Unauthorized URL Access from 84.95.208. 20 Bl ock 2
46.19.86.138 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
5.102.253.51 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
31.154.3.222 |Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 2
5.28.179.135 |[lIsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
66.249.76.62 |Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to aka.idf.il/sip storage/files/6/ nopw7 |B ock 1
185.58.6.178 |[Italy 147.237.77.216|dover . i df .i | Mil tipl e Untraceabl e SSL Sessions from185.58. 6. 178 (Qpen Mde) |None 1
66. 249. 64. 43 | srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
81.218.241.25 |Israel 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut horized URL Access from 81.218. 241, 25 B ock 1
2.53.54.32 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
213.57.171. 216 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ ref uah. aspx |H ock 1
. . Unaut hori zed Met hod PCST for
77.139. 186. 140 |France 147.237.72. 166 |aka. i df . i | vow aka i i 1/ mai v snal i n sl | m aspx B ock 1
176.12.160.2 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
- - Unaut hori zed URL Access to
66.249.75.12  |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994~ 8762- he/ r ef uah. aspx Bl ock 1
. . O stributed Unaut hori zed URL Access on
46.120. 137. 187 |I srael 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r f uah, aspx B ock 1
84.95.208.20 |[lIsrael 147.237.72. 156 |anan. i df . i | Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 1
. . Unaut hori zed Met hod HEAD for
5.29. 88. 128 I srael 147.237.72. 166 [aka. i df . i | v aka. i df . i | / mai n/ sachar / vi ewpaysl i p. aspx B ock 1
. . Unaut hori zed Met hod HEAD for
79.182. 110. 136 |l srael 147.237.72. 166 [aka. i df . i | vy aka. i df . i |/ nai n/ gi yus/ user det ai | s/ updat euser det ai | s. aspx Bl ock !
66.249.76.73 |Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 1
192.243.55.129 |Lhited Sates |147.237.72.166|aka. i df.il Mil tipl e Wnaut hori zed URL Access from 192. 243. 55. 129 Bl ock 1
66.249. 64. 112 |Israel 147.237.77. 176 |nat pash. i df . i | Lhaut hori zed URL Access to www cogat . i df . il /mobil e/ B ock 1
82. 166. 125. 144 |I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . . Unaut hori zed Met hod HEAD f or
45.33.92.110 |Wited Sates [147.237.72.166|aka. i df .i | vow aka. i o i1/ el tany prat i mipi rt eyer ual B ock 1
. . Paraneter Read Qhly Molation in
2.53.62. 63 I 'srael 147.237.72. 166 |aka. i df . i | vw aka i of i |/ nai 1V sachar /  egi strati onwi zar d/ regi st er . aspx None 1
. . Uhaut hori zed Met hod PCST for
77.139. 223. 105 |France 147.237.72. 166 |aka. i df . i | vaww aka, i df i |/ mai n/ gi yus/ yahash2017/ | obby. asp B ock 1
66.249.75.15 |Israel 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
84.95.208.20 |Israel 147.237.76.86 |[navy.idf.il Ml tipl e Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 1
5.102.242.10 |[lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for waw aka. i df . il/mai n/ sachar/ Bl ock 1
. . Unaut hori zed URL Access to
66.249.76.77 |lsrael 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ si p st or age/ i | es/ 0/ 62940, pef B ock 1
207.46.13.183 |Wited Sates [147.237.72. 166 |aka. i df . i | Wnknoun Paranet er 136cd360 in None 1
wwn aka. i df . i |/ mai n/ hone/ def aul t . aspx
95.27.142. 134 :3:;:1”' o 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method POST for aka.idf.il/nai n/home/defaul t.aspx  |Bl ock 1
66. 249. 64. 173 |l srael 147.237.0.15 |kosher-kravi.idf.il |Uauthorized URL Access to wan kosher-kravi.idf.il/nobile/ Bl ock 1
2.55.57.51 I srael 147.237.72. 166 |aka. i df . i | llegal Byte Qode Cavracter in URL /mai nkapat z// res#012 B ock 1
our ces/ i mages/ i nner page/ goback. gi f
66. 249. 75. 145 |l srael 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to 147.237.77.74/ robot s. t xt B ock 1
. . . Unaut hori zed URL Access to
180.76.15.31 |China 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 994- 9032- he/ r ef uah. aspx Bl ock 1
. . . Unaut hori zed Met hod PCST for
66.102.9. 3 Uhited Sates [147.237.72.166|aka.idf.il vaw aka. i df . i 1/ mai n/ home/ def aul t . aspx B ock 1
wawwv. chamat z. aka. i d _ .
84.95. 208. 20 | srael 147.237.77. 226 £l Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 1
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