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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address |[Site

|Signature

|Device Action |Count |

176. 13. 228. 193 | srael 147.237.72. 167 i shurimaka.idf.il DCBS- SSL- d ear Text drop 2
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack forward 2
71.6.146. 185 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il B ack List drop 1
93. 158. 200. 66 Net her | ands 147.237.76. 196 e.sviva.idf.il B ack List drop 1
78.129.171. 175 Uni ted Ki ngdom 147.237.76. 176 test.ncore.idf.il B ack Li st drop 1
78.129.171. 175 Uni ted Ki ngdom 147.237.76. 197 e. hinush.idf.il B ack List drop 1
58. 218. 200. 137 Chi na 147.237.0. 17 mny- kosher -kravi .i df . il JLMPurple Gon Linmt_Tcp drop 1
78.129.171. 175 Uni ted Ki ngdom 147.237.76. 199 e.nakchal .idf.il B ack List drop 1




09-30-2016-08:04:03 to 09-30-2016-09:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
220.181.125. 23 Chi na 147.237.77. 233 atal.idf.il |[CL000071: HTTP: User Agent Sogou+web+spi der Per nit 4
36.110. 147. 67 Chi na 147.237.77. 216 dover.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Per it 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry|Ste Signature

46. 19. 85. 152 147.237.76.42 |israel refuah.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 8
91.121.81. 33 147.237. 77. 216 |France dover.idf.il ET WEB _SERVER Fake (oogl ebot UA 1 | nbound 2
146.200.148.0  [147.237.77.216|Uni ted Ki ngdom |dover.idf.il Tehila - Perl LWP wth fake user agent 2
58. 218. 200. 137 |147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
183. 129. 160. 229(147. 237.8.50 |Chi na e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
46. 19. 86. 93 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
163. 172. 129. 15 |147.237. 77. 226 [Uni ted Ki ngdom [ww chanat z. aka.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
94.102.48.194 [147.237.77.19 |[Netherlands I awforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
2.50.129.147  |147.237.76.86 LEh;rtaeIdesNab navy. i df il ET SCAN NVAP -sS wi ndow 1024 1
94.102.48.194 |147.237.8.45 [Netherlands eeitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
1 53 224, 196 147 237 77 216\ et nam dover i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

78.129.171.173 |147.237.76. 177 |United Ki ngdom |ncore.idf.il ET SCAN Potential SSH Scan 1
66.249. 75. 167 |147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 1
58. 218. 200. 137 |147. 237. 76. 148 |Chi na ggcenter. aka. i df .i | ET SCAN Potential SSH Scan 1
192. 249. 66. 247 |147.237.77.216|Wited Sates dover.idf.il portscan: TCP D stributed Portscan 1
58.218. 200. 137 |147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
163.172.129. 15 |147.237. 77. 243 |Uni ted Ki ngdom |nobile.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.19.85.247  |147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
2.50.129.147  |147.237.76.86 gﬁilrtaetdes”ab navy. i df il ET SCAN NVAP -sS wi ndow 2048 1
94.102.48.194 |147.237.76. 148 [Net her | ands ggcenter. aka. i df . il ET SCAN NVAP -sS w ndow 1024 1
2.50.129.147  |147.237.76.86 g:;d%Nab navy.idf. il ET SCAN NVAP -f -sS 1
91.201. 236. 158 |[147.237.0.19 |lkraine madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
78.129.171.173 [147.237.76.201 |United Ki ngdom |e.atal.idf.il ET SCAN Potential SSH Scan 1
78.129.171.173 |147.237.8.14 |United Ki ngdom |e.orchot.idf.il ET SCAN Potential SSH Scan 1
58.218. 200. 137 |147.237. 76. 196 |Chi na esvivaidf.il ET SCAN Potential SSH Scan 1




09-30-2016-08:04:03 to 09-30-2016-09:04:03

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
31.168. 196. 143 |l srael 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> RST monitor |8
212.179. 218. 166 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |7
212.179. 218. 166|l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
212.179. 218. 166|l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber nonitor |7
46. 19. 85. 50 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber aert 6
46. 19. 85. 50 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Inval i d ACK nunber nonitor |6
46. 19. 85. 56 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
S reaming Engi ne: TCP i i ssi
37.26.147.189 | srael 147.237.77. 243 |nobi le.i o . i1 mng tngine. 1 Invalid segnent retransmssion. Packet drop 6
Inval i d Retransnission dr opped.
S reanming Engi ne: TCP i i ssi
2.53.2.48 I sr ael 147.237.77. 243 |nobi | e. i of .| mng thgine. Invalid segnent retransmssion. Packet drop 6
Inval i d Retransnissi on dr opped.
S reaming Engi ne: TCP i i ssi
132.66.222. 47 |Israel 147. 237. 76. 200 |ei tan. aka. i df .i mng tngine. 1 nvalid segnent retransmssion. Packet drop 6
Inval i d Retransnission dr opped.
46. 19. 86. 190 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
185.32.179.35 |Israel 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout noni t or
87.69.229.218 |Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence Ssca“fCK retransmt with different wndow | poyor g
212.143.142.56 |Israel 147.237.77. 216 |dover.idf .il drop First packet isn't SW drop 4
202.1.174. 191 IS;';ZS” 147. 237.77. 216 |dover . i df .1 Bad TCP sequence Invalid ACK nunber monitor |4
109.64.51.188  |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence Ssca:ga( retransmt with different wndow 00 g
109. 253. 218. 68 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACGK nunber noni tor |4
202.1.174. 191 IS;';Z:” 147. 237. 77. 216 |dover. i df . SYN At t ack SYN -> SYN-ACK -> Ti meout noni tor |4
82.80.196.44  |israel 147. 237.72. 166 |aka. i f . Bad TCP sequence Ssca:(fa( retransmt with different wndow 00 |3
109. 253. 223. 60 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |3
46.19.86.214  |israel 147. 237. 77. 216 |dover. i df . i Bad TCP sequence Sscaljésm retransmt with different wndow oo |3
46.19. 86. 222 | srael 147.237.77. 216 |dover.idf.il SYN At t ack nmonitor |3
109. 253. 218. 68 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence Inval id ACK nunber alert 3
46. 19. 86. 204 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 3
141. 226. 217. 115|I srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 3
2.53.155. 45 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST monitor |3
S reanming Engi ne: TCP i i ssi
79.181.255.51 | srael 147. 237.77. 243 |mwbi le. i f . i mng tngine. 1 nvalid segnent retransmssion. Packet drop 3
Inval i d Retransnission dr opped.
46.19.86.222  |israel 147.237. 77. 216 |dover . i df . i Bad TCP sequence Ssca::‘]( retransmt with different wndow oo |3
46. 19. 86. 204 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni tor |3
i S reamng Engi ne: TCP i i sSi
66.249. 64, 124 |1 ed 147.237.72. 166 |aka.i df . i mng tngine. 1 Invalid segnent retransmssion. Packet drop 3
Sates Inval i d Retransm ssion dr opped.
46. 19. 86. 214 I srael 147.237.76.31 |nakchal.idf.il |SYN Attack SYN -> SYN-ACK -> RST moni t or
176.13. 20. 24 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
173.252. 123. 134 g;:: 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
Sol onon C o -
202.1.174.191 LSl ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
S reaning Enai ne: TCP TCP segnent with urgent pointer (no data).
46. 19. 85. 152 | srael 147.237.76.42 |refuah.idf.il 9 9 Ugent data indication was stripped. Hease drop 2
Wgent Data Enforcement | e to sk3ssso.
176. 13. 8. 237 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 2
80. 246. 137. 234 |Israel 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST noni tor |2
185.58. 6. 178 Italy 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout monitor |2
37.26.147.150 |lsrael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST monitor |2
109. 253. 208. 18 |l srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST noni tor |2
202.1.174. 191 IS;';Z‘S’” 147. 237.77. 216 |dover. i df . Bad TCP sequence Inval i d ACK nunber aert 2
185. 3. 147. 188  |Israel 147.237.72. 167 |ishurimaka.i of .i [Bad TCP sequence Invalid ACK nunber moni t or
82. 80. 196. 44 I srael 147.237.72. 166 |aka. i df il SYN Attack noni t or
S reanming Engi ne: TCP i i ssi
46.121.65.16  |Israel 147.237.77. 243 |nobi l e.i df .i1 mng tngihe- 7 Invalid segment retransmssion. Packet drop 2
Inval i d Retransnission dr opped.
84. 95. 208. 20 | srael 147.237.72. 156 |anan.idf .i | Bad TCP sequence I'nval i d ACK nunber monitor |2
37.73.142.222 |Wkraine 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout nmonitor |2
31.168. 134. 100 |[lsrael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout monitor |2
46. 19. 85. 152 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 2
46. 19. 86. 222 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
31.168.134. 100 |Israel 147.237. 77. 216 |dover . i of . i Bad TCP sequence Ssca:ga( retransmt with different wndow 000 |2
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|Top Attackers In V\AF|

Devi ce

At acker

country Target Address |Site Sgnature Action ‘Count
108. 30. 107. 143 |Lnited Sates [147. 237. 72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 108. 30. 107. 143 |B ock 4
31.154.3.222 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 4
. . D stributed Whaut horized Method for Known URL on
77.138. 144. 246 |France 147.237.72. 166 |aka. i df . i | ww aka. i df . i | / mai n/ sachar / vi ewpaysl i p. aspx Bl ock 3
37.142.251. 139 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
79.181.255.51 |Israel 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock
31.178.144.59 |Pol and 147. 237.72. 166 |aka. i df . i | Wnauit hor i zed et hod PCBT for . B ock 3
wan aka. i df . i |/ nai n/ sachar/ vi ewpaysl i p. aspx
192, 243.55. 135 |Lhited Sates |147.237.72. 166 |aka. i df . i | Mil tipl e Unhauthorized URL Access from 192. 243, 55. 135 B ock
109. 253. 218. 68 |l srael 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock
84. 108. 235. 102 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
. . Unaut hori zed URL Access to
66. 249. 64. 183 || srael 147.237.77.216 |dover. i df .i | 147, 237. 77. 216/ 1133- 21744- ar / i df gdover . aspx Bl ock 1
192. 243.55. 129 |Lhited Sates |147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/tiznoret/gallery Bl ock
37.26.147.189 |[Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock
85. 64. 144. 223 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il./favicon.ico B ock 1
. . Uhaut hori zed URL Access to
66.249.76.75 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72, 1661 1 znor et/ gal | ery/ showpi ct ur e. asp B ock 1
213.8.204.68 |[lIsrael 147.237.77.233|atal .idf.il PHP At t enpt B ock 1
66. 249. 64. 113 |l srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 113 B ock 1
144. 76. 236. 183 |Ger many 147.237.72. 166 |aka. i df . i | Whaut hori zed et hod HEAD for B ock 1
wn aka. i df . i |/ mai n/ hone/ def aul t . aspx
. . Unaut hori zed URL Access to
66.249. 75. 138 |l srael 147.237.72. 156 [anan. i df . i | vaw aman. i . 1/ vel | - knowy appl e- app-si t e- associ at | on Bl ock 1
. . Uhaut hori zed URL Access to
66.249.76.77 |Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 1661 si p,_st or agel f | es/ 3/ 61353. ] pg B ock 1
. . Unaut hori zed URL Access to
66.249. 64. 113 |l srael 147.237.72. 166 |aka. i df . i | vaw aka. i df i1/ . vel | - known/ appl e- app- si t e- associ at i on Bl ock 1
213.8.204.68 |[lsrael 147.237.77.233|atal .idf.il Lhaut hori zed LRL Access to atal .idf.il/xnhrpc. php B ock 1
2.53.2.48 I srael 147.237.77. 243 |nobi l e. i df . i | DO stributed Suspicious Response Qode B ock 1
176. 13. 16. 153 [l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
m ny- kosher - kravi . i i i
66.249.76.52 |Israel 147.237.0. 17 ny-Kosher-kra l1egal Parameter Encoding 82CDI 3ebf [ @3 u@TI Gl I nprOin None 1
df.il mny- kosher - kravi . i df.i1/aj ax/ creat ecapt chai nage. aspx
192. 243.55. 135 |Lhited Sates |147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/defaul t.aspx B ock 1
46. 19. 85. 84 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 1
108. 30. 107. 143 |Lhited Sates |147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod PCST for v aka. i df.il/mai n/rabanut/ B ock 1
68.180.231.57 |Lhited Sates [147.237.77. 216 |dover.idf .il Paraneter Type Miol ati on PageNumin vww i df . il/1379- he/ dover. aspx |B ock 1
66. 249. 64. 131 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/appl e-app-site-association Bl ock 1
220. 181. 125. 23 |Chi na 147.237.77.233|atal .idf.il Mil tipl e Lhaut hori zed URL Access from 220.181. 125. 23 B ock 1
185.58.6.178 |[ltaly 147.237.77. 216 |dover.idf . il SSL Untraceabl e Connection - Cpen Mde None 1
84.108. 144. 22 |l srael 147.237.76.86 [navy.idf.il Unhaut hori zed URL Access to www navy. i df . il/894-9030- he Bl ock 1
66.249.76.61 |lsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 76. 61 B ock 1
192. 243.55. 136 |Lhited Sates |147.237.72. 166 |aka. i df . i | Ml ti pl e Unhaut horized URL Access from 192. 243, 55. 136 B ock 1
66.249.64.41 |[lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237. 72. 166/ yohal an/ mai n/ mai n. asp |B ock 1
68.180. 231. 57 |Lhited Sates [147.237.77. 216 |dover.idf.i | Paraneter Type M ol ati on PageNumin waw i df.il/1381-he/ dover.aspx |B ock 1
m ny- kosher - kravi . i ) i
66. 249. 64. 134 |l srael 147.237.0. 17 df il Ostributed |11 egal Paraneter Encoding None 1
220. 181. 125. 23 |Chi na 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237. 77. 233/ 1078- he/ at al . aspx Bl ock 1
192, 243.55. 129 |Lhited Sates |147.237.72. 166 |aka. i df . i | Mil tipl e Uhauthorized URL Access from 192. 243, 55. 129 B ock 1
. . Unaut hori zed URL Access to
66.249.76.61 |Israel 147.237.72. 166 [aka. i df . i | aka. i df i 1/.vel | -knowy appl e-app-si t e associ at i on B ock 1
) . ] Unaut hori zed URL Access to
192. 243.55. 136 |Lhited Sates |147.237.72. 166 |aka. i df . i | vow aka. i df . i 1/ mai 1/ g yus/ gener al . aspx2cat | d=58563 B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 105 |l srael 147.237.72. 166 [aka. i df . i | voww aka i of i1/ . vel | -knowy asset | i nks.  son B ock 1
. . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
141. 226. 161. 82 |l srael 147.237.72. 166 |aka. i df . i | v aka, i df . |/ mai v sachar / nai | box. aspx None 1
77.138. 116. 235 |France 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod PCST for ww aka. i df .il/mai n/ sachar B ock 1
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