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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
213.57. 140. 132 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 16
66. 102. 6. 19 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
52.16.5.197 Irel and 147.237.77.216 dover.idf.il SYN H ood out of context drop 5
8.37.231. 34 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack Con Htp drop 5
217.132. 40. 32 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
66. 102. 6. 17 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
66. 102. 6. 21 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
8.37.231. 34 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood unverified cookie drop 3
173.252.123. 134 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
80. 246. 130. 139 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
188. 219. 39. 3 Italy 147.237.76. 147 chinuch. aka.idf.il |L4 Source or Dest Port Zero drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 86 navy.idf.il B ack List drop 2
89.248.172. 173 Net her | ands 147.237. 76. 42 refuah.idf.il B ack List drop 1
54.72.73. 168 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
77.138.52. 97 F ance 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
8.37.231. 34 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgnature Devi ce Action |Oount |
80. 82. 65. 168 Net her | ands 147.237.0. 15 kosher -kravi . i df . i 1|20086: HITP. Mii ebl ackcat Security Scanner B ock 10
208.110.85.74 |Whited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per nirt 5

80. 82. 65. 168 Net her | ands 147.237.0.19 madi matal .idf.il |20086: HITP. Mi ebl ackcat Security Scanner B ock 5
220.181.125.23 |China 147.237.77.233 |atal .idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Per nirt 4
208.110.85.74 |Whited Sates 147.237.0. 34 tikshuv.idf.il C1000074: HTTP. naj estic bot Per nirt 2

80. 82. 65. 168 Net her | ands 147.237.0.15 kosher -kravi . i df . i1]|20085: HITP. Mi ebl ackcat Security Scanner Initia Request B ock 2
208.110.85.74 |lhited Sates 147.237.76.31 |nakchal .idf.il CL000074: HTTP. maj estic bot Per nit 2
208.110.85.74 |Whited Sates 147.237.76. 147 |chi nuch. aka. i df .i| [Cl000074: HTTP. najestic bot Per it 2

80. 82. 65. 168 Net her | ands 147.237.0. 19 madimatal .idf.il |20085 HITP. Miebl ackcat Security Scanner Initial Request Bl ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Signature

46.120. 122. 219 147.237. 77. 170 I sragl naar achot . i df . il Xenu Link S euth User Agent 14
80. 82. 65. 168 147.237.0. 15 Net her | ands kosher-kravi .idf.il ET WEB SERVER Mii ebl ackcat scanner 2
78.129.171. 173 147. 237. 76. 148 Uhi ted Ki ngdom gqcent er . aka. i df .i | ET SCAN Potential SSH Scan 1
183. 129. 160. 229 147.237.0. 33 Chi na idf.il ET SCAN Potential SSH Scan 1
113. 240. 250. 154 147. 237. 0. 200 Chi na nau. i of . i | ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 65. 168 147.237.0. 19 Net her | ands nedi matal .idf.il ET WEB SERVER Mii ebl ackcat scanner 1
78.129.171. 173 147.237.77.74 Lhi ted Ki ngdom lawidf.il ET SCAN Potential SSH Scan 1
66. 249. 64. 109 147. 237. 72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 1
211.149.222.5 147. 237. 72. 156 Chi na aman. i df.il ET SCAN NMAP -sS wi ndow 1024 1
113. 240. 250. 154 147.237.77.19 Chi na lawforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
92. 29. 69. 152 147. 237. 76. 200 Uni ted Ki ngdom eitan aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Country ‘Target Address |Ste Signature
8.37.231. 34 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 313
8.37.231. 34 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 73
84.108. 34. 233 |[lsrael 147. 237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 16
84.108.34.233 |Israel 147.237.72. 166 |aka. i df .1 Bad TCP sequence mﬁsg reansm wehdifferent {onitor |16
8.37.231. 34 Lhited Sates  [147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 15
176.13.6.1 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 15
2.53.136.8 I srael 147. 237.72. 166 |aka. i of .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 15
213.57. 140. 132 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
5.29.118. 48 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 13
62.0.225.254 |Israel 147. 237.72. 166 |aka. i df .i | drop First packet isn't SN drop 12
110. 92.99. 2 S ngapor e 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
66.249.65. 44 |Wnited Sates  |147.237.76.86 |navy.icf.il Streaning Engine: TCP | nvalid invalid segnent retransnission drop 9
Ret ransni ssi on Packet dropped.
66.102. 6. 19 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
77.126.50. 189 |[lsrael 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or
37.142.107. 42 |[Israel 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or
82. 102. 169. 113 |I srael 147.237.72. 166 |aka.i df .i Bad TCP sequence mﬁsgfnsm wehdifferent | onitor |7
176.13.6.1 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
2.55.27.254  |Israel 147237, 77, 243 |mobi e i1 |27 €M NG Engine: TCP Invalid - inval id segrent retransmissi on drop 6
Ret ransni ssi on Packet dropped.
2.53.26.59 I srael 147, 237, 76. 200 |ei tan. aka i of i1 | | €A NG Engine: TCP Invalid finvalid segnent retransmssi on drop 6
Ret ransni ssi on Packet dropped.
213.57. 140. 132 [l srael 147. 237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
37.142.107. 42 |lsrael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout aert 5
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
2.53.14.133 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
82.102. 169. 113 |l srael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 5
77.138.52.97 France 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
37.26.147.221 |[lIsrael 147.237.0.19 |madimata.idf.i|Bad TCP sequence alert 4
66. 102. 6. 17 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
37.142.107. 42 |israel 147. 237. 72. 166 |aka. i df . il Bad TCP sequence Inval i d ACK nunber alert 4
82.102. 169. 113 [l srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 4
37.26.147.221 |[Israel 147.237.0.19 |nadimatal.idf.i|Bad TCP sequence noni t or 4
37.142.107. 42 |israel 147.237. 72. 166 |aka. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 4
66.102. 6. 21 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
37.142.107.42 |israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 3
109. 65. 61. 58 I srael 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
77.127.51.41 |israel 147. 23777, 243 |t 1 e i1 | €M NG Engi ne: TP | nvalid invalid segnent retransnission drop 3
Ret ransni ssi on Packet dropped.
176. 13. 239. 190 |I srael 147.237.77. 243 |mvi e i 11 | €AM NG Engine: TGP Invalid invalid segnent retransmssion drop 3
Ret ransni ssi on Packet dropped.
157.55.39.201 |[lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
192. 243. 55. 135 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
37.26.147.221 |Israel 147.237.0.19 |madimatal.idf.ilBad TCP sequence Invalid ACK nunber noni t or 2
141.8.132.78 :Zj;”ion 147.237.77. 216 |dover.idf.il  |drop Frst packet isn't SN drop 2
77.138.127. 132 |France 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
80. 246. 130. 139 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
207.46.13.75 |Wited Sates  |147.237.76.86 |navy.idf.il Streamng Engi ne: TCP Invalid invalid segnent retransmssi on drop 2
Ret ransmi ssi on Packet dr opped.
37.142.107. 42 |[lIsrael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence noni t or 2
109. 226. 40. 40 |l srael 147. 237.77. 216 |dover.i df .i | drop First packet isn't SN drop 2
176.13.6.1 | srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber alert 2
176. 13. 235. 149 [l srael 147. 237. 77. 216 |dover.i df .i| SYN Attack SYN -> SYN-ACK -> RST noni t or 2
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
176.13.6.1 | srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 2
46.19.86.244 |Israel 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

_pk_ses. 20. 8af c=*

ount ry Target Address |[Site Sgnature Action ‘Count
37.26.147.221 |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 31
84.109. 212. 189 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 15
37.26.147. 245 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 12
77.139.9.156  |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for waww aka. i df.il/mai n/ sachar Bl ock 4
213.57.132.46 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
95.86.110.70 |Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in LR from95. 86.110. 70 B ock 2
157.55.39.196 |lLhited Sates |147.237.72.166|aka. i df.il Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
66.249.79. 169 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1412-he/ at al . aspx B ock 1
46.4.74.42 Ger many 147.237.72. 166 [aka. i df . i | Uhaut hor i zed Met hod HEAD for waw aka.idf.il/brothers/skira/default.asp |B ock 1
82.102. 169. 113 [l srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - (pen Mde None 1
66.102.9.5 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Method POST for www aka. i df . i/ mai n/ hone/ def aul t. aspx B ock 1
5. 29. 238. 87 I srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
176.13.16. 153 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
68.180. 231.57 |lhited Sates |147.237.77.216|dover.idf.il Paraneter Type M ol ati on PageNumin wwwy i df.il/1153- he/ dover. aspx B ock 1
46.19.86.208 |lIsrael 147.237.77. 216 |dover.idf.il Abnormal |y Long Request net hod B ock 1
216.4.56.161 |lhited Sates |147.237.72.166|aka. i df . il Uhaut hori zed Method PCST for waw aka.idf.il/ishurindmain/ B ock 1
84.95.208.20 |lsrael 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to v i df . il/defaul t.aspx B ock 1
66. 249. 69. 236 |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:_?rc:fz_??/t‘;‘eggfy‘im s/ 1 st chi | ddocunent s/ 1682 Bl ock 1
176. 13. 233. 176 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/sip storage/files/2/7 B ock 1
72.131.28.44 |Wited Sates |147.237.72.166|aka. i df . i | Uhaut hori zed Method PCST for ww aka. i df.il/mai n/ gi yus/ bookl et s. aspx B ock 1
46.19.86.208 |[lIsrael 147.237.77.216|dover . i df . il Ilegal HITP \ersion B ock 1
220. 181. 125. 23 |Chi na 147.237.77.233|atal .idf.il Mil tipl e Unaut hori zed URL Access from 220. 181. 125. 23 Bl ock 1
66.249. 75. 4 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1314- he/ r ef uah. aspx B ock 1
192.243.55. 132 |Lhited Sates [147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwu aka.idf.il/eitan/tnuna Bl ock 1
77.138.7.85 France 147.237.72. 166 [aka. i df . i | Distributed Unaut horized Method for Known URL on www aka. i df.il/sachar [B ock 1
46.19.86.208 |Israel 147.237.77.216|dover. i df . il Mal formed URL _pk_ses. 20. 8af c=* B ock 1
220.181. 125. 23 |thi na 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1413- he/ at al . aspx B ock 1
66.249.76.79 |Israel 147.237.72. 166 [aka. i df . i | D stributed Unaut hori zed LRL Access on 147.237.72. 166/ robot s. t xt Bl ock 1
40.77.167.35 |Wited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to wan idf.il/watch B ock 1
192. 243.55. 138 |Lhited Sates [147.237.72.166|aka.idf .il Unaut hori zed URL Access to waw aka.idf.il/kanar/gallery B ock 1
Unknown HTTP Request Met hod
46. 19. 86. 208 | srael 147.237.77.216|dover.idf . il 50c015173980. 1471982072. 5. 1475208748. 1475208748.; in URL Bl ock 1
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