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M 46. 120. 122. 219
67. 201. 162. 164
I 223.24. 46. 25
177.23.177. 146
Il 176. 13. 240. 58
M 5. 22. 134, 207
[ 109. 253. 197. 134
M 46. 19. 86. 215
77.138. 156. 104
M 82. 145. 221. 153
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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
67.201. 162. 164 Canada 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
77.138. 156. 104 France 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 7

82. 145. 221. 153 Eur ope 147.237. 76. 86 navy.idf.il B ack List drop 7

67.201. 162. 164 Canada 147.237.77. 216 dover.idf.il JLM Under Attack Con Htp drop 3

46.120. 122. 219 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

185.94. 111. 1 Russi an Federation 147.237.76. 34 yohal an.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Gountry

arget Address

|Site

Devi ce Action |Oount

162. 210. 196. 97 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per mit 6
199. 58. 86. 206 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. maj estic bot Per nit 4
162.210.196. 130 |lLhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per nirt 2
195, 154. 232. 58 France 147.237.77.176  |mat pash.idf.il |22280: HITP. Jooma Qvject Injection Wl nerability B ock 1
123. 126. 68. 101 Chi na 147.237.76. 42 refuah.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per mt 1
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|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature
46.120.122. 219 |147.237.77. 170 |l srael mearachot.idf.il [Xenu Link S euth User Agent 76
46.120.122. 219 [147.237.76.86 |[Israel navy. idf.il Xenu Link Seuth User Agent 10
46.120.122. 219 |147.237.77. 216 |l srael dover.idf.il Xenu Link S euth User Agent 2
46.120.122. 219 |147.237.0.34 |[Israel tikshuv.idf.il Xenu Link Seuth User Agent 2
175. 156. 146. 206|147, 237.8.50 | ngapore o tikshuv. i df i1 ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 5
Potential Scan or Brute Force
116.87.213. 138 |147.237.8.27 |5 ngapore o nadimatal i d i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 5
Potential Scan or Brute Force
46.120.122. 219 |(147.237.76.42 |Israel refuah.idf.il Xenu Link S euth Wser Agent 2
163. 172. 169. 150|147. 237. 77. 176 |Uni ted Ki ngdom |nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
112.115.92. 7 147. 237. 72. 167 [Chi na ishurimaka.idf.il |ET SCAN Potential SSH Scan 1
- ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
91.231.186. 118 |147.237.76.34 g{j;:;‘im yoralanidi.il | o o Brute For():/e 1
78.129.171.173 |147.237.8.28 |united Ki ngdom |e.nobile-ks.idf.il |ET SCAN Potential SSH Scan 1
100.180.51.81  |147. 237. 72. 166 |Norway kaidh il ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
78.129.171.173 [147.237.72. 166 |United Ki ngdom |aka.idf.il ET SCAN Potential SSH Scan 1
66. 249. 66. 12 147.237.77.170|Whited Sates  [maarachot.idf.il [ET SCAN NVAP -sA (2) 1




09-30-2016-06:04:07 to 09-30-2016-07:04:07

|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
67.201. 162. 164 |Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 74
223.24.46.25  |Thailand 147.237.77. 243 |nubi l e.i df .i Streamng Engi ne: TP Invalid invalid segnent retransmssion. | 30
Ret r ansm ssi on Packet dr opped.
67.201. 162. 164 |Canada 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 22
177.23.177.146 |mrazil 147. 237. 77. 216 |dover. i df . i1 Header Rejection rgzgitrd ection pattern found in-foovor  [21
46.120.122. 219 |Israel 147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid fimvalid segnent retransmssi on. drop 20
Ret r ansn ssi on Packet dr opped.
176. 13. 240. 58 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
5.22.134. 207 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 15
109. 253. 197. 134|l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 13
201. 87.232.128 |Bazil 147.237.76. 202 |e. hal ag.idf .il Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 6
89.138.105.18 |Israel 147.237. 77. 243 |robi | e. i df . i | Streaning Engine: TCP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 215 | srael 147.237.76.31 |[nakchal .idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
77.138.52.97 France 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 5
46. 19. 86. 215 | srael 147.237.76.31 |[nakchal .idf.il Bad TCP sequence Invalid ACK nunber aert 5
185. 120. 126. 41 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
80. 246. 133. 103 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4
100.30.25.83  |Uited Sates |147. 237, 76. 200 |ei tan aka icr.i1 |2 €A NG Engine: TQP Invalid - finvalid segnent retransnission drop 4
Ret r ansm ssi on Packet dr opped.
2.53.183. 217 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
46. 19. 85. 163 | srael 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
150. 203. 212. 254 |Australia 147.237. 77. 170 |n@ar achot . i df . i | Bad TCP sequence Invalid ACK nunber noni t or 2
176. 13. 243. 130 |(Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
50.87.144.145 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 2
37. 26. 146. 222 | srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
46. 19. 86. 124 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
37. 26. 146. 246 | srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
150. 203. 212. 254 |Australia 147.237.77. 170 |mearachot.idf.il  |Bad TCP sequence Invalid ACK nunber aert 2
77.138. 156. 104 |Fance 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 2
46.120.122. 219 | srael 147.237.0.15 |kosher-kravi.idf.i1|Bad TCP sequence md:;tvrsacnznlt Wth different moni tor |1
125.77. 28. 26 Chi na 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
37. 46. 39. 133 I srael 147.237.72. 156 |aman.idf il Bad TCP sequence Inval i d ACK nunber noni t or 1
85. 64. 199. 80 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber alert 1
201. 144. 222.85 |Mexi co 147.237. 72. 156 |anan.i df .il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 1
74.82.47. 44 Lhited Sates |147.237.76.39 |mobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST noni t or 1
184.105. 139. 76 |Uited Sates [147.237.76. 147 |chinuch. aka.idf.il |SYN At tack SYN -> SYN-ACK -> RST nmoni t or 1
46.120.122. 219 |israel 147. 237.77. 234 |hal ag. i of . i | Bad TCP sequence mdgitrsaé:"y wth different monitor |1
109. 66. 128. 84 | srael 147.237.72.167 |ishurimaka.idf.il |SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
192.243.55. 134 |lLhited Sates [147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 1
67.201. 162. 164 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 1
176. 13. 243. 130 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
125.77.28. 26 Chi na 147.237.76. 148 |gocent er. aka. i df . i | |dr op drop 1
40. 77. 167. 35 Lhited Sates [147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 1
85. 64. 199. 80 I srael 147.237.72.166 |aka.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 1
74.82.47.48 Lhited Sates |147.237.0.35 |akaws.idf.il dr op drop 1
184. 105.139.80 |lhited Sates [147.237.77.234|halag.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
49. 35. 149. 105 India 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
157.55.39.201 |UWhited Sates [147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 1
46. 19. 86. 215 | srael 147.237.76.31 |[nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
31.210.186. 127 |[Israel 147.237.72.166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 1
82.81.90.1 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count

46.19. 85. 36 I srael 147.237.0.19 |nmadimatal . i df. i |Suspici ous Response Code B ock 4

66.249. 64. 183 |l srael 147.237.77.216|dover . i df . il Mil ti pl e Unaut horized URL Access from 66. 249, 64. 183 B ock 4

87.71.75. 164 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 3

192.243.55.131 |Uhited Sates [147.237.72.166|aka.idf.il Mil tipl e Unaut hori zed URL Access from 192.243. 55. 131 B ock 2

66.249. 64. 187  |Israel 147.237.77.216|dover . i df . il Mil ti pl e Unaut horized URL Access from 66. 249, 64. 187 B ock 2
] . . Uhaut hori zed URL Access to

74. 6. 254. 105 Wited Sates |147.237.77.216|dover.idf.il v o i1/ p storagel i1 es/ 8/ si ze220x0/ 17348. | pg B ock 1

31.154.81.28 | srael 147.237.72.166|aka. i df . i | Unhaut hori zed URL Access to waww aka. idf.il/xmrpc. php B ock 1
. . . Uhaut hori zed URL Access to

220.181. 108. 168|Chi na 147.237.76.86 [navy.idf.il v navy. i of i 1/si p storagel il es/ 3/ si 2338x0/ 1613, | pg Bl ock 1

95.86.110.70  |Israel 147. 237.72. 166 |aka. i df . i | llegadl Byte Qe Character in LR /mai nkapat 2/ /res#012 B ock 1

our ces/ i nages/ i nner page/ goback. gi f
54.210.70.235 |lnited Sates |147.237.72. 156 |aman. i df.il D stributed Unaut hori zed LRL Access on waw anan. i df .il/robots. txt B ock 1
192.243.55.131 |Uhited Sates [147.237.72.166|aka.idf .il Lhaut hori zed URL Access to www aka. i df.il/giyus/general B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n

79.177.81.152 | sr ael 147.237.72. 166 aka. i df . i | wwn aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx None !

40.77.169.100 |Wited Sates |147.237.77. 216 |dover. i df i (Lﬂggrte\h;” zed LRL Access to ww i df.11/1133-14686- he/ dover . aspx Bl ock 1

95. 86. 110. 70 I srael 147.237.72. 166 [aka. i df . i | Mitiple I11egal Byte Gode Character in URL from95.86.110. 70 Bl ock 1

66. 102. 6. 30 Lhited Sates |147.237.72.166|aka.idf.il Unhaut hori zed Met hod PCST for www aka. i df . i | /sachar B ock 1
’ . . Uhaut hori zed URL Access to

192.243.55. 131 |Uited States [147.237.77. 176 @t pash. i df . i | W cogat . i df . il /tenpl at es/ shar ed/ user cont r ol s/ pr onot i oncube/ Bl ock !

84.108. 194. 218 |l srael 147.237.77.216|dover . i df . il PHP At t enpt B ock 1
] . . S Uhtraceabl e Gonnection - Protocol violation

154. 47. 32. 87 Wited Sates |147.237.77.233|atal .idf.il (SSL CONN LI ENT FELLO) None 1

. . Uhaut hori zed URL Access to

5.22.134.207 | sr ael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ appl e- t ouch-i con- pr econposed. png B ock !

192.243.55. 134 |lited Sates [147.237.72.166|aka.idf.i | Ml tipl e Unaut hori zed URL Access from 192. 243.55. 134 B ock 1

84.108. 194. 218 |l srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 1

46.116.32.164 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from46. 116. 32. 164 B ock 1

180. 76. 15. 149  |Chi na 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 9022- he/ r ef uah. aspx  |B ock 1

31.154.81.28 | srael 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 1

. . D stributed Whaut horized Met hod for Known URL on
218.255.22.154 |Hong Kong |147.237.72.166aka.idf.il voww aka. i o i |/ nai v sachar/ vi ewpays! i p. aspx Bl ock 1
46.116.32.164 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/_vti_bin/owssvr.dl| B ock 1
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