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|Top Attackers | n DDoS- Def ence |

Attacker Address

Target Address

Signature

Device Action

Count

|Attacker Country

185. 128. 43. 98 Sntzerl and 147.237. 76. 197 e. hinush.idf.il B ack List drop 1
38.229.1.13 Lhited Sates 147.237.76. 38 e.e.neitav.idf.il B ack List drop 1
71.6.158. 166 Lhited Sates 147.237.76. 42 refuah.idf.il B ack List drop 1
173. 0. 52. 105 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
108. 59. 8. 70 Lhited Sates 147.237.77. 216 dover.idf.il |Cl000074: HTTP. majestic bot Per mit 4
220.181. 125. 23 Chi na 147.237.77. 233 atal .idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Per it 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
46.120.122. 219 |147.237.77. 233 |I srael atal.idf.il Xenu Link Seuth Wser Agent 118
46.120.122. 219 |147.237.77. 170 |l srael naar achot . i df . i | Xenu Link Seuth Wser Agent 31
14.182.97.71 147.237.0.35 |V etnam akavs.idf.il ET SOAN Behavi oral Lhusual Iy fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
183. 60. 48. 25 147.237.0.16 |China ny- kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
163. 172. 169. 150[147. 237. 76. 44 |United Kingdom [e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
116. 105. 52. 150 [147.237.8.27 |Metnam e.madi matal .idf.il ET SOAN Behavi oral Lhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
66.249.66.12  |147.237.77.170|W0ited Sates naar achot . i df .i | ET SCAN NVAP -sA (2) 1
46.120. 122. 219 [147.237.77. 234 |l srael hal ag.idf.il Xenu Link S euth Wser Agent 1
46.120. 122. 219 (147.237.77. 216 |l srael dover.idf.il Xenu Link Seuth User Agent 1
46.120.122.219 |147.237.76.86 |[Israel navy. i df . il Xenu Link Seuth Wser Agent 1
188. 136. 237. 251|147. 237. 8. 46 'F;;u”i)”'i"’;‘;mc e.chinuch.idf.il ET SCAN NVAP -sS wi ndow 2048 1
46.120.122.219 [147.237.0.17 |[Israel mny-kosher-kravi.idf.il [Xenu Link S euth User Agent 1
188. 136. 237. 251|147. 237. 8. 46 :{e[;mub”'z';"“'c e.chinuch.idf.il ET SCAN NVAP -f -sS 1
163. 172. 169. 150(147. 237. 76. 176 |Uni ted Ki ngdom |test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
123.59.173.17 |147.237.72.14 |China dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
86. 125. 216. 254 |147.237.77. 170 |Ronani a naar achot . i df . i | ET SOAN Behavioral Lhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
46.172. 91. 20 147 237.0.33  |uraine il ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
46.120. 122. 219 (147.237.76.42 |lIsrael refuah.idf.il Xenu Link Seuth User Agent 1
188. 136. 237. 251147, 237. 8. 46 :%fzz'bli'z'i'fm e. chinuch. i df il ET SCAN NVAP - sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
141.0.15.35 Nor way 147.237.77. 170 |maarachot . i df .il |dr op Frst packet isn't SN drop 26
46.120.122. 219 |israel 147.237.77. 233 |atal i of .i Bad TCP sequence md:svr:é:”lt Wth different moni tor |9
172.58. 59. 88 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
31.13.113.76 Ireland 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
207.46.13.81  |lWited Sates |[147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid |imvalid segrent retransnission drop 4
Ret r ansn ssi on Packet dropped.
87.71.17. 229 | srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
31.13.113.68 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
80. 246. 139. 86 | srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
188. 120. 156. 228|I srael 147.237.72. 156 [anan. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
172. 58. 43. 206 Lhited Sates |147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
136. 243. 150. 138|CGer many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
31.13.113.92 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
2.53.2.10 | srael 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> RST noni t or 2
31.13.113. 65 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
217.132.11.125 |lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
31.13.100.117 |lreland 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
183. 129. 160. 229|Chi na 147.237.77. 176 |nat pash. i df . i1 dr op SAMrul e drop 1
31.13.100.118 |lreland 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
141.212.122. 44 |Uhited Sates |[147.237.76.38 |e.emeitav.idf.il [SYN Attack SYN -> SYN-ACK -> RST noni t or 1
93. 174. 93. 164 Net her | ands 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
74.82.47.15 Lhited Sates |147.237.8.28 |e.mobile-ks.idf.il|Geo-1 ocation enforcenent Geo-1 ocati on i nbound enf or cenent |drop 1
216.218.206.70 [Lnited Sates [147.237.76.197|e. himush.idf.il |Geo-| ocati on enf or cenent Geo-l ocat i on inbound enf or cenent |drop 1
31.13.113.78 Ireland 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 1
183. 129. 160. 229|Chi na 147.237.77. 179 |e.nazi . i df il drop SAMrul e drop 1
139. 162. 37. 147 |lhited Sates |147.237.77.234|halag.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
84.109. 70. 75 | srael 147.237.72.166 |aka.idf .il Bad TCP sequence Invalid ACK nunber aert 1
46. 19. 85. 150 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
192.243.55.132 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 1
141.212.122. 44 |lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
125. 77. 28. 26 Chi na 147.237.76. 34 |yohal an.idf.il drop drop 1
74.82.47.29 Lhited Sates |[147.237.0.35 akaws.idf.il dr op drop 1
216.218.206.86 |Wiited Sates [147.237.77.170|marachot.idf.il [SYN Attack SYN -> SYN-ACK -> RST noni t or 1
31.13.113.81 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
183. 129. 160. 229|Chi na 147.237.77. 205 |prisha.idf.il drop SAMrul e drop 1
2.53.179.78 | srael 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
84.109. 70. 75 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 1
31.13.113.66 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
125.77. 28. 26 Chi na 147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
74.82.47.49 Lhited Sates [147.237.77.235|svivaidf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
31.13.113.89 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
183. 129. 160. 229|Chi na 147.237.77. 234 |hal ag.idf .il dr op SAMrul e drop 1
5.9.17.118 Ger many 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
141.212.122. 43 |Uhited Sates |[147.237.76.38 |e.emeitav.idf.il [SYN Attack SYN -> SYN-ACK -> RST noni t or 1
74.82.47.7 Lhited Sates |147.237.76.197|e.himush.idf.il |Geo-| ocati on enfor cenent Geo- 1 ocation i nbound enf orcenent |drop 1
208. 54.5. 175 Lhited Sates |147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
131. 253. 24.140 |lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
76.109. 53. 177 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
31.13.113.91 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
183. 129. 160. 229|Chi na 147.237.77.235|sviva.idf.il drop SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
183. 14. 17. 90 Chi na 147.237.77.216|dover. i df . i ||Mil tiple Unauthori zed UR. Access from 183.14.17. 90 B ock 17
110. 136. 51. 124 |l ndonesi a 147.237.77. 216 |dover . i df . i [|Paraneter Type M ol ation SearchText in wwidf.il/1065-en/ dover. aspx B ock 6
183. 14. 17. 90 Chi na 147.237.77. 216 |dover . i df . i [|PHP Attenpt B ock 6
110. 136. 51. 124 |l ndonesi a 147.237.77. 216 |dover . i df . i [|Uhaut hori zed URL Access to wa i df .il/894-en/i df gdover. aspx B ock 5
84. 95. 208. 20 I srael 147.237.77.74 |lawidf.il |PHP Attenpt B ock 3
1. 10. 170. 149 Thai | and 147.237.72. 166 [aka. i df . i | |Unaut hori zed Method PCST for wwv aka. i df . il/mai n/ sachar/ vi ewpaysl i p. aspx  |Bl ock 2
84. 95. 208. 20 | srael 147.237.77.74 |lawidf.il |Miltiple Wauthorized URL Access from 84.95. 208. 20 B ock 2
66. 249. 64. 187  |Israel 147.237.77. 216 |dover . i df . i [|Unaut hori zed URL Access to wwwyidf.il/atal 1/izkor/vi ew text. asp B ock 1
192.243.55.134 |Uhited Sates  [147.237.72. 166|aka. i df . i | mutatg.r: fifefji rjllnaffllcgisf/u;?gener al . aspx?cat i d=586238&doci d=77019 Bl ock !
84.95. 208. 20 I srael 147.237.77.74 |lawidf.il |Wauthorized UR. Access to wwulawidf.il/tenpl ates/ general / pi wi k. php B ock 1
180. 76. 15. 32 Chi na 147.237.76. 42 [refuah.idf.ilUauthorized URL Access to 147.237.76. 42/ 994- 9740- he/ r ef uah. aspx B ock 1
66.249.79.169 |[Israel 147.237.77.233|atal .idf.i| |Uauthori zed URL Access to 147.237.77.233/ 894-he/ at al . aspx B ock 1
193. 252. 118. 176|France 147.237.72. 156 |aman. i df . i | |Waut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
46.120.122. 219 |Israel 147.237.77.233|atal . i df.i| |Waut hori zed URL Access to 147.237.77. 233/ 1135-he/ at al . aspx B ock 1
75.112.24.234 |Uited Sates [147.237.72.166|aka.idf.il |Untraceable SSL Sessions: Qpen Mde None 1
207.46. 13. 48 Lhited Sates |147.237.72. 156 |aman. i df.i| |Wauthorized LRL Access to waw anan.idf.il/robots.txt Bl ock 1
66.102. 6.3 Uited Sates |147.237.72.166|aka. i df.i| |Uauthorized Method PCST for www aka. i df.il/sachar B ock 1
220.181. 125. 23 |China 147.237.77.233|atal . i df.i| |Uhauthorized URL Access to 147.237.77.233/robot s. t xt B ock 1
157.55.39. 4 Lhited Sates |[147.237.77.233|atal .idf.i| |Wauthorized URL Access to 147.237.77. 233/ B ock 1
66.249. 64. 183  [Israel 147.237.77. 216 |dover. i df . i [|[Mil tipl e Uauthorized LRL Access from 66. 249, 64. 183 B ock 1
192.243.55.130 |united Sates [147.257. 72 166 faka. i ff i1 o n IR0 TR SR D aul t . asp?cat i d=428178doci d=46708 Bl ock !
157.55.39. 177 [lhited Sates |147.237.72.166aka.idf.i| [Unauthorized URL Access to 147.237.72. 166/ robots. txt B ock 1
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