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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
80. 82. 65. 168 Net her | ands 147.237.0. 200 mdu. i df . i | Frk_Under Attack Con Htp drop 2
180. 153. 91. 178 Chi na 147.237.76. 30 hinush.idf.il |Back List drop 1
185.94.111.1 Russi an Federation 147.237.76. 42 refuah.idf.il |Back List drop 1
80. 82. 65. 168 Net her | ands 147.237. 0. 200 mu. i df i | Frk Purple Gon Linmt Htp drop 1




09-30-2016-03:04:04 to 09-30-2016-04:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1 ure Devi ce Action |Oount
106. 120. 188. 139 Chi na 147.237.77. 74 lawidf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nirt 1
151. 80. 31. 163 France 147.237.76.86  |navy.idf.il |C1000146: HITP. AnrefBot craw er Bl ock 1




09-30-2016-03:04:04 to 09-30-2016-04:04:04

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

195. 154. 184. 122  |147.237.77.216 |France dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 2
195. 143. 227. 35 147.237.76.196 |United Ki ngdom esvivaidf.il ET SCAN NMAP -sS wi ndow 4096 1
188.136. 237. 251 |147.237.76.34 Iran, Islamc Republic of |yohal an.idf.il ET SCAN NVAP -sS wi ndow 2048 1
91. 201. 236. 50 147.237.77.178 |Wkraine ematpash.idf.il |ET SCAN NMAP -sS w ndow 4096 1
91. 201. 236. 50 147.237.77.178 |Wkraine e.natpash.idf.il |ET DRCP Spamhaus DRCP Listed Traffic | nbound 1
78.129.171. 173 147.237.76.198 |United Ki ngdom e.yoha an.idf.il |ET SCAN Potential SSH Scan 1
78.129.171.173 147. 237. 0. 200 Uni ted Ki ngdom ndu. i df il ET SCAN Potential SSH Scan 1
66. 55. 141. 76 147.237.0. 34 Lhited Sates tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46. 161. 40. 17 147. 237.76. 30 Russi an Feder ati on hi nush. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
195. 143. 227. 35 147.237.76.196 |United Ki ngdom esvivaidf.il ET SCAN NVAP -sS w ndow 3072 1
188.136.237. 251 |147.237.76.34 Iran, Islamc Republic of |yohalan.idf.il ET SCAN NVAP -f -sS 1
91. 201. 236. 50 147.237.77.178 |Wrai ne ematpash.idf.il |ET SCAN NMAP -sS w ndow 1024 1
85. 120. 95. 250 147.237.77.178 |Romani a e.natpash.idf.il |ET DRCP Spamhaus DRCP Listed Traffic | nbound 1
78.129.171. 173 147.237.76. 44 Uni ted Ki ngdom erefuah.idf.il |ET SCAN Potential SSH Scan 1
66. 249. 66. 12 147.237.77.170 |Wited Sates naarachot.idf.il |ET SCAN NVAP -sA (2) 1
46. 161. 40. 17 147. 237.76. 38 Russi an Federation eeneitav.id.il [ET SCAN NVAP -sS w ndow 1024 1
198. 20. 69. 74 147.237.77.179 |Wnited Sates e.nazi.idf.il ET DROP Dshiel d B ock Listed Source 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Pal estinian Territory,

37.76.216. 143 Qecupi ed 147.237.77.176 [nat pash.idf . il dr op First packet isn't SYN drop 60
Sreaning Engine: TGP Invalid i i ssi
109. 65.81. 133 I srael 147.237. 77. 243 |robi | e i df . i | 9 =9 Invalid segnent retransmssion. |, 30
Ret r ansmi ssi on Packet dr opped.
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 8
o SYNretransnmit wth different .
194. 153. 113. 35 |Ger nany 147.237.77.74 |lawidf.il Bad TCP sequence i ndow scal e mnitor |4
46. 19. 85. 165 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or
109. 226.49.50 |lIsrael 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
s SYNretransmit wth different .
194. 153.113. 35 [Ger nany 147. 237.72. 166 |aka. i df .i | Bad TCP sequence wi ndow scal mnitor |3
194.153.113.35 |Ger many 147.237.77.233 |atal i df . Bad TCP sequence SNretransmt with different oo |3
w ndow scal e
e SN retransmit wth different .
194. 153.113. 35 [Ger nany 147. 237. 72. 156 |anan. i of . i | Bad TCP sequence wi ndow scal mnitor |2
79.177.89.177 |lsrael 147.237.72. 156 |anan.idf il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
s SN retransnmit wth different .
194. 153. 113. 35 |Ger nany 147. 237.77. 176 |mat pash. i df . i | Bad TCP sequence i ndow scal e mnitor |2
185. 120. 125. 67 |Israel 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
. . SWNretransmt wth different .
194, 153. 113. 35 |Ger many 147.237.76.31 |nakchal .idf.il Bad TCP sequence vi ndow scal e noni t or 2
149. 202. 173. 163|France 147. 237.72. 166 |aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST mnitor |2
194.153.113. 35 |Ger many 147.237.76.86 |navy.idf.il Bad TCP sequence Sretransmt wth different o0 |2
w ndow scal e
46. 19. 86. 146 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber alert 1
192.118.60.69 |Israel 147.237.77. 170 |marachot.idf .il |Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 117 |nited Sates 147.237.77.61 |e.cogat.idf.il SYN At ack SYN -> SYN-ACK -> RST mnitor |1
76.109.53.177 |Uited Sates 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
37.49.226.132  [Nether| ands 147. 237. 7. 216 |dover. i f . | Header Rej ecti on ?zgﬂzgtre’ ection pattern found inf oo |1
169. 229. 3. 91 Lhited Sates 147.237.76.200|eitan. aka.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.95 |Wited Sates 147.237.76. 44 |e.refuah.idf.il  |Geo-1ocation enf or cenent Sﬁ?;ggi'ﬂfn I nbound drop 1
80.82.65.168  |Netherlands 147.237.0.33  [idf.il drop drop 1
213.57.231. 114 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop
46. 19. 86. 146 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
141.212.122. 125|wited Sates 147.237.76.198 |e.yohal an.idf.il |Geo- | ocati on enf or cement gﬁ?;}:ggi'ﬂfn I nbound drop 1
131.253.36.196 |Lhited Sates 147. 237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout [monitor |1
169.229.3.91  |Wited Sates 147.237.77.212|e.dover.idf.il  |[Geo-1ocation enf or cement Geo-I ocati on i nbound drop 1
enf or cenent
141. 212. 122. 112|Wited Sates 147.237.77. 121 |e. navy. i of . i Geo-1 ocati on enf or cenent gﬁ?;:ggi;?n I nbound drop 1
80. 82. 65. 168 Net her | ands 147.237.0.35 |akavs.idf.il dr op drop 1
216. 218. 206. 116|Uhi ted Sates 147.237.76. 198 |e.yohal an.idf.il |Geo-1ocation enf or cenent (C;‘?o:’ggiln?n I nbound dr op 1
74.82.47.60 Lhited Sates 147.237.77.61 |e.cogat.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141. 212.122. 126|Wited Sates 147.237.76.198 |e.yohal an.idf.il |Geo- | ocati on enf or cement gﬁ?;}:ggi'ﬂfn I nbound drop 1
141.212.122.90 |Wited Sates 147.237.0.200 |rdu.icf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
79.182.123.3 I srael 147. 237.77. 216 |dover.i of .i | SYN At t ack SYN -> SYN-ACK -> RST mnitor |1
o SYNretransmit wth different .
194.153.113. 35 [Ger nany 147. 237.77. 216 |dover.idf il Bad TCP sequence wi ndow scal mnitor |1
41.239.61.195 |Egypt 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 1
141, 212. 122. 113|Wited Sates 147.237.77. 121 |e.navy. i df .1 Geo-1 ocation enf or cenent gﬁ?;'rggi'nfn I nbound dr op 1
94.102.49.193 |Netherl ands 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
76.109.53.177 |Lhited States 147.237.77. 216 |dover.idf il Bad TCP sequence Inval id AGK nunber aert 1
31.13.113.88 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
141.212.122.91 |Wited Sates 147.237.0.200 |mdu.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
80. 82. 65. 168 Net her | ands 147.237.0.15 |kosher-kravi.idf.i|[SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 1
192.118.60.69 |Israel 147.237.77. 170 |marachot.idf .il |Bad TCP sequence Invalid ACK nunber alert 1
141.212.122. 116|Uhited Sates 147.237.77.61 |e.cogat.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
76.109.53.177 |lLhited States 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |1
31.13.113.92 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
169.229.3.91  |Wited Sates 147.237.76.196 |e.svivaidf.il  [Geo-1ocation enf or cement Geo-I ocati on i nbound drop 1
enf or cenent
141.212.122.94 |Wited Sates 147.237.76.44 |erefuah.icf.il  |[Geo-1ocation enfor cenent gﬁ?;:ggi;?n I nbound drop 1
80. 82. 65. 168 Net her | ands 147.237.0.19 |nadi matal .idf.il [SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 220. 90 |l srael 147.237.0.19 |madi matal .idf.i|Distributed Suspicious Response Qode Bl ock

46. 19. 86. 81 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock

; . . Paraneter Type M ol ation ct|00$Cont ent Al aceHbl der 1$t xt Bai | in
50.186.152.66 [UWited Sates [147.237.77.216|dover.idf.il v i df i 1/ 1038- en/ dover . aspx Bl ock 1
192.243.55.130 |Uited Sates [147.237.72.166|aka.idf.il Lhaut hori zed URL Access to ww aka. i df .il/giyus/ asp/ gi yus. asp Bl ock 1
Lhited - . Unaut hori zed Met hod PCST for
81.104.113.8 Ki ngdom 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ nai n/ gi yus/ pni of ansver . aspx B ock 1
136.160. 90.33 |Uhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx B ock 1
. - Unaut hori zed URL Access to
66.249. 64.183 |l srael 147.237.77. 216 (dover.idf .il 147. 237, 77. 216/ 1133- 21810- he/ i df gdover . aspx Bl ock 1
194. 153. 113. 35 |Ger many 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
148. 251. 192. 100|Ger nmany 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for aka.idf.il/main/ hone/ def aul t. aspx B ock 1
66.249. 75. 8 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 9023- he/ r ef uah. aspx |B ock 1
194. 153. 113. 35 |Ger many 147.237.77.216|dover . i df .i | D stributed Unauthorized URL Access on 147.237. 77. 216/ robot s. t xt Bl ock 1
110. 136. 51. 124 |I ndonesi a 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to www i df.il/894-en/i df gdover. aspx B ock 1
5.29.4.211 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
] . . .1 |SL Whtraceabl e Gonnection - Protocol violation

169. 229. 3. 91 Wited Sates |147.237.76.200|ei tan. aka.idf.il (SSL CONN LI ENT FELLO) None 1
66. 249. 75. 12 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock

194. 153. 113. 35 |Ger many 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock

118. 201. 50. 146 |9 ngapore 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for ww aka. i df.il/mai n/hone/ defaul t.aspx |B ock

. . Unknown Paraneter asmin
185.32.179.88 |lIsrael 147.237.72. 166 |aka. i df . i | vanw aka. i df . i |/ mai n/ gi yus/ yahash2017/ | obby. aspx None 1
. . Unaut hori zed URL Access to

66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or Um asp B ock 1
204.79.180.179 |[thited Sates [147.237.72.166|aka.idf.il Unhaut hori zed Mt hod PCST for aka.idf.il/mniluinitenpl ates/inner.asp B ock 1
136.160.90. 33  [nited Sates |147.237.77.216|dover.idf.il Mil tipl e Unaut horized URL Access from 136. 160. 90. 33 B ock 1
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