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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site Signature Device Action |Count |
183. 53. 230. 157 Chi na 147.237.0. 16 ny- kosher-kravi .idf .il L4 Source or Dest Port Zero drop 20

180. 153. 91. 178 Chi na 147.237.76. 30 hi nush.idf.il B ack List dr op 17

208. 67. 1. 248 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List drop 1

213. 202. 233. 46 Cer many 147.237.76. 86 navy.idf.il B ack List drop 1
185.94.111.1 Russi an Federation 147.237.76. 199 e. nakchal .idf.il B ack List drop 1

94.102. 52. 10 Net her | ands 147.237.76. 177 ncore.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnature Devi ce Action |Oount
216.119.112. 144 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
151. 80. 31. 184 France 147.237.77.176  |matpash.idf.il C1000146: HITP. AhrefBot craw er Bl ock 1

94.102. 49. 193 Net her | ands 147. 237. 76. 39 nobi le.neitav.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

‘Ste

‘Signature

216.119. 112. 144|147.237. 77. 74 |lhited Sates |lawidf.il SQ Injection - Select From 18
. . |ET SCAN Behavioral lhusual ly fast inbound Tel net Connecti ons,
115.239.0.153 [147.237. 77. 235 |Chi na sviva.idf.il ) 1
Potential Scan or Brute Force
78.129.171. 173 |147. 237.77. 243 E?Ir:;gom mobile.idf.il |ET SCAN Potential SSH Scan 1
58.220.2.5 147.237.76.31 |[China nakchal .idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
221.229.172. 116|147. 237. 76. 196 |Chi na esvivaidf.il |[ET SCAN Potential SSH Scan 1
221.229.172.116|147. 237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
163.172.129. 15 |147.237.77.233 LKJ?';:gom atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
. |ET SCAN Behavioral Uhusual 'y fast inbound Tel net Gonnecti ons,
116. 102. 235. 141|147. 237. 8. 45 M et nam e.eitan.idf.il . 1
Potential Scan or Brute Force
94.102.48.194 |147.237.0.33 [Netherl ands idf.il ET SCAN NVAP -sS w ndow 1024 1
62. 210. 189. 248 |147. 237. 77. 234 |France halag.idf.il [ET SCAN Potential SSH Scan 1
. |ET SCAN Behavi oral lhusual | y fast inbound Tel net Connecti ons,
27.75.154. 147 |147.237.77. 179 |M et nam enazi.idf.il . 1
Potential Scan or Brute Force
221.229. 172. 116|147. 237. 76. 200 |Chi na eitan aka.idf.|ET SCAN Potential SSH Scan 1
221.229.172.116(147.237.0.34 |China tikshuv.idf.il |ET SCAN Potential SSH Scan 1
163.172.129. 15 |147.237.77. 216 E;Ir:;cci]om dover.idf.il |ET SCAN NVAP -sS wi ndow 1024 1




09-30-2016-02:04:08 to 09-30-2016-03:04:08

|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
141.0. 14. 145 Eur ope 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 70
St ream ng Engi ne: TCP i i ssi
46.19.85.164  |Israel 147.237.76. 42 |refuah.idf.il mng tngine. Invalid segnent retransmssion. . 14
Inval i d Retransm ssion Packet dropped.
188. 225. 189. 195 glcisgi'géa” Territoy, 47 237. 77. 176 |nat pash. i of . i1 drop First packet isnt SN drop 11
46. 19. 86. 146 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Stream ng Engi ne: TCP i i ssi
66.249. 69. 236 |Lhited Sates 147.237.77. 243 |nobi l e.i df .i1 mng tngine. Invalid segnent retransmssion. . 6
Inval i d Retransm ssion Packet dropped.
201. 144. 222. 83 |Mexi co 147.237.72. 156 |anan. i df . il dr op First packet isn't SYN drop 5
46. 19. 85. 68 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber alert 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
46. 19. 85. 68 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber nonitor |5
46. 19. 86. 239 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
109. 253.220.2 |Israel 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |3
77.138.52.97 France 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
156. 194. 211. 14 |Egypt 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
156. 196. 130. 132 |Egypt 147.237.77. 216 [dover.i df . i | SYN Attack SYN -> SYN-ACK -> Timeout [monitor |2
93.173.123. 174 |lsrael 147.237.72. 166 |aka.i df .i SYN Att ack SYN -> SYN-ACK -> Timeout |nonitor 2
176. 13. 236. 229 |Israel 147.237.72. 166 |aka.i df .i| SYN Attack SYN -> SYN-ACK -> RST noni t or 2
46. 19. 85. 230 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber aert 2
2.53.33.68 | srael 147.237.72. 166 |aka.i df .i SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
93.173.123.174 |Israel 147. 237.72. 166 |aka. i of . | Bad TCP sequence SINWACK retransmt W th monitor |2
different wndow scal e
46. 19. 86. 244 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber alert 2
46. 19. 85. 230 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |2
141.8.132. 78 Russi an Federation |147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 2
2.55.51.98 | srael 147.237.72. 166 |aka.i df . i SYN Attack SYN -> SYN-ACK -> RST noni t or 2
169. 229. 3. 91 Lhited Sates 147.237.72. 156 |anan.idf .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
31.210. 187. 140 |lsrael 147.237.72. 166 |aka. i df.il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122.91 |Wited Sates 147.237.72. 217 |e.i df . Geo- 1 ocation enforcement |0 !ocation inbound drop 1
enf or cenent
208. 163. 150. 47 |lhited Sates 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Tineout [nonitor |1
65. 55. 218. 32 Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 1
176. 13. 4. 105 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 1
2.53.33.22 | srael 147.237.77. 243 |mobi l e.i df . i | SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 1
141.212.122.38 |Wited Sates 147.237.0. 16 inl’"kOSher'kraV' 1A 1syN At ack SYN -> SYN-ACK -> RST monitor |1
169. 229. 3. 91 Lhited Sates 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |1
41.254.9. 69 'J" byai”riNy;b 147.237.77. 216 |dover. i df . i SYN At ack SYN -> SYN-ACK -> Tineout |monitor |1
141.212.122.91 |Uhited Sates 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
139. 162. 37. 147 |Wited Sates 147. 237. 76. 198 |e. yohal an.i df .i | Geo- | ocati on enf or cenent Sﬁ?oerZ?;]?n  nbound drop 1
212.143.118.94 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
. . SYNWAXK retransmit with .
156. 196. 130. 132 |Egypt 147. 237.77. 216 |dover.idf .i Bad TCP sequence different vindow scal & monitor |1
141.212.122.88 |Wiited Sates 147.237.76. 198 |e. yohal an. i of .1 Geo- | ocati on enf or cenent Zﬁ?olr ggﬁé'nfn  nbound drop 1
201. 144. 222.85 |Mexi co 147.237.72. 156 |anan.idf .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
169. 229. 3. 91 Lhited Sates 147.237.76. 177 |ncore.idf il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.92 |wited Sates 147.237.72. 217 |e.i df .1 Geo-l ocation enforcenent |20 ocation inbound drop 1
enf or cenent
169. 229. 3. 91 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN At tack SYN -> SYN-ACK -> RST noni t or 1
2.55.33.171 I srael 147.237.72. 166 |aka.idf . i1 SYN Attack SYN -> SYN-ACK -> RST monitor |1
141.212.122.89 |wited Sates 147.237.76. 198 |e. yohal an. i of .1 Geo- | ocati on enf or cenent gﬁ?olrgzi'mo” I nbound drop 1
108. 64. 2. 113 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
201. 144. 222.85 |Mexi co 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Timeout |nonitor
46. 19. 86. 244 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber noni t or
169.229.3.91  |Wited Sates 147.237.76. 201 |e. atal i df .l Geo- 1 ocation enforcement |0 !ocation inbound drop 1
enf or cenent
141.226.217. 75 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
87.69. 64. 194 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
81.104.113.8  |W1ted 147.237.72. 166 |aka. i df . i | Wnaut hor i zed Method POST for B ock 2
Ki ngdom wwy aka. i df . i |/ mai n/ gi yus/ pni ot answer . aspx
! m ny- kosher - kravi . i d |s3 wntraceabl e Gnnection - Protocol viol ation
154. 47. 32. 81 Lhited Sates |147.237.0.17 £l (SSL_OONN_CLI ENT_HELLO) None 1
66.249. 64. 183 |l srael 147.237.77.216|dover . i df . i | Unhaut hori zed URL Access to 147.237.77.216/robots. t xt Bl ock 1
: . . Unaut hori zed URL Access to
192.243.55.130 Lhited States  [147.237.76.42 |refuah. idf.il wwv refua. atal .idf.il/tenpl ates/shared/ usercontrol s/ header upper B ock !
m ny- kosher-kravi .id _ ,
66. 249. 76. 54 | srael 147.237.0. 17 £l Mitiple Illegal Paraneter Encoding from 66.249. 76. 54 None 1
156. 196. 130. 132|Egypt 147.237.77. 216 |dover . i df . i | SSL Wntraceabl e Gonnection - Qoen Mde None 1
66.249.64.187 [Israel 147.237.77. 216 |dover.idf . il Unaut hori zed LRL Access to wwuidf.il/atal 1/izkor/viewiny.asp |B ock 1
} . . Unaut hori zed URL Access to
192.243.55. 134 |lLhited Sates [147.237.72.166|aka.idf.il vw aka. i o i |/ el tan prat i i pi rt eykat ava Bl ock 1
79.180.171.111 [israel 147.237.0.19 [madi matal .idf.il Suspi ci ous Response Code B ock 1
’ . . S Whtraceabl e Gonnection - Protocol violation
169. 229. 3. 91 Lhited Sates |147.237.76.42 |refuah.idf.il (SSL CONN LI ENT FELLO) None 1
66.249. 64.188 |l srael 147. 237.77. 216 |dover . i df . i | Wnaut hori zed LRL Access to B ock 1
wa i df . i | / appl e- app-si t e-associ ati on
. . . Unaut hori zed URL Access to
192. 243.55.135 |Wnited Sates [147.237.76.42 |refuah.idf.il refua. atal i df.il/tenpl ates/ shared usercont rol s/ header upper/ B ock 1
] . . D stributed Uhaut hori zed URL Access on
192.243.55.129 |Uited Sates |[147.237.72.166|aka.idf.il voww aka. i o i 1/ gi yus/ kadat 7 B ock 1
66. 249. 69. 236 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Qode B ock 1
207. 46. 13. 48 Lhited Sates [147.237.72.156|anan.idf.il Uhaut hori zed URL Access to vy anan. i df.il/robots. txt Bl ock 1
: . . Unaut hori zed URL Access to
98.139.204.33 |lWited Sates |[147.237.76.42 |refuah.idf.il refua. atal . i df. | | /vor dpr ess/ wp- adiry B ock 1
2.53.149. 90 | srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
192.243.55.130 [lhited Sates [147.237.72.166|aka.idf.il Unhaut hori zed URL Access to waw aka. i df.il/giyus/ kadat z B ock 1
. . . Unaut hori zed URL Access to
66. 249. 69. 253 |l srael 147.237.0.34 |tikshuv.idf.il ti kshuv. i f i 1/ edi riyonan enl ar ge. asp B ock 1
Czech ] ; Unaut hori zed Met hod PCST for
217.28.82. 254 Republ i ¢ 147.237.72. 166 [aka. i df . i | ww aka. i df . i | / mai n/ sachar/regi strationw zar d/ st ep4. aspx Bl ock !
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