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|Top Attackers | n DDoS- Def ence |

Signature

Attacker Address |Attacker Country |Target Address |Site

Device Action |Count|

180. 153. 91. 178 Chi na 147.237.76. 30 hi nush. i df .i | B ack List drop 19
176. 13. 244. 190 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
66. 240. 219. 146 Lhited Sates 147.237.76. 38 e.e.ngitav.idf.i|B ack List drop 1
89.248.172. 173 Net her | ands 147.237.76. 86 navy.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address

| Attacker Qountry

Target Address

|Site

|Sgnature

Devi ce Action |Count |

178. 203. 120. 68 Ger many 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot Per mit 72
178. 203. 120. 68 Ger many 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot Per nit

178. 203. 120. 68 Ger nany 147.237.77.176  |matpash.idf.il [CLO00074: HTTP. najestic bot Per it

175. 198. 180. 75 Korea, Republic of 147.237.77.227 |e.hanaz.idf.i|l |2226: Backdoor: TCP Wndow S ze 55808 Troj an B ock 1
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

Potential Scan or Brute Force

46.120. 122. 219 |147.237.77. 74 |Israel lawidf.il Xenu Link Seuth Wser Agent 8
46.120. 122. 219 |147. 237. 77. 216 |I srael dover.idf.il Xenu Link Seuth User Agent 4
46.120. 122. 219 |147. 237. 77. 176 |I srael mat pash. i df .i | Xenu Link S euth User Agent 4
94.102.48.194 (147.237.0.19 |Netherl ands madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
89.248.174.30 [147.237.76.31 |Netherlands nakchal . i df il ET SCAN Potential VNC Scan 5900- 5920 1
78.129. 171. 173 [147. 237. 76. 86 Ei“';gegom navy. i df . il ET SCAN Potential SSH Scan 1
54.144.119. 103 |147.237.0.16 |thited Sates |ny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
212.116. 72. 226 |147.237.8.27 |Sweden e.madi matal .idf.il ET SCAN NVAP -sS wi ndow 4096 1
i ET SCAN Behavi oral Uhusual |y fast i nbound Tel net Gonnecti ons,
180. 69. 165. 222 |147. 237. 76. 30 |FOVE® RPUDIIC |0 o i o i , y 1
of Potential Scan or Brute Force
163.172.129. 15 |147. 237. 77. 178 ;h'r:;gom e. mat pash. i df .il ET SCAN NVAP -sS w ndow 1024 1
106. 187. 45. 144 [147. 237. 77. 61 |Japan e.cogat.idf.il ET SCAN Potential SSH Scan 1
89.248.174.30 |147.237.76.38 |Netherlands eeneitav.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
89.248.174.30 [147.237.0.35 |Netherlands akavs. i df . i ET SCAN Potential VWNC Scan 5900- 5920 1
78.129. 171. 173 [147. 237. 0. 33 t?'rfgegom idf il ET SCAN Potential SSH Scan 1
46.172.91.21  |147.237.76. 148 |krai ne gacenter. aka.i df . il ET SCAN NMAP -sS wi ndow 1024 1
212.116. 72. 226 |147.237.8.27 |Sweden e.nmadimatal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
97 75 154147 |147. 237 77 179 M et nam o razi idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . . 3 1.1 N .
Potential Scan or Brute Force
163. 172. 129. 15 |147. 237. 77. 179 z';gegom e nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
_ o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
115. 239. 0. 153 |147. 237. 77. 235 |Chi na sviva.idf.il 1
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|Top Attackers In FW |

Attacker Address étuiikre; ‘Tar get Address |Ste Signature /?ca\t/ii (;i
109. 65.81. 133 [ srael 147.237.77. 243 |robi | e. i of .| Streaming Engine: TCP Invalid ivalid segnent retransmssion. |, op 30
Ret ransm ssi on Packet dr opped.
77.127.38.170 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
185. 120. 125.30 |Israel 147. 237.76. 200 |ei tan. aka i .11 | €M ng Er?g| ne: TCP Invalid invalid segnent retransnission drop 12
Ret r ansn ssi on Packet dr opped.
46. 19. 86. 199 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Inval i d AGK nunber noni t or 6
46.19. 86. 146 I 'srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d AGK nunber moni t or 6
109. 160. 226. 20 |l srael 147.237.76.86 |navy.idf.il dr op Frst packet isn't SN drop 6
46. 19. 86. 199 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Inval i d AGK nunber alert 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
2.55.190. 45 | srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
46. 19. 86. 244 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Inval i d AGK nunber alert 4
176.13.239.40 |lsrael 147.237. 77. 243 |nobi | e.i df .i | drop First packet isn't SYN drop 4
46. 19. 86. 244 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
157.55.39.71  |Wited Sates |147.237. 77. 243 |nobile.i of i1 Streamng Engine: TCP Invalid - livalid segnent retransmission. | o 3
Ret r ansm ssi on Packet dr opped.
157.565.39.109 |[Uhited Sates |147.237.77.243 [nobile.idf. il Streaning Engi ne: TCP Invalid —invalid segnent retransmssi on drop 3
Ret r ansm ssi on Packet dr opped.
157.55.39. 141 |Wited Sates |147. 237. 77. 243 |nobile.i of i1 Streamng Engine: TCP Inval id —ivalid segnent retransmission. | o 3
Ret r ansm ssi on Packet dr opped.
2.53. 33.160 | srael 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> RST noni t or
176. 13. 3. 232 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop
68.180.228.99 |lhited Sates |147.237.72. 166 |aka.idf.il Streaning Engine: TCP Invalid invalid segnent retransnission drop 2
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 164 | srael 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
5.22.134.251 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 2
38. 81. 65. 42 Lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 2
141. 226. 217. 241|l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid ACK nunber noni t or 2
109. 253. 132. 219l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
46.19. 85.75 I 'srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d AGK nunber moni t or 1
141.212.122. 114|Uhited Sates |[147.237.76.202 e hal ag.idf.il Geo-| ocat i on enf or cenent Geo- | ocation i nbound enf or cenent |drop 1
141.212.122.86 |lhited Sates |147.237.76.196|e. svivaidf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent |drop 1
185. 20. 5. 157 LK?ir:gegom 147.237.77. 170 |n@arachot.idf.il  |SYN At t ack SYN -> SYN-ACK -> Ti neout aert 1
89.248. 167. 131 |Net herl ands 147.237. 76. 198 |e. yohal an.i df . il Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent |drop 1
169. 229. 3. 91 Lhited Sates [147.237.76.199 |e. nakchal .idf.il Geo- 1 ocati on enf or cenent Geo-1 ocation inbound enf or cenent |drop 1
141.212.122.87 |lhited Sates [147.237.77.212|e.dover.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enf or cenent |drop 1
206. 126. 55. 74 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
141.212.122.83 |lhited Sates [147.237.76.177 |ncore.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
169. 229.3.91 Lhited Sates |147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
46. 19. 85. 131 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 121|lhited Sates [147.237.0. 34 tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.86 |lhited Sates |147.237.77.179|e.nazi.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
185. 20. 5. 157 Eiqint;gom 147.237. 77. 170 |n@arachot . i df .i | SYN Attack SYN -> SYN- ACK -> Ti meout noni t or 1
94. 102. 49. 193 Net her | ands 147.237.76.39 |mobile meitav.idf.i|SYN At ack SYN -> SYN-ACK -> RST noni t or 1
169. 229.3.91 Lhited Sates |147.237.77.61 |e.cogat.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
46. 19. 86. 204 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.89 |Lhited Sates [147.237.76.39 |mobile.neitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.84 |lhited Sates |147.237.76.177 |ncore.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
176.13.10.192 |[Israel 147.237.72. 166 |aka.i df .il drop First packet isn't SN drop 1
77.125.18. 86 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
169. 229.3.91 Lhited Sates |147.237.76. 148 |gqcenter.aka.idf.il|dr op drop 1
141. 212. 122. 122|lhited Sates [147.237.0.34 tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.86 |Uhited Sates |147.237.77.212|e. dover.idf.il Geo- 1 ocati on enf or cenent Geo-| ocati on inbound enf or cenent |dr op 1
185. 20. 5. 157 E?i;;gom 147.237.77. 170 |nsavachot.idf.il  [Bad TCP sequence mﬁsg reansmt wehdifferent |opnitor |1
169. 229. 3. 91 Uhited Sates |147.237.77.178|e.matpash.idf.il |[Geo-| ocati on enfor cenent Geo-| ocati on inbound enf or cenent |dr op
141.212.122.90 |[Uhited Sates [147.237.76.39 |mobile.neitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
88. 202. 218. 236 LKJ?'r:gegom 147.237.0.19 |nadimatal .idf.il Oistributed Suspicious Response Code B ock 3
192.243.55.136 |Uhited Sates [147.237.72.166|aka.idf.il Ml ti pl e Uhaut horized URL Access from 192. 243, 55. 136 Bl ock 2
2.53.129.0 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
207.46.13.165 |Lhited Sates [147.237.0.16 |ny-kosher-kravi.idf.i||Wauthorized URL Access to waw ny-kosher-kravi.idf.il/ B ock
. . Unaut hori zed Met hod HEAD for
46.4.74. 42 Ger many 147.237.72. 166 |aka. i df . i | vaww aka. i o i |/ brot her s/ ski ra/ def aul t . asp Bl ock 1
: . . Uhaut hori zed URL Access to
192.243.55.135 |Uhited Sates |[147.237.76.42 |refuah.idf.il refua. atal i df.i1/tenpl at s/ shared ser cont rol s/ header upper/ B ock 1
66.249.79.169 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1406-he/ atal . aspx |B ock 1
2.53.191. 249 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
216.244.66.236 |lLited Sates [147.237.0.34 |tikshuv.idf.il Paraneter Type Molation catld in tikshuv.idf.il/site/story.aspx Bl ock
. . D stributed Whaut hori zed Met hod for Known URL on
99.243.42.155 |Canada 147.237.72. 166 |aka. i df . i | aka.icf i1/ mai n sachar B ock 1
66.249. 64. 124 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df.il/giyus/asp/giyus.asp |B ock 1
77.138.152.19 |France 147.237.72.166|aka. i df . i | Lhaut hori zed Met hod PCBT for aka.idf.il/mai n/sachar B ock 1
31. 154. 81. 65 I srael 147.237.72. 166 [aka. i df . i | PHP Att enpt Bl ock 1
216.244.66.236 |lhited Sates |147.237.0.34 |tikshuv.idf.il Lhaut hori zed LRL Access to tikshuv.idf.il/siteflunsel ecatbl e.aspx  |B ock 1
. . Paraneter Type Mol ati on SearchText in
141. 226. 162. 225|I srael 147.237.77.216|dover.idf . il v i df i 1/ 1065- he/ dover . aspx B ock 1
66.249.64. 184 | srael 147.237.77. 216 |dover . i df . i | thaut hor i zed URL Access to . . B ock 1
v i df . i /. wel | - known/ appl e- app- si t e- associ ati on
: . . Uhaut hori zed URL Access to
192. 243.55.136 |Uhited Sates |147.237.72.166|aka.idf.il vw aka. i o |/ ei tan prat i npi rt eychayal B ock 1
80.229.41.50  |Wted 147.237.72. 166 |aka. i df . i | Wnaut hor i zed Method POST for Bl ock 1
Ki ngdom wwn aka. i df . i |/ mai n/ gi yus/ bookl et s. aspx
31.154. 81. 65 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka.idf.il/xmrpc. php B ock 1
157.55.39. 4 Lhited Sates |147.237.77.233|atal .idf.il Lhaut hori zed URL Access to 147.237.77.233/robot s. t xt Bl ock 1
. . . Uhaut hori zed URL Access to
66.249. 69. 228 | srael 147.237.77. 243 |nobi [ e. i df . i | nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1730 B ock 1
207. 46. 13. 48 Lhited Sates |147.237.72.156|aman.idf.il Lhaut hori zed URL Access to vwwy aman. i df.il/robots. txt B ock 1
. . Uhaut hori zed URL Access to
87.69.121.246 |Israel 147.237.77.234|hal ag. i df . i | 147. 237. 77. 2341 i nages! shar ed/ bul | et 1. gi f Bl ock 1
38.81. 65. 42 Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to 147.237.77.216/robots. t xt B ock 1
Uhaut hori zed URL Access to
192.243.55.135 |[Uhited Sates [147.237.72.166|aka.idf.il vy aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=59330&8doci d=6498 |B ock 1
5
m ny- kosher-kravi . id i i
66.249.76.54  |Israel 147.237.0. 17 ny llegal Paraneter Bncoding rnd in None 1

f.il

mny- kosher - kravi . i df . i1/aj ax/ creat ecapt chai nage. aspx
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