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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
71.6.146.130 Lhited Sates 147.237.77. 216 dover.idf.il TAP Scan (vertical) drop 213
180. 153. 91. 178 Chi na 147.237.76. 30 hi nush. i df.i | B ack List drop 12
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forvard 2
42.112.10. 70 Vi et nam 147.237.0. 17 m ny- kosher -kravi .idf.il Invalid TP H ags drop 1
42.112.10. 81 Vi et nam 147.237.0. 17 m ny- kosher -kravi .idf.il Invalid TGP H ags drop 1
42.112.10. 73 Vi et nam 147.237.0. 17 m ny- kosher -kravi .idf.il Invalid TGP H ags drop 1
42.112.10. 85 i et nam 147.237.0. 17 m ny- kosher -kravi .i df . il Invalid TGP H ags drop 1
42.112.10. 66 \i et nam 147.237.0. 17 mny- kosher-kravi .idf.il Invalid TGP H ags drop 1
42.112.10. 74 i et nam 147.237.0. 17 m ny- kosher -kravi .idf . il Invalid TP H ags drop 1
42.112.10. 69 Vi et nam 147.237.0. 17 m ny- kosher -kravi .idf.il Invalid TP H ags drop 1
42.112.10. 75 Vi et nam 147.237.0. 17 m ny- kosher -kravi .idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

At t acker At acker

Gountry

Target Address |Site ’Sgnature

12348: HITP. PH>-O3 Query String Paraneter Command | nj ection

46. 183. 223. 232 |Latvia 147.237.77. 216 |dover . i df . i Wl nerabi ity

Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Potential Scan or Brute Force

Gountry
5. 255. 90. 133 147. 237. 76. 200 |Net her | ands eitan. aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
194. 106. 166. 123(147. 237. 8. 46 e. chinuch.idf.il ET SCAN Potential SSH Scan 1
163.172.129. 15 |147.237.76. 147 E?i;;gom chinuch. aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
144.0.1.12 147.237.76.86 |China navy. i df . il ET SCAN Potential SSH Scan 1
144.0.1. 12 147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
78.129.171.173 |147.237.8.50 E?ir:;gom e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
58.218. 200. 137 |147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
46.172. 91. 20 147 237 828 |Ucraine o robil eks. idf ] ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
5. 255. 90. 133 147.237.77.61 |Netherlands  |e.cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
194. 106. 166. 123|147. 237. 8. 50 e tikshuv.idf.il ET SCAN Potential SSH Scan 1
165. 215. 209. 15 [147.237.77. 216 |Lhited Sates |dover.idf.il Tehila - Perl LW with fake user agent 1
144.0.1.12 147. 237.76. 197 |Chi na e hinush.idf.il ET SCAN Potential SSH Scan 1
144.0.1. 12 147.237.76.31 |China nakchal . i df . il ET SCAN Potential SSH Scan 1
94.102.48.194 [147.237.76.31 |[Netherlands nakchal . i df il ET SCAN NMAP -sS wi ndow 1024 1
58. 218. 200. 137 |147.237. 76. 197 |Chi na e hinush.idf.il ET SCAN Potential SSH Scan 1
58.218.200. 137 |147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
42.114.119. 161 [147.237.76. 147 |M et nam chinuch. aka. i df . i1 ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Connecti ons, 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Acti on ‘Count
141. 0. 13. 130 Nor way 147. 237. 77. 216 |dover. i of . i SYN At t ack SYN -> SYN-ACK -> RST nonitor |19
176.13.10.192 |israel 147.237.72. 166 [aka. i of .i | SYN Att ack SYN -> SYN-ACK -> RST monitor |10
46. 19. 86. 237 I sr ael 147. 237. 77. 216 |dover . i df . i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |9
80. 246. 137. 206 |I srael 147.237.77. 243 |rvi e i1 | €AM NG Engine: TCP Invalid finvalid segnent retransmissi on. drop 9
Ret r ansmi ssi on Packet dropped.
86. 130. 196. 116 |United Ki ngdom 147. 237.77. 216 |dover . i df .i Streaning Engine: TCP Invalid |invalid segnent retransmssi on. drop 8
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 251 I srael 147.237.0.34 [tikshuv.idf.il [SYN Attack SYN -> SYN-ACK -> RST nonitor |8
79.179.30.42  |israel 147.237.77. 203 |rwvi e i1y | €AM NG Engine: TCP Inval id finvalid segrent retransnission. |y 6
Ret r ansmi ssi on Packet dropped.
176.13.245.86 |l srael 147.237.77. 243 |mvi e i1 | €AM NG Engine: TCP Invalid finvalid segnent retransnissi on. drop 6
Ret ransni ssi on Packet dropped.
176.13. 248. 125 |Israel 147.237.77. 203 |rwbi e i1y | €AM NG Engine: TCP Inval id finvalid segnent retransnission. |y 6
Ret r ansmi ssi on Packet dropped.
109. 253. 216. 70 |Israel 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
2.55.135. 245 I srael 147. 237. 72. 167 |i shuri maka. i of .i[SYN At t ack SYN -> SYN-ACK -> Tinmeout |alert
2.55. 135, 245 | srael 147.237.72. 167 |i shurimaka.idf.i|SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
2.55.135.245  |israel 147. 237.72. 167 |i shuri maka.i df .i|Bad TCP sequence wﬁtri}tﬁ;ﬁl;gth moni tor |5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
46.19.85.75 I 'srael 147.237. 77. 216 [dover. i df i Bad TCP sequence Invalid ACK nunber noni t or
66.249. 66.129 |Uited Sates 147, 237, 76. 200 |eitan aka i i1 | @M NG Engine: TCP Invalid |invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
213.8.204. 62 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
176.13.14.11  [israel 147.237.77. 243 |vi e i1 | €AM NG Engine: TCP Invalid finvalid segnent retransnissi on. drop 3
Ret ransni ssi on Packet dropped.
206. 173.106. 22 |lhited Sates 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
157.55.39.71  |Wited Sates 147.237.77. 243 |vi e i1 | €AM NG Engine: TQP Invalid finvalid segnent retransnssi on. drop 3
Ret ransni ssi on Packet dropped.
77.138.52. 97 France 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
5.22.134. 194 I 'srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or
84.108.144.22 |lsrael 147.237.77. 121 |e.navy.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
37.75. 215. 141 g‘ilcisgii:;a” Territory.t147.237.0.34  |tikshuv.ick.il  |drop Frst packet isn't SWN drop 2
79.180. 165. 221 |l srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop
77.125.23.10 I sr ael 147. 237. 77. 216 |dover . i of . i SYN At t ack SYN -> SYN-ACK -> RST noni t or
46.19.86.35  [Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence wﬁtrﬁ:‘gx?&gth moni tor |2
85. 65. 49. 103 I sr ael 147.237. 72. 166 [aka. i of .i | SYN At t ack SYN -> SYN-ACK -> Timeout [nonitor |2
37.26.147.210 |israel 147.237. 72. 166 |aka. i df .i | Bad TCP sequence monitor |2
79.178.220. 9 I sr ael 147.237. 72. 166 [aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |2
109. 253. 208. 117l srael 147.237.72. 166 |aka. i df.il drop First packet isn't SYN drop 2
46.19. 86. 127 I srael 147.237. 72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST monitor |2
66.249. 64. 183 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
176.13.20. 174  |Israel 147.237. 72. 166 [aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |2
212.199. 218. 246|I srael 147. 237. 77. 216 |dover . i of . i drop First packet isn't SWN drop 2
109. 253. 212. 30 |l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 2
31.210.188.21 |lIsrael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122.92 |wited Sates 147.237.76.201|e.atal .idf.il  |Geo-1ocation enfor cenent gﬁ?;)'rggiinfn I nbound drop 1
176. 13. 250. 219 | srael 147.237. 72. 166 [aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |1
46. 19. 86. 215 | srael 147.237.77.233|ata .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
176.13.18.235 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d sequence nunber nmoni t or 1
46.19. 86. 35 I 'srael 147.237.77. 176 |matpash.icf.il  [Bad TCP sequence Inval id ACK nunber noni t or 1
169. 229. 3. 91 Lhited Sates 147. 237. 72. 166 [aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |1
195. 62.53. 168 |Russi an Federation 147.237.77. 170 |naarachot.idf .il |SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
37.26.149.130 |israel 147.237. 72. 166 [aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |1
141.212.122.95 |Uhited Sates 147.237.77.61 |e.cogat.idf.il [SYN Attack SYN -> SYN-ACK -> RST monitor |1
183. 129. 160. 229|Chi na 147.237.76. 31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.86 |[lhited Sates 147.237.0.35 |akavs.idf.il drop drop 1
176.13.245.86 |l srael 147. 237. 77. 243 |nobi l e. i of . i | Bad TCP sequence I'nvali d ACK nunber alert 1
46. 19. 86. 35 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site S gnature Acti on ‘Count
46.19.85.118 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
80. 179. 184. 165 [l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
31.168.75.54 |lIsrael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 3
176.13. 245.86 |[lIsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
79. 180. 165. 221 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 2
80. 246. 137. 206 |l srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 2
] . . S Untraceabl e Gonnection - Protocol violation
169.229.3.91 |[lhited Sates |147.237.76.86 |[navy.idf.il (SSL_OONN LI ENT FELLO) None 1
79.179.28.24  |Israel 147.237.77. 216 |dover.i df .i | SSL Untraceabl e Connection - Qpen Mde None 1
66. 249. 69. 228 [l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode Bl ock 1
Unaut hori zed URL Access to
192.243.55. 135 |Lhited Sates  |147.237.72. 166 |aka. i df . i | waw aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=59331&doci d=644 |B ock 1
41
2.53.129.0 I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
. . Unaut hori zed Met hod PCST for
84.111.39.248 |[lsrael 147.237.72. 166 |aka. i df . i | vown aka. i df i |/ mai n/ sachar /  ag, asp B ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.231.60 |Lhited Sates  |147.237.77.176 [mat pash. i df.i| vaw cogat . i df . i 1/ 1934- he/ cogat . asp Bl ock 1
46.183. 223. 232 |Latvia 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df . i |/ phppat h/ php B ock
79.179.30.42 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
m ny- kosher-kravi .id
66. 249. 76. 54 | srael 147.237.0. 17 f inly Dstributed I11egal Paraneter Encodi ng None 1
192.243.55. 138 |Lhited Sates  |147.237.72. 166 |aka. i df .i | Lhaut hori zed URL Access to www aka. i df.il/general . aspx B ock 1
2.53.191.249 |israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
85. 64. 8. 125 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1135-he/ atal . aspx |Bl ock 1
77.138.200. 171 |France 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
] ] . Unaut hori zed Met hod PCST for
66.102.9. 3 Lhited Sates 147.237.72. 166 |aka. i df . i | waw aka, i df . i | / mai n/ hone/ def aul t . aspx Bl ock 1
176. 13. 248. 125 |l srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock
66. 249. 76. 108 |Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter catid in ww aka.idf.il/ituriniasp/search.asp [None 1
206.173.106. 22 |Lhited Sates  [147.237.72.166|aka.idf.il Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
Russi an . . Unaut hori zed Met hod PCBT for
2.60.32.94 | rojeration 147.237.72.166|aka. i df .1 | waw aka. i df . i |/ nai n/ gi yus/ at udal ane. aspx B ock !
. . Unaut hori zed URL Access to
85.64.107.198 |Israel 147.237.72. 166 |aka. i df . 11 ww aka. i df . i |/ nai n/ sachar / undef i ned Bl ock !
79.178.143.14 |Israel 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None
66. 249. 64. 185 |Israel 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to v idf.il/atal 1/izkor/viewing. asp |B ock
. - . Unaut hori zed URL Access to
180.76. 15. 161 |Chi na 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9724- he/ r ef uah. aspx Bl ock 1
66.249.79.172 |lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1409-he/ at al . aspx |Bl ock 1
212.199. 57. 206 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
85. 65. 49. 103 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.178. 252. 210 |l srael 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 1
waww, chamat z. aka. i df , o
66. 249. 66. 103 |l srael 147.237.77. 226 i Lhaut hori zed URL Access to waw chamat z. aka. i df . i|/404. aspx Bl ock 1
Unaut hori zed URL Access to
192. 243.55. 130 |Lhited Sates 147.237.72. 166 |aka. i df . i | v aka. i df. i |/ mai n/ gi yus/ gener al . aspx?cat i d=59391&doci d=681 |B ock 1
35
68.180. 231. 57 |Whited Sates  |147.237.77.216|dover. i df .|| Paraneter Type Violation PageNimin Bl ock 1
waw i df . i |/ 1397-en/ dover . aspx
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