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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
84.108. 144. 22 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
180. 153. 91. 178 Chi na 147.237.76. 30 hi nush.idf.il B ack List dr op 2
207. 46. 13. 45 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
94. 102. 52. 10 Net her | ands 147.237.76. 39 nobi | e. nei tav.idf.il B ack List drop 1
94.102. 52. 10 Net her | ands 147.237.76. 147 chi nuch. aka.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

146.200.148.0 |147.237.77.216 E?i;;gom dover.idf.il Tehila - Perl LW with fake user agent 2
36.72.228.72 147. 237. 0. 200 |l ndonesi a nau. i df il ET SCAN NVAP -f -sS 1
169. 54. 233. 126 |147.237.76.177 |Lhited Sates |ncore.idf.il ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147. 237. 76. 148 |Net her | ands gacenter. aka. i df . il ET SCAN NMAP -sS wi ndow 1024 1
169. 54. 233. 126 |147.237.76.34 [Lnited Sates |yohalan.idf.il ET SCAN Potential SSH Scan 1
169. 54. 233. 126 [147.237.0.19 |Uited Sates |nadimatal.idf.il ET SCAN Potential SSH Scan 1
185.130. 6. 100  [147.237.0.15 |Lithuania kosher -kravi .i df .i ET SCAN NVAP -sS wi ndow 1024 1
125. 65. 82. 44 147.237.0.19 |China madi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
180. 97. 106. 162 |147.237.8.46 |China e.chinuch.idf.il ET SCAN Potential SSH Scan 1
112. 217. 150. 112|147, 237. 76. 201 g?rea, Republic o oo i il ET SCAN Potential SSH Scan 1
180. 97. 106. 37  |147. 237. 72. 156 |Chi na anan. i df.il ET SCAN Potential SSH Scan 1
85.11. 143. 88 147.237.77.216|Bil garia dover.idf.il Xenu Link Seuth User Agent 1
169. 54. 233. 126 [147.237.77.170|thited Sates |mmarachot.idf.il ET SCAN Potential SSH Scan 1
11 243 25523 |147 237 76. 44 |Uited Sates e refuah i il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
169. 54. 233. 126 |147.237.76.199 |Lhited Sates |e. nakchal .idf.il ET SCAN Potential SSH Scan 1
36.72.228.72 147.237. 0. 200 |l ndonesi a nau. i df il ET SCAN NMAP -sS wi ndow 2048 1
169. 54. 233. 126 |147.237.76.196 |Lhited Sates |e.svivaidf.il ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147. 237. 76. 196 [Net her | ands e.svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
169. 54. 233. 126 |147.237.76.86 [lLhited Sates |navy.idf.il ET SCAN Potential SSH Scan 1
169. 54. 233. 126 |147.237.8.50 |lhited Sates e tikshuv.idf.il ET SCAN Potential SSH Scan 1
100. 242 47 24 |147. 237. 72. 166 |Col onbi & kaidh il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

180. 97. 106. 162 |147.237. 77. 234 |Chi na hal ag. i df il ET SCAN Potential SSH Scan 1
117.191. 73. 198 |147. 237. 76. 200 [Chi na eitan aka.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
180. 97. 106. 161 |147. 237. 72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
112. 217. 150. 112|147. 237. 0. 16 Okfrea' REpUDI I C | o osher-kravi.idf.i1 |ET SOAN Potential SSH Scan 1
169. 54. 233. 126 |147.237.77.178|lnited Sates |e. natpash.idf.il ET SCAN Potential SSH Scan 1
79.181.219. 159 |[147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
169. 54. 233. 126 |147.237.76.200 |Lhited Sates |eitan. aka idf.il ET SCAN Potential SSH Scan 1
37.26.147.165 |147.237.77.216 |l srael dover.idf.il portscan: TGP DO stributed Portscan 1
169. 54. 233. 126 |147.237.76. 198 |lhited Sates |e.yohal an.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Addr ess ‘Ste ‘Signature Acti on ‘Count
Sreamng BEngine: TCP Invalid i i ssi
2.55. 35. 57 I'srael 147.237.77. 243 |nobi l e i df .1 9 =g Invalid segnent retransmssion. |, 39
Ret r ansnmi ssi on Packet dr opped.
77.138.213. 238 |France 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 37
Sreaming BEngine: TCP Invalid i i ssi
46.19.86.187  |Israel 147.237.77. 243 |nobi | e. i of .| 9 =g Invalid segnent retransmssion. | o 30
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.182. 131. 147 | srael 147. 237.77. 243 |nubi l e.i df .i 9 =g Inval id segnent retransmssion. |y, 24
Ret r ansnmi ssi on Packet dr opped.
Sreanming BEngine: TCP Invalid i i ssi
176.13.236. 131 |Israel 147. 237.76. 200 |ei tan. aka. i f . | 9 =g Invalid segnent retransmssion. | o 24
Ret ransm ssi on Packet dropped.
. . SYNtACXK retransmt with .
77.138.213.238 |France 147.237.77. 216 |dover.idf.il |Bad TCP sequence different w ndow scal e noni t or 24
Sreaming BEngine: TCP Invalid i i ssi
176.13.245.86 |l srael 147.237.77. 243 |nobi | e. i of .| 9 =g Invalid segnent retransmssion. | o 21
Ret ransm ssi on Packet dropped.
185.120.124.9 |[Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 20
5.22.134. 207 | srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence I nval i d ACK nunber noni t or 15
84.108.144.22 I srael 147.237.77. 121 |e.navy.idf.i1 [Bad TCP sequence SWretransmt with different monitor |15
w ndow scal e
Sreaning BEngine: TCP Invalid i i ssi
109. 253. 196. 149|i srael 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. |, 15
Ret r ansmi ssi on Packet dr opped.
Sreamng BEngine: TCP Invalid i i ssi
46.19.86.221  |Israel 147. 237. 76. 200 |ei tan. aka. i of . i 9 =g Invalid segnent retransmssion. | o 12
Ret r ansnmi ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi
84.111. 161. 206 |Israel 147.237. 77. 243 |robi | e i df . i | 9 =g Inval id segnent retransmssion. |, 12
Ret r ansmi ssi on Packet dr opped.
185.120.124.9 |Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
. . SYNtACXK retransmt with .
185.120.124.9 |Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence different w ndow scal e noni t or 10
Sreanming BEngine: TCP Invalid i i ssi
2.53.16.45 I'sr ael 147.237.77. 243 |nobi | e. i of .| 9 =g Invalid segnent retransmssion. | o 9
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
176.13.21.38  |Israel 147.237.77. 243 |nubi le.i o . i1 9 =g Inval i d segnent retransmssion. |y, 6
Ret r ansnmi ssi on Packet dr opped.
Sreanming BEngine: TCP Invalid i i ssi
109. 253. 157. 163|i srael 147.237.77. 243 |nobi | e. i of .| 9 =g Invalid segnent retransmssion. | o 6
Ret ransm ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
109. 64. 181. 152 |Israel 147. 237.77. 243 |nubi | e.i df .i 9 =g Inval i d segnent retransmssion. |y, 6
Ret r ansnmi ssi on Packet dr opped.
Sreanming BEngine: TCP Invalid i i ssi
81.218. 106. 146 |Israel 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. | o 6
Ret ransm ssi on Packet dropped.
79.177.215.64 |lsrael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 5
79.177.202. 241 |Israel 147.237. 72. 166 |aka. i of .i SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 5
84.108. 144.22 |lsrael 147.237.77.216|dover.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 4
Sreanming BEngine: TCP Invalid i i ssi
62.128.45.204 |Israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. |, 4
Ret ransm ssi on Packet dropped.
2.55.144. 49 I srael 147.237.77.176 |natpash.idf .i1 |[SYN Att ack SYN -> SYN-ACK -> RST nonitor |4
176.13.15.8 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 4
84.108.144.22 |lsrael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 4
109. 65. 161. 139 |l srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |4
185.32.179. 103 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber alert 3
109. 253. 138. 63 |l srael 147.237.72. 166 |aka.i df .i| SYN At t ack SYN -> SYN-ACK -> RST moni t or 3
185. 32. 179. 103 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaning BEngine: TCP Invalid i i ssi
80. 246. 138. 216 |Israel 147.237. 77. 243 |robi | e. i df . | 9 =g Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
176. 67. 123. 120 glcissi':('ja” Territony. 47, 237. 77. 176 |mat pash. i of .11 |SYN At t ack SYN -> SYN-ACK -> RST monitor |3
. . SYNWAKK retransmt with .
79.177.215.64 |Israel 147.237. 72. 166 |aka. i df .i Bad TCP sequence a fferent vi ndow scal e noni t or 3
185. 32. 179. 103 |Israel 147.237. 72. 166 |aka. i of .i Bad TCP sequence Inval i d sequence nunber moni t or 3
Sreaning Engine: TP Invalid i i ssi
66.249.66.129 |United Sates 147. 237. 76. 200 |ei tan. aka. i of .| 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
185. 32.179. 103 |Israel 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> Ti neout alert 3
179.72.135.33 |mazil 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> RST noni t or 3
5.22.134.194 | srael 147.237.0.34 [tikshw.idf.il |Bad TCP sequence Inval i d ACK nunber moni t or 3
185. 32.179. 103 |Israel 147.237.72. 166 |aka.i df .i| SYN At t ack SYN -> SYN-ACK -> Ti meout moni t or 3
109. 65. 161. 139 |l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2
50. 249.219. 121 |lhited Sates 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
46. 19. 86. 141 | srael 147.237.72. 166 |aka.i df .i| SYN At t ack SYN -> SYN-ACK -> RST moni t or 2
181.14.206.26 |Argentina 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 2
46.116.62.202 |Israel 147. 237.72. 166 |aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
46. 19. 85. 94 | srael 147.237. 72. 156 |anan.idf .i | SYN At t ack SYN -> SYN-ACK -> RST moni t or 2
132. 74. 145. 137 |Israel 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 2
. . . SYNWACKK retransmt with .
181.14.206.26 |Argentina 147.237.77. 216 |dover.idf.il |Bad TCP sequence a fferent vi ndow scal e noni t or 2
84.229.42.170 |Israel 147.237. 72. 166 |aka. i df .i SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
79.182.29.151 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 328
2.55. 35,57 I srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Code B ock 13
79.182.131. 147 [Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 6
176.13.245.86 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 5
46. 19. 85. 84 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 5
109. 253. 196. 149]I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 5
84.111. 161. 206 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 4
24.70.210.184 [Canada 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCBT for wwe aka. i df . i |/ sachar B ock 3
109. 67. 165. 106 |l srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 3
77.138.172.108 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCBT for waw aka. i df . il/drushim B ock 2
2.53.16. 45 I srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Code B ock 2
] . . D stributed Unaut hori zed Met hod for Known URL on
77.234.44.170 |lhited Sates |147.237.72. 166 |aka. i df . il vaw aka i o . i 1/ mai v snal i i sl | m aspx B ock 2
81.218. 106. 146 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
82.145.219. 118 |Europe 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for waw aka.idf.il/giyus/ kadat z/ B ock
46. 19. 86. 240 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
. . D stributed Lhaut horized URL Access on
176.13.229. 191 |lIsrael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f Bl ock 1
66.249. 64.183  [Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to ww idf.il/atal 1/izkor/vi ew i ng. asp B ock 1
. . Unaut hori zed URL Access to
5.22.134.207  |israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ appl e- t ouch- i con- pr econposed. png Bl ock 1
109. 64. 56. 239 |l srael 147.237.72. 156 [anan. i df . i | Too Many Qookies in a Request - 101 cooki es B ock 1
80.246.139.18 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . Unhaut hori zed URL Access to
66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ yohal an/ ni n/ nai n. asp B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
141, 226. 147. 14 |l srael 147.237.72. 166 |aka. i df . i | vowy aka. i df .i |/ nai nv sachar/ nai | box. aspx None 1
] . . D stributed Unaut hori zed Met hod for Known URL on
66. 102. 6. 23 Lhited Sates |147.237.72.166|aka. i df . il wanaka i of i1/ @i sachar/ vi ys! i p. aspx B ock 1
85. 250. 64. 80 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. idf.il/mai n/sachar/y B ock
66.249.64.185 |lsrael 147.237.77.216|dover . i df .i | Lhaut hori zed LRL Access to waw idf.il/atal 1/izkor/ vi ew i ngt op. asp [B ock
109. 65. 161. 139 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
. . D stributed Lhaut hori zed URL Access on
66. 249. 76. 79 I srael 147.237.72.166 |aka. i df . i | 147. 237. 72. 166/ yohal an/ ni n/ ni . asp B ock 1
] . . . Mil tipl e Lhtraceabl e SS. Sessions from169. 229. 3. 91 (Prot ocol
169. 229. 3. 91 Lhited Sates |147.237.0.19 |nadimatal .idf.il viol ation (SSL CONN QLI ENT HELLO)) None 1
] . . Unaut hori zed Met hod PCST for
66.102.9. 8 Wited Sates |147.237.72. 166 |aka. i df . i | vw aka. i dff i 1/ mai n/ hone/ def aul t . aspx B ock 1
93.172.2.193 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
. . . Paraneter Type Mol ation ct| 00$Cont ent A acetbl der 1$txt Aty in
2.53. 167. 160 I srael 147.237.0.19 |[madi matal .idf.il madi mat al i df i |/ nobi | e/ 1088- he/ er et 7. aspx Bl ock 1
wwwv. chamat z. aka. i df _ o
66. 249. 66. 103 |l srael 147.237.77. 226 i Uhaut hori zed URL Access to www chanat z. aka. i df . i | /404. aspx B ock 1
192.243.55.131 |Uhited Sates [147.237.72.166|aka. i df.il Unaut hori zed URL Access to www aka. i df .il/eitan/pratimpirteychayal [B ock 1
] . . . Parameter Type M ol ati on PageNumin
68.180.229.26 [Uited Sates [147.237.0.34 |tikshuv.idf.il vaw ti kshuv, i df . 1/901- he/t1 kshuv. aspx B ock 1
] - - SS. Lhtraceabl e Gonnection - Protocol violation
169. 229. 3. 91 Uhited Sates |147.237.77. 216 |dover.idf .il (SSL OONN LI ENT FELLO) None 1
. . Unaut hori zed URL Access to
66. 249. 64. 15 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ yohal an/ f or uns/ asp/ showf o um asp B ock 1
95. 86. 119. 78 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df.il/niain/giyus B ock
79.182.29.151 [Israel 147.237.0.19 |[madimatal .idf.il SSL Untraceabl e Connection - Cpen Mde None
66.249.66.173 |l srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to 147.237.76. 31/ robot s. t xt B ock 1
] - . D stributed Lhaut hori zed URL Access on
192.243.55. 135 [lhited Sates [147.237.72.166 |aka. i df . il voww aka. i o i 1/ gi yus/ kadat z B ock 1
109. 253. 157. 163|l sr ael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Gode B ock 1
] ] . Unaut hori zed Met hod PCST for
73. 223. 201. 64 Lhited Sates |147.237.72. 166 |aka.idf .il wan aka, i df i |/ nai v snal i mf snal i m aspx B ock 1
176.13. 21. 38 I srael 147.237.77.243|nobi [ e.i df . i | Dstributed Suspicious Response Code B ock
66.249. 64. 183 |l srael 147.237.77.216|dover. i df .i | Mil tipl e Unhaut horized URL Access from 66. 249. 64. 183 Bl ock
5.22.134. 194 I srael 147.237.72. 166 |aka. i df . i | Ostributed I11egal Byte Qode Character in LR B ock 1
. . Paraneter Type M ol ation ctl00$Cont ent A acetbl der 1t xt Brai | in
104. 158. 139. 64 |[Canada 147.237.77. 216 (dover. i df . il v i df i 1/ 1038- en/ dover . aspx B ock 1
m ny- kosher - kravi . i
66. 249. 76. 54 | srael 147.237.0. 17 of niyl Dstributed I11egal Paraneter Encodi ng None 1
212.199.57.206 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
_ m ny-kosher-kravi .i [unauthorized URL Access to
54. 153. 92. 196 Lhited Sates |147.237.0. 17 of il 147. 237. 0. 17/ veb- consol e/ serveri nfo. j sp B ock 1
85. 64. 8. 125 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ ref uah. aspx |B ock 1
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