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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
77.139. 64. 157 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
109. 226. 40. 40 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 5
77.138.52. 97 France 147.237.77.216 dover.idf.il SYN H ood out of context drop 4
8. 37.225.199 Lhited Sates 147.237.77.216 dover.idf.il JLM Under Attack Con Htp drop 3
142.54.174. 82 Lhited Sates 147.237.76. 30 hi nush. i df.il bl ock-sp-traf1 forvward 2
198. 204. 255. 78 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forvard 2
173. 208. 198. 12 Lhited Sates 147.237. 76. 200 eitan. aka. idf.il bl ock-sp-traf 1 forward 2
63. 141. 231. 210 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 forward 2
192. 187. 109. 59 Lhited Sates 147.237.72. 167 ishurimaka.idf.il bl ock-sp-trafl forvard 1
141.212. 122. 57 Lhited Sates 147.237.76. 38 eeneitav.idf.il B ack List drop 1
63. 141. 242. 195 Lhited Sates 147.237.77. 233 atal .idf.il bl ock-sp-traf 1 f orvar d 1
142. 54. 180. 69 Lhited Sates 147.237.0. 19 nadi matal .idf.il bl ock-sp-trafl forvard 1
89. 248. 172. 16 Net her | ands 147.237. 76. 200 eitan. aka. idf.il B ack List drop 1
192.187. 118. 68 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 forward 1
69. 30. 226. 221 Lhited Sates 147.237.77.170 naar achot . i df .il bl ock-sp-trafl forvard 1
173. 208. 150. 116 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-trafl forvard 1
63. 141. 231. 198 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf1 forvward 1
142.54.174. 85 Lhited Sates 147.237.77. 226 wan chanat z. aka. i df . i1 |bl ock-sp-traf 1l forvard 1
109. 253. 215. 203 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1
208. 67. 1. 248 Lhited Sates 147.237.76. 147 chi nuch. aka.i df.il B ack List drop 1
142.54. 174. 86 Lhited Sates 147.237.0. 15 kasher-kravi .idf.il bl ock-sp-trafl forvard 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site Devi ce Action |Count
46.4.123.172 Ger many 147.237.72.166 |aka.idf.il CL000074: HTTP. maj estic bot Per mit 34
46.4.123.172 Ger many 147.237.76. 31 nakchal .idf.il [Cl000074: HTTP. najestic bot Per nit 19
46.4.123. 172 Ger nany 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per it 14
46.4.123.172 Ger many 147.237.77. 74 lawidf.il CL000074: HTTP. maj estic bot Per mit 3
46.4.123.172 Ger many 147.237.77.176  |matpash.idf.il [Cl000074: HITP. najestic bot Per nit 2
46.4.123. 172 Ger nany 147.237.0. 34 tikshuv.idf.il |Cl000074: HTTP. najestic bot Per it 2
123. 126. 68. 121 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der Per nit 1




09-29-2016-21:04:00 to 09-29-2016-22:04:00

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
146.200. 148. 0  |147.237.77.216 |Uni ted Ki ngdom [dover.idf.il Tehila - Perl LWP with fake user agent 6
115. 21, 227. 227 |147.237. 77. 74 |kores, Republic of |lawidt. il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 5
Potential Scan or Brute Force
62.210. 113. 183 [147.237. 77. 216 |France dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 2
118. 44. 6. 52 147.237.77. 234 |Korea, Republic of |hal ag.idf.il ET SCAN Behavi oral Lhusually fast inbound Tel net Connect i ons, 2
Potential Scan or Brute Force
2.50.168.178  |147.237.72.166 Lﬁﬂ:aetdefab aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
180. 213.5. 205 |147. 237. 76. 201 [Chi na e.atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
180. 97.106. 37  |147.237.77.61 |[China e.cogat.idf.il ET SCAN Potential SSH Scan 1
46.172.91.21 147.237.0.35 |lkraine akavs. i df . i ET SCAN NMAP -sS w ndow 1024 1
13.79. 155. 79 147.237.8.27 |lreland e.nadimatal .idf.i|ET SCAN Potential VNC Scan 5900- 5920 1
183. 129. 160. 229(147. 237. 77. 212 |Chi na e.dover.idf.il ET SCAN Potential SSH Scan 1
2.50.168.178  |147.237.72. 166 g:aetdesNab aka idf.il ET SCAN NVAP -sS wi ndow 3072 1
180. 213.5.205 |147. 237. 77. 205 |Chi na prisha idf.il ET SCAN NVAP -sS wi ndow 1024 1
180. 97. 106. 162 |147.237.72.14 |China dover.idf.il(od) |[ET SCAN Potential SSH Scan 1
180. 97. 106. 37  |147.237.76. 42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
113. 240. 250. 154|147. 237. 72. 217 |Chi na eidf.il ET SCAN NVAP -sS wi ndow 1024 1
46.172.91.21 147.237.8.50 |kraine e.tikshuv.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
46.161.40.17  |147.237.76.38 gjj:tnim eenmitav.id.il |[ET SCAN NVAP -sS wi ndow 1024 1
183. 129. 160. 229(147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
8.37.225. 199 147.237.77. 216 |Wited Sates dover.idf.il portscan: TCP D stributed Portscan 1
180. 213.5.205 |147.237. 77. 235 [Chi na svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Action ‘Count
8. 37.225.199 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 255
Sreaning BEngine: TGP Invalid i i ssi
79.176.121. 178 | srael 147. 237, 77. 243 |nobi l e.i df . i | 9 =g Inval i d segnent retransmssion. |, ., 36
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
223.24.113. 233 |Thail and 147. 237. 77. 243 |robi l e i df . i 9 =g Inval id segnent retransmssion. |, ., 30
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
2.53.132.170  |Israel 147.237.77. 243 |mbile.i o i1 9 =g Inval i d segnent retransmssion. |, ., 30
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
2.53. 19, 208 I sr ael 147.237.77. 243 |robi l e, i of . i1 g =g Invalid segnent retransmssion. |y, 30
Ret ransm ssi on Packet dropped.
. . SYNWAXK retransmt with .
46.19. 85. 44 I srael 147. 237. 77. 216 |dover .i df .i | Bad TCP sequence different vi ndow scal e moni tor |22
154. 241. 215. 74 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14
89.139.222. 77 |Israel 147. 237. 72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout [nonitor 13
46.19. 86. 74 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 12
66. 102. 6. 17 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
Sreaning BEngine: TCP Invalid i i ssi
109. 65. 80. 110 |l srael 147. 237.76. 200 |ei tan. aka. i f . i 9 =g Invalid segnent retransmssion. |, 12
Ret ransmi ssi on Packet dr opped.
46.19. 85. 44 I srael 147.237.77. 176 |natpash.idf.il  |Bad TCP sequence I'nval i d ACK nunber alert 11
185.3.147.186 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
46.19. 85. 44 I srael 147.237.77. 176 |natpash.idf.il  |Bad TCP sequence Inval id AGK nunber moni tor |11
46.19. 85. 44 I srael 147.237.77. 176 |matpash.icf.il  [Bad TCP sequence Invalid sequence nunber noni t or 10
89.139.222.77 |Israel 147.237.72. 156 |anan. i of . i Bad TCP sequence SYNACK retransmt wth monitor |10
different w ndow scal e
46.19. 85. 44 I srael 147.237.77. 176 |matpash.idf.il  [SYN At t ack SYN -> SYN-ACK -> Tineout [alert 10
185.3.147.186 |Israel 147.237.72. 167 |ishurimaka. i df .i [Bad TCP sequence Invalid ACK nunber noni t or 10
46.19. 85. 44 I srael 147.237.77.176 |matpash.idf.il  |SYN Att ack SYN -> SYN-ACK -> Tineout [nonitor 10
s SYNtACXK retransmt with .
46.19. 85. 44 I srael 147.237.77. 176 [matpash.idf.il  |Bad TCP sequence different v ndow scal e noni t or 10
Sreaning Engine: TGP Invalid i i ssi
66.249.73.170 |wited Sates 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, . 9
Ret ransni ssi on Packet dr opped.
46.19. 85. 44 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber nonitor |8
46.120.243.61 |[lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 8
212.143.142.56 |Israel 147. 237. 77. 216 |dover . i df .i | drop First packet isn't SN drop 7
66. 102. 6. 19 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
Sreaning Engine: TGP Invalid i i ssi
109. 253. 129. 133|i srael 147.237.77. 243 |robi L e. i df . i1 g =g Invalid segnent retransmssion. g, 6
Ret ransm ssi on Packet dropped.
89.139.222. 77 |Israel 147.237. 72. 156 |anan.i df .i | Bad TCP sequence noni t or
46. 4.123.172 Ger many 147.237.77. 216 |dover.idf .il drop Frst packet isn't SYN drop
62.84.77.34 Lebanon 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
Sreaning BEngine: TCP Invalid i i ssi
66.249.73.174 |United Qates 147.237.76.86 |navy.idf.il 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
109.226.28.96 |Israel 147.237.77. 243 |robi L e. i of . i1 g =g Invalid segnent retransmssion. —q ., 6
Ret ransm ssi on Packet dropped.
31. 13. 166. 140 (F;ajcis;i';'ja” Territoryds 47, 237. 77. 176 |nat pash.if il |dr op First packet ismt SWN drop 6
46. 19. 86. 208 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber aert 6
46. 19. 86. 208 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
66. 102. 9. 149 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
46. 19. 85. 222 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber aert 5
46. 19. 85. 222 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber monitor |5
87. 69. 165. 79 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 5
66. 102. 6. 21 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
94. 230. 86. 28 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber monitor |5
66.102.6. 17 Lhited Sates 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 4
79.177.192. 252 i srael 147.237. 72. 156 |anan. i of . i Bad TCP sequence SYNACK retransmt with monitor (4
different wndow scal e
176. 13. 244. 158 |l srael 147.237.77. 243 |nobi l e.i df .i | drop Frst packet isn't SN drop 4
46. 116. 118. 186 |l srael 147.237. 72. 156 |anan. i df . il dr op Frst packet isn't SYN drop 4
66.102.6. 17 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 4
68.180.231.57 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
Sreaning Engine: TGP Invalid i i sSi
87.69.83.182  |israel 147.237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. |, 4
Ret ransmi ssi on Packet dropped.
66.102. 6. 17 Lhited Sates 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval id AGK nunber aert
87.197.164.92 |Yovakia 147.237.72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> RST noni t or
66. 102. 6. 17 Lhited Sates 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
213.8.204.1 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 117
109. 64.57. 226 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 82
176.13. 6. 63 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 67
2.53.187.192 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 45
46. 19. 86. 167 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 41
79.178.227.153 |[Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 6
84.109. 212. 189 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 6
77.127.23.218 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 5
176.13.18.227 |Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 5
84.95.214.180 |[Israel 147.237.76.31 |nakchal .idf.il Distributed Wauthorized HTTP Met hod B ock 4
- . - Ostributed Paraneter Type Mol ation on
109. 226.28. 96 |l srael 147.237.77.243|nobi l e. i df . i | mobi | e. i df . i | / sachar / changepassvord par anet er NewPassvor d B ock 4
46.19. 86. 20 I srael 147.237.77. 243 |nobi | e. i df . i | Mil tiple Unaut horized URL Access from 46. 19. 86. 20 B ock 4
; . . Unhaut hori zed URL Access to
46.19.86.20 | srael 147.237.77. 243 [nobi | €. i df . T nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1362 Bl ock 3
77.138.16.100 |France 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 3
109. 253. 159. 21 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Gode B ock 3
109. 253. 216. 66 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
66.249. 64.183  [Israel 147.237.77. 216 |dover.idf . il Mil tipl e Unhaut hori zed URL Access from 66. 249. 64. 183 B ock 3
164. 138.118. 33 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for aka.idf.il/mai n/sachar/fag. aspx B ock 2
2.53.31.178 I srael 147.237.77.243|nobi l e. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
46.19. 85. 48 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 2
192.243.55.132 |Uhited Sates |147.237.72.166|aka.idf.il Mil ti pl e Uhaut hori zed URL Access from 192. 243, 55. 132 B ock 2
46.19. 85. 128 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
46.120.168.75 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
46. 19. 86. 237 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Gode B ock 2
] - . DO stributed Whaut hori zed URL Access on
192.243.55.132 |lhited Sates |147.237.72.166 |aka. i df . il v aka, i o i 1/ gi yus/ kadat 7 Bl ock 1
77.138.166.87 |France 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 77.138. 166. 87 |B ock 1
37.142.88.204 |lIsrael 147.237.77.216|dover . i df .i | SSL Untraceabl e Connection - Cpen Mde None 1
m ny- kosher - kravi . id - i
66.249.76.54  |israel 147.237.0.17 y llegal Paraneter Encoding rnd in . None 1
f.il mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
46.121. 73. 40 I srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter y in ww aka. idf.il/mai n/sachar/payslips.aspx |None 1
109. 64. 32. 71 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
77.138.10.182 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Request Content Type text/ping B ock 1
. . D stributed Uhauthorized URL Access on
176. 13. 250. 227 |l srael 147.237.76.42 |refuah.idf.il 147, 237 76. 421 f avi con. i co Bl ock 1
109. 253. 129. 133]I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
66.249. 64. 183  [Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wanidf.il/atal 1/izkor/viewing. asp  |B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
85.64.210. 209 I srael 147.237.72. 166 [aka. i df . i | wwn aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx None !
46.116. 42. 32 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
77.138.166.87 |France 147. 237.72. 166 |aka. i df . i | thaut hor i zed et hod POST f or . Bl ock 1
wwn aka. i df . i | / mai n/ sachar / popups/ nar ki vsachar . aspx
] . . Unhtraceabl e SS. Sessions: Protocol violation
169. 229. 3.91 Lhited Sates [147.237.77.176 |mat pash. i df . i | (SSL_OONN LI ENT HELLO) None 1
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
] - . D stributed Unauthorized Method for Known URL on
66.102. 9.8 Whited Sates [147.237.72.166|aka.idf.il vaw aka i df . i 1/ mai n/ home/ def aul t . aspx B ock 1
109. 64.56. 239 |l srael 147.237.72. 156 [anan. i df . i | Too Many Cooki es in a Request - 101 cooki es B ock 1
- . Unaut hori zed Met hod PCBT for
46. 19. 86. 107 I srael 147.237.72. 166 |aka. i df . i | wiw aka, i df . i | / i v r abanut / cont act us. aspx Bl ock 1
. . Unknown Par anet er ct| 00$ct | 00$cphMai n$cphSachar $ct 1 79 in
213.57.153. 73 |Israel 147.237.72. 166 |aka. i df . i | v aka. i df . i | / nai 0/ sachar / paysl i ps. aspx None 1
84.95.214.180 |[lIsrael 147.237.76.31 |nakchal .idf.il Mil ti pl e Unauthori zed URL Access from 84. 95. 214. 180 B ock 1
. . . S Lhtraceabl e Gonnection - Protocol violation
183. 129. 160. 229|Chi na 147.237.76.31 |nakchal .idf.il (SSL CONN LI ENT HELLO) None 1
66.249.69.251 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to ww refua. atal.idf.il/nobil e/ Bl ock 1
87. 69. 216. 31 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock
46.120. 110. 234 |Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ B ock
204.79.180.5 |Wnited Sates [147.237.72.166 |aka.idf.i| Wnauit hori zed Method PCST for B ock 1
aka.idf.il/mluinitenpl ates/inner. asp
79.176. 88. 22 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. idf.il/main/ B ock 1
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