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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address  |Site |Signature |Device Action  |Count |
69. 30. 193. 254 Lhited Sates 147.237.76. 30 hi nush. i df . i | bl ock-sp-traf 1 forward 2
173. 208. 213. 194 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forward 2
173.208. 213. 198 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 forvard 1
63. 141. 250. 154 Lhited Sates 147.237.77.216 dover.idf.il bl ock-sp-traf 1 forward 1
209. 126. 136. 2 Lhited Sates 147.237.76. 31 nakchal . i df . il B ack Li st dr op 1
173. 208. 150. 115 Lhited Sates 147.237.0. 19 nadi matal .idf.il bl ock-sp-traf1 forvard 1
192.187. 101. 238 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il bl ock-sp-traf 1 forward 1
209. 126. 136. 2 Lhited Sates 147.237.76. 42 refuah.idf.il B ack List drop 1
173. 208. 207. 130 Lhited Sates 147.237.77. 170 naar achot . i df.i | bl ock-sp-traf 1 forvard 1
198. 204. 247. 219 Lhited Sates 147.237.77. 234 hal ag.idf.il bl ock-sp-traf 1l forward 1
69. 30. 227. 222 Lhited Sates 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 forvard 1
212. 24. 153. 38 Czech Republic 147.237.0. 19 nadi matal .idf.il Invalid TGP H ags drop 1
198. 204. 255. 76 Lhited Sates 147.237.72. 167 i shurimaka.idf.il bl ock-sp-traf 1 forward 1
142.54.174. 86 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-traf 1 forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry |Ste |Signature |Count |
31.134. 69. 69 147.237.77.227  |Wkraine e. hanaz. i df .i | ET SCAN Potential SSH Scan 2
31. 134. 69. 69 147.237.77.216 |Wkraine dover.idf.il ET SCAN Potential SSH Scan 2
31. 134. 69. 69 147.237.77.179  |Wkraine e.nazi.idf.il ET SCAN Potential SSH Scan 2
31.134. 69. 69 147.237.77.176  |Wkraine nat pash. i df . i | ET SCAN Potential SSH Scan 1
180. 97. 106. 162 147.237.8. 28 Chi na e.nobi | e-ks. i df .il ET SCAN Potential SSH Scan 1
31.134. 69. 69 147.237.77.61 kr ai ne e.cogat.idf.il ET SCAN Potential SSH Scan 1
180. 97. 106. 37 147.237.76. 86 Chi na navy. i df.il ET SCAN Potential SSH Scan 1
31. 134. 69. 69 147.237.76.202  |Wkraine e halagidf.il ET SCAN Potential SSH Scan 1
163. 172. 129. 15 147. 237. 76. 39 Uni ted Ki ngdom nobi | e. nei tav. i df.il ET SCAN NVAP -sS w ndow 1024 1
31.134. 69. 69 147.237.76.199  |Wkraine e. nakchal .idf.il ET SCAN Potential SSH Scan 1
58. 218. 200. 137 147.237.0. 33 Chi na idf.il ET SCAN Potential SSH Scan 1
31. 134. 69. 69 147.237.76.197  |Wkraine e. himush. i df . il ET SCAN Potential SSH Scan 1
46. 161. 40. 17 147.237.76.148  |Russi an Federation gqcenter. aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
31.134. 69. 69 147.237.76. 38 Lkr ai ne e.eneitav.idf.il ET SCAN Potential SSH Scan 1
31.134. 69. 69 147.237.77.178  |kraine e. mat pash. i df .i| ET SCAN Potential SSH Scan 1
188. 161. 84. 19 147.237.77.170  |Palestinian Territory, Qecupied n@ar achot . i df . i | ET SCAN NVAP -sA (2) 1
31. 134. 69. 69 147.237.77.170  |kraine naar achot . i df . il ET SCAN Potential SSH Scan 1
180. 97. 106. 37 147.237.77.226  |China vwwy chamat z. aka. i df . i | ET SCAN Potential SSH Scan 1
31.134. 69. 69 147.237.77.19 kr ai ne lawforumidf.il ET SCAN Potential SSH Scan 1
180. 97. 106. 37 147.237.8.24 Chi na elifestyle idf.il ET SCAN Potential SSH Scan 1
31. 134. 69. 69 147.237.76.201  |Wkraine e.atal.idf.il ET SCAN Potential SSH Scan 1
58. 218. 200. 137 147.237.76.200 |China eitan aka.idf.il ET SCAN Potential SSH Scan 1
31. 134. 69. 69 147.237.76.198  |Wkraine e.yohal an. i df .i | ET SCAN Potential SSH Scan 1
58. 218. 200. 137 147.237.0. 17 Chi na mny- kosher -kravi . i df il ET SCAN Potential SSH Scan 1
31. 134. 69. 69 147.237.76.176  |kraine test.ncore.idf.il ET SCAN Potential SSH Scan 1
31. 134. 69. 69 147.237.77.243  |Wkraine nobi | . i df.il ET SCAN Potential SSH Scan 1
31.134. 69. 69 147.237.76. 34 kr ai ne yohal an. i df .il ET SCAN Potential SSH Scan 1
31. 134. 69. 69 147.237.77.226  |kraine waw chanat z. aka. i df . i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

‘Attacker Qountry ‘Target Address |Ste Signature Acti on ‘Count
Sreaning Engine: TCP Invalid i i SSi
89. 139. 181. 242 |I srael 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. ., 92
Ret r ansni ssi on Packet dropped.
89.139.222. 77 |[Israel 147.237.72. 156 [anan. i df . i | SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 36
89.139.222. 77 |l srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence nonitor |29
. . SYNtAXK retransmt with .
89.139. 222. 77 |lsrael 147.237.72. 156 |anan. i df .i | Bad TCP sequence di fferent v ndow scal e noni t or 23
100. 92. 129. 214 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 15
79.182.5. 125 | srael 147.237.0.15  |kosher-kravi.idf.i|dr op Frst packet isn't SN drop 14
89.139.222. 77 |[lIsrael 147.237.72. 156 |anan. i df .i | Bad TCP sequence Inval i d ACK nunber aert 14
89.139.222. 77 |l srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |14
89.139.222. 77 |lsrael 147.237.72. 156 |anan. i df . il drop Frst packet isn't SN drop 13
46.19.85.199 |[Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
., SYN+tACXK retransnmit wth .
79.182.5.125 |[lsrael 147.237.0.15 |kosher-kravi.idf.i|Bad TCP sequence di fferent vi ndow scal e noni t or 12
87.70.28.122 |[Israel 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout [monitor |12
o SYNtACXK retransmt wth .
87.70.28.122 |[Israel 147.237.72. 166 |aka.i df i Bad TCP sequence gifferent wi ndow scal e noni tor |12
46. 19. 85. 29 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
C e SWNretransnmit wth different .
37.19.119.7 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e nonitor |12
46. 19. 85. 29 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber alert 10
156. 33.252.37 |lhited Sates 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST nonitor |8
79.182.5.125 |[Israel 147.237.0.15 |kosher-kravi.idf.i|]SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 8
46. 19. 86. 57 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AK nunber noni t or 6
46.19. 85. 109 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46. 28. 136. 158 g‘zlcisgi';'ja” Territoryl147. 237. 77. 176 |natpash.icf.il - |drop First packet isn't SIN drop 6
reamn ine: TCP Invali i i ssi
79.177.32.195 |israel 147.237.77. 243 |nobi l e, i df . Streamng Engi ne: TCP Invalid limvalid segnent retransmission. | 6
Ret r ansni ssi on Packet dropped.
212. 143.142. 56 [l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
79.177.42.217 |Israel 147.237.72. 167 [ishurimaka. i df .i | [SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
66.108.152. 81 |Lhited Sates 147.237.72. 166 |aka. i df .il drop Frst packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
176. 13. 229. 105 |I srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =9 Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dropped.
79.182.5.125  |[Israel 147.237.0.15 |kosher-kravi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 86. 57 I 'srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert
Sreaming Engine: TGP Invalid i i ssi
176. 13. 248. 130 |I srael 147.237.77. 243 |nobil e. i of . 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249. 66. 133 |Wnited Sates 147. 237. 76. 200 |6 tan. aka.i of . | 9 =9 Invalid segnent retransmssion. | . 6
Ret r ansni ssi on Packet dropped.
109.64.32.71 |[lIsrael 147.237. 72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Tineout [nonitor
79.178. 138. 209 |l srael 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
66.249.93.85 |Europe 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
o SYN+tACXK retransnmt wth .
46.19.85.182  |[lIsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence different vindow scal & nonitor |5
2.53.152.42 I srael 147.237.77. 216 |dover.idf i SYN At t ack SYN -> SYN-ACK -> RST nonitor |4
176. 13. 235. 191 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 4
46.19.85.254  |[lIsrael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber alert 4
46. 19. 85. 254 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
Sreanmng Engine: TCP Invalid i i ssi
46.117.56.230 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. |, ., 4
Ret r ansni ssi on Packet dropped.
37.26.149.177 |Israel 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST noni t or
176. 13. 231. 114 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreaming Engine: TGP Invalid i i ssi
37.26.147.129 |israel 147.237.77. 243 |nobil e. i of . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
77.127.61.54 |isradl 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
46.19. 86. 79 I srael 147.237. 77. 216 |dover. i df .i SYN At tack SYN -> SYN-ACK -> RST noni t or
80. 246. 138.58 |l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or
46.19.85.0 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
e SYN+tACXK retransnmt wth .
109.64.32.71 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence different vindow scal e nonitor |3
Sreaning Engine: TGP Invalid i i ssi
93.172.199.55 |israel 147. 237.77. 243 |mobi le. i f . i 9 =9 Invalid segnent retransmssion. | . 3
Ret r ansni ssi on Packet dropped.
5.102.253.67 |[lIsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreanming Engine: TCP Invalid i i SSi
131.253.27.31 |Wiited Sates 147.237.77. 243 |nobi l e, i df .1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 85. 202 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 203
46.210. 214. 197 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code Bl ock 26
. . . Paraneter Type M ol ati on NewPassword in
46.121.14.166 |Israel 147.237.77. 243 |nobi l e. i df . i | mobi | e.i df i |/ sachar/ changepassvor d B ock 7
46.19. 85. 48 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
: . . D stributed Unaut hori zed Met hod for Known URL on
88. 15. 241. 70 Spai n 147.237.72. 166 |aka. i df . i | v aka. i dff i 1/ mai n/ hone/ def aul t . aspx Bl ock 3
46.117.56.230 |[Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 3
2.53.182. 29 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code Bl ock 2
212.117. 128. 250]1 srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
176. 13. 248. 130 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
46.19. 85. 128 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code Bl ock 2
141. 226. 161. 159]I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
46.120.168.75 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte xde Character in URL Bl ock 2
87. 69. 216. 31 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 2
. . Paraneter Read Qily Molation in
2.53. 55, 207 I srael 147.237.72.166 |aka. i df . i | vouw aka. i o i 1/ rai v sachar/ r egi st rat i onwi zar d st ep3. aspx None 1
93.172.199.55 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
79.177.32.195 [Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
Lhi ted . . Unaut hori zed Met hod PCST for
204.79.180.129 o 147.237.72.166 |aka. i df . i | voww aka. i of i |/t ui ndt enpl at es/ i nner . asp B ock 1
Lhited - . - Unaut hori zed URL Access to
157. 55. 39. 11 Sates 147.237.0.34 |tikshuv.idf.il vawn ti kshuv. i o i 1/t enpl at es/ news/ news. i n. aspx B ock 1
87.69. 216. 31 I srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to waw nakhal . idf.il/sip_storagel/files/2/ Bl ock 1
Lhited . . . Unknown Paraneter PageNumin
68.180.228.44 [o o 147.237.76.200|ei tan. aka. i df . il v ei tan. aka i df i |/ 1103-en/ ei t an. aspx None 1
192. 243. 55. 131 g];::: 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df . i/ gi yus/ kadat z Bl ock 1
46. 19. 86. 68 I srael 147.237.0.34 |tikshuv.idf.il Lhknown HTTP Request Method , in URL sdch B ock 1
109. 64.32. 71 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
. . Unaut hori zed URL Access to
81.218.179.41 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f Bl ock 1
. . . Paraneter Type M ol ation ctl 00$Cont ent Pl acetbl der 1$t xt Capt cha in
46.210. 144. 159 |Israel 147.237.0.19 |nadimatal .idf.il naci mat al i of.i1/1 ogi n. aspx B ock 1
87.197.164.92 [Jovakia 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . . Unhaut hori zed URL Access to
77.1217.61.54 I srael 147.237.0.19  [nadi matal .idf.il nadi matal .idf.il/tenpl at es/ shared/ user cont r ol s/ navnenu/ undef i ned Bl ock !
46.19. 86. 146 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 1
Lhi ted . . . Unaut hori zed URL Access to
192.243.55. 132 Sates 147.237.0.34  [tikshuv.idf.il wwy ti kshuv. i df . i |/ shared/ user cont r ol s/ header upper Bl ock !
2.53.185. 33 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
85. 64. 6. 32 I srael 147.237.72.166 |aka. i df . i | llegal Byte Qde Character in LR /nainkapatz//res0l2 B ock 1
our ces/ i nages/ i nner page/ goback. gi f
213.57.171.216 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx Bl ock
176. 13. 248. 130 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock
. . Unaut hori zed Met hod PCST for
77.138. 47.68 France 147.237.72. 166 |aka. i df . i | v aka, i df i 1/ mai n/ gi yus/ yahash2017/ | obby. aspx B ock 1
Lhited waw. chamat z. aka. i |Uhaut hori zed URL Access to
192.243.85. 132 Sates 147.237.77. 226 df.il waww chanat z. aka. i df . i 1/tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock 1
37.26.147.157 |lsrael 147.237.72. 156 |anan. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
. . D stributed Lhaut horized URL Access on
141. 226. 217. 240|1 srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx B ock 1
87.69. 216. 31 I srael 147.237.76.31 |nakchal .idf.il Ml tipl e Unauthorized URL Access from 87.69. 216. 31 Bl ock 1
Lhited . . Unaut hori zed Met hod PCBT for
66.102.9.8 Sates 147.237.72.166 [aka. i df . i | wn aka. i df . i | / nai n/ gi yus/ pni ot answer . aspx Bl ock !
Unknown Par anet er
192. 116. 175. 102|I srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenP acetbl der $enai | Updat e$r pt Enai i n None 1
wnv aka. i df . i |/ nai n/ gi yus/ user det ai | s/ updat euser det ai | s. aspx
46. 19. 86. 68 I srael 147.237.0.34 |tikshuv.idf.il Il1egal HITP \ersion Bl ock 1
93.172.111.51 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
. . D stributed Unaut hori zed Met hod for Known URL on
77.139. 229. 201 |France 147.237.72. 166 |aka. i df . i | v aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
Lhi ted waw. chamat z. aka. i |unaut hori zed URL Access to
192.243.55. 136 Sates 147.237.77. 226 df.il wan chanat z. aka. i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper Bl ock !
. - D stributed Lhaut hori zed URL Access on
37.26.147.249 |[Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx B ock 1
157.55. 39. 11 g;g: 147.237.0.34 |tikshuv.idf.il Ml tipl e Unaut horized URL Access from 157.55. 39. 11 Bl ock 1
. . - Unaut hori zed URL Access to
66.249. 69.228 |[Israel 147.237.77.243|nobi l e. i df . i | nobi | e, i o . | 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1764 B ock 1
192. 116. 175. 102|I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 1
46. 19. 86. 68 I srael 147.237.0.34 |tikshuv.idf.il Mal formed URL sdch B ock 1
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