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192. 168. 2. 30 147.237.76. 42 refuah.idf.il Invalid TGP H ags drop 3
2.53.134.2 I srael 147.237.77.216  |dover.idf.il I;]; handshake viol ation, first packet mot |, 3
192.187.118. 20 Lhited Sates 147.237.76. 200 eitan. aka.idf.il bl ock-sp-trafl forward 2
192.187. 101. 234 Lhited Sates 147.237. 76. 86 navy.idf.il bl ock-sp-traf 1 forward 2
173. 208. 150. 117 Lhited Sates 147.237. 76. 39 nobi | e. nei tav.idf.il bl ock-sp-traf 1 forward 2
192. 187. 109. 62 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 forward 2
69. 30. 227. 220 Lhited Sates 147.237.0.19 nadi matal .idf.il bl ock-sp-traf 1 forward 1
63. 141. 250. 156 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-trafl forward 1
85. 65. 247. 48 | srael 147.237.72. 166 aka.idf.il HTTP- M SG- Acunet i x- Ur| dest - r eset 1
63. 141. 250. 157 Lhited Sates 147.237.0. 17 Im”’" kosher-kravi. i df.i |p o sptraf1 forvard 1
204.12.217. 3 Lhited Sates 147.237.0.15 kosher-kravi .idf.il bl ock-sp-traf 1 forward 1
63. 141. 231. 195 Lhited Sates 147.237.77. 176 nat pash. i df . i | bl ock-sp-trafl forward 1
192.187.101. 235 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-trafl forward 1
69. 30. 227. 219 Lhited Sates 147.237.77. 226 waw chanat z. aka. i df .il  |bl ock-sp-traf 1 forward 1
204.12.217.5 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-traf1 forward 1
173. 208. 198. 12 Lhited Sates 147.237.77.176 nat pash. i df . i | bl ock-sp-traf 1 forward 1
63.141. 231. 213 Lhited Sates 147.237. 76. 200 eitan aka idf.il bl ock-sp-traf 1 forward 1
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36.110. 147. 67 Chi na 147.237.77. 216 dover.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 1
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87.71.5.8 147.237.72.166  [lsrael aka idf.il ET SCAN NVAP -sA (2) 2
46. 19. 86. 146 147.237.77.216  [Israel dover.idf.il portscan: TCP Distributed Portscan 1
180. 97. 106. 37 147. 237. 76. 202 Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
2.53. 166. 58 147.237.72.166  [lIsrael aka.idf.il portscan: TCP D stributed Portscan 1
163. 172. 169. 150 147.237.72. 217 Uni ted Ki ngdom eidf.il ET SCAN NVAP -sS wi ndow 1024 1
94. 102. 48. 194 147. 237.0. 33 Net her | ands idf.il ET SCAN NMAP -sS wi ndow 1024 1
202. 67. 237. 220 147.237.0. 33 Hong Kong idf.il ET SCAN Potential SSH Scan 1
85. 25. 236. 59 147.237.77.234  |Ger many hal ag.i df.il ET SCAN NVAP -sS wi ndow 2048 1
183. 60. 48. 25 147.237.76.201  |China e.ata.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
85. 25. 236. 59 147.237.77. 234 Ger many hal ag.idf.il ET SCAN NVAP -f -sS 1
183. 60. 48. 25 147.237.76.147  |China chi nuch. aka. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
77.127.53. 161 147.237.72.166  [Israel aka.idf.il portscan: TCP D stributed Portscan 1
183. 60. 48. 25 147. 237. 76. 30 Chi na hi nush. i df . il ET SCAN Potential VNC Scan 5900- 5920 1
46.161. 40. 17 147.237.77.233  |Russi an Federation atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
183. 60. 48. 25 147.237.0. 17 Chi na m ny-kosher - kravi . i df . i ET SCAN Potential VWNC Scan 5900- 5920 1
46. 19. 86. 205 147.237.77.216  [Israel dover . i df.il portscan: TCP D stributed Portscan 1
180. 97. 106. 37 147.237.77.216  |China dover.idf.il ET SCAN Potential SSH Scan 1
13.79. 155. 79 147. 237.77. 176 Irel and nat pash. i df .| ET SCAN Potential VWNC Scan 5900- 5920 1
180. 97. 106. 37 147.237.0. 15 Chi na kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
163. 172. 169. 150 147.237.72. 166 Uni ted Ki ngdom akaidf.il ET SCAN NVAP -sS wi ndow 1024 1
183. 60. 48. 25 147. 237. 76. 202 Chi na e halag.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
85. 25. 236. 59 147. 237.77. 234 Ger many hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
183. 60. 48. 25 147.237.76.198  |China e.yohal an.idf .il ET SCAN Potential VNC Scan 5900- 5920 1
80. 246. 138. 17 147.237.77.216  [Israel dover . idf.il portscan: TCP D stributed Portscan 1
183. 60. 48. 25 147.237.76. 31 Chi na nakchal . i df il ET SCAN Potential VNC Scan 5900- 5920 1
77.126.81. 58 147.237.77.216  |[Israel dover . idf.il portscan: TCP Distributed Portscan 1
183. 60. 48. 25 147. 237.0. 35 Chi na akavs. i df . i ET SCAN Potential WNC Scan 5900- 5920 1
46. 161. 40. 17 147.237.0. 19 Russi an Federati on nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 48. 25 147.237.0. 16 Chi na ny- kosher -kravi . i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
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176. 106. 230. 166 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 63
37.19.119.7 I'srael 147.237.76.42 |refuah.icf.il [Bad TCP sequence Ssz;';e”ansm with different wndowl ovor  [50
Sreaning Engine: TQP Invalid i i ssi
109.67.121.38 [ srael 147.237.77. 243 |robi L e. i of . i1 g =g nvalid segnent retransmssi on. drop 39
Ret r ansm ssi on Packet dropped.
Sreanmng Engine: TGP Invalid i i ssi
46.117.145.75 |israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 nval i d segnent retransmssi on. drop 30
Ret r ansm ssi on Packet dropped.
79.181.151. 112 |lsrael 147.237.72. 166 |aka. i df il drop First packet isn't SN drop 27
89.139.222. 77 |Israel 147.237.72. 156 [amn.idf.il  |[Bad TCP sequence noni t or 23
89.139.222.77 |lsrael 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 21
89.139.222.26 | srael 147.237.76.42 |refuah.icf.il |Bad TCOP sequence i’;:;e”ansm wth different wndow| o ivor 19
Sreanmng Engine: TGP Invalid i i ssi
176. 13. 224. 216 |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 nval i d segnent retransmssi on. drop 18
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
84.229.11.158 | srael 147.237.77. 243 |robi L e, i of . i1 g =g nvalid segnent retransmssion. drop 15
Ret r ansm ssi on Packet dropped.
147. 235. 8. 85 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 15
109. 253. 220. 32 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 13
2.55.128.169 |l srael 147.237.72. 166 |aka idf.il  |Bad TOP sequence SINAK retransmt with different oo or 12
w ndow scal e
80. 246. 136. 225 |l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 12
46. 19. 85. 242 I srael 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST noni t or 12
100. 92. 235. 225 147.237. 72. 166 |aka.i df .i | drop First packet isn't SN drop 12
2.55.128. 169 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 12
89.139.222.77 |lsrael 147.237. 72. 156 |anan.i df .i | drop First packet isn't SN drop 11
2.55.128. 169 I srael 147.237.72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> Ti neout aert 11
89.139.222. 77 |lsrael 147.237.72. 156 |anan.idf.il  |Bad TCP sequence I'nval i d ACK nunber alert 11
2.55.128. 169 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 11
89.139.222. 77 |Israel 147.237.72. 156 [amn.idf.il  |Bad TCP sequence Invalid AGK nunber noni t or 11
109. 253. 220. 32 |l srael 147.237.76.86 |navy.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 11
46. 19. 85. 89 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 10
217.132.138. 192|I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence noni t or
45. 35. 64. 142 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop
Sreaning Engine: TCP Invalid i i ssi
37.26.149.142 |israel 147.237.77. 243 |robi L e. i of . i1 g =g nvalid segnent retransmssi on. drop 9
Ret r ansm ssi on Packet dropped.
S SYNVACK retransmit wth different .
89.139.222. 77 |Israel 147.237.72. 156 lanan.idf.il  |Bad TCP sequence i ndow scal noni t or 9
176.13.235. 191 |lIsrael 147.237.72. 166 |aka. i df il drop First packet isn't SN drop 9
Sreaning Engine: TCP Invalid i i ssi
109. 253. 212. 61 |Israel 147. 237.77. 243 |mobi l e. i f . i 9 =9 Inval i d segnent retransmssi on. drop 9
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
89. 139. 172. 244 |Israel 147.237.77. 243 |nobil e.i df i 9 =g Invalid segent retransmssion. drop 9
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.86.178  |israel 147. 237.77. 243 |mobi l e. i f . i 9 =9 Inval i d segnent retransmssi on. drop 9
Ret r ansm ssi on Packet dropped.
80. 179. 9. 115 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 8
46. 19. 85. 37 | srael 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti meout noni t or 7
195. 60. 235. 57  |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST moni t or 7
46. 19. 86. 49 I srael 147. 237. 72. 166 |aka.i of .i | SYN At tack SYN -> SYN-ACK -> RST noni t or 6
Sreaning Engine: TCP Invalid i i SSi
46.210.185.83 |israel 147. 237.77. 243 |nobi l e. i f i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
147. 235. 8. 67 | srael 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> Ti nmeout alert
84. 94.59. 254 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or
147. 235. 8. 67 I srael 147.237.76.42 |refuah.icf.il |SYN At tack SYN -> SYN-ACK -> Ti neout noni t or
Sreaming Engine: TGP Invalid i i sSi
176.13.239.10 |israel 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
147.235.8.67  |Israel 147.237.76.42 |refuah.idf.il [Bad TOP sequence SINHAK retransmt with different foonior |6
w ndow scal e
Sreaming Engine: TGP Invalid i i sSi
213.57.161.12 |Israel 147. 237, 77. 243 |nobi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i SSi
2.53.52.33 I'srael 147. 237.77. 243 |nobi l e. i f i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
109. 253. 195. 49 | srael 147. 237, 77. 243 |nobi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 89 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber alert 6
Sreanming Engine: TGP Invalid i i ssi
109. 253. 145, 2151 sr ael 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.53.189. 19 I'sr ael 147.237.77. 243 |robi L e. i of . i1 g =g nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
2.53.56.188  |Israel 147.237.77. 243 |mobile.i o i1 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
66.108.152.81 |lhited Sates [147.237.72.166|aka.idf.il drop First packet isn't SN drop 6
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46. 19. 85. 202 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
80.179. 202. 129 |l srael 147.237.72. 156 |anman. i df . i | Suspi ci ous Response Code Bl ock
176. 13. 224. 216 |l srael 147.237.77.243|nobi | e. i df . i | Dstributed Suspicious Response Code Bl ock
89.237.76.125 |France 147. 237.72. 166 |aka. i df . i | Distributed hauthorized Mthod for Known LRL on B ock 5
wwy aka. i df . i |/ mai n/ sachar/f ag. aspx
46.117.145.75 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 5
37.19. 119. 7 | srael 147.237.76.42 |refuah.idf il Par anet er Type \/1 ol _atl on ct|00$nt ent A acetbl der 1%t xt Last Nane i n B ock 3
v ref ua. atal . i df.il/1518- he/ ref uah. aspx
176. 13.231. 103 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock
46.19. 86. 178 I srael 147.237.77.243|nobi | e. i df . i | Dstributed Suspicious Response Code Bl ock
213.57.161.12 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
- . - Unaut hori zed URL Access to
2.53.23.182 I srael 147.237.77.243|nobi l e. i df . i | nobi l e, i cf . i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1362 B ock 2
66.249. 64. 183  [Israel 147.237.77. 216 |dover.idf.il Ml tipl e Unauthorized URL Access from 66. 249. 64. 183 Bl ock 2
213.151.36.10 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/miain/giyus Bl ock 2
89.139. 172. 244 |[israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 2
37.26.149.142 |Israel 147.237.77.243|nobi l e. i df . i | O stribut ed Suspicious Response Gode Bl ock 2
109. 253. 212. 61 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 2
2.53.56. 188 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 2
79. 180. 9. 187 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode Bl ock 2
109. 253. 145. 215|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
- . Unaut hori zed URL Access to
66. 249. 64. 41 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ si p st or agel f1 es/ 7/ 67537. pf B ock 1
46.19. 85. 11 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None
2.53.134.2 I srael 147.237.77. 216 |dover . i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
- . D stributed Unaut hori zed Met hod for Known URL on
77.138.80.216 |Rance 147.237.72.166 |aka. i df . i | wow aka. i df i1/ i n sachar B ock 1
66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
- . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
46.121.253. 242 |Israel 147.237.72. 166 |aka. i df . i | vow aka. i df . |/ nai v sachar/ nai | box. asp None 1
89. 139. 122. 227 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
- . D stributed Unaut hori zed Method for Known URL on
77.139.52.6 France 147.237.72.166 |aka. i df . i | vow aka i o . i 1/ nai v sachar /Kl al i . aspx B ock 1
. . O stributed Unaut hori zed URL Access on
77.126.7.18 I srael 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx Bl ock 1
207.46.13.151 |lhited Sates |147.237.77.216|dover.idf .il Unaut hori zed URL Access to wwwuidf.il/tenplates/articl el ylcebown67a Bl ock 1
109. 253. 195. 49 |I srael 147.237.77.243|nobi | e. i df . i | Dstributed Suspicious Response Code Bl ock 1
82.81.107.190 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.i|/mai n/ sachar/ undefi ned Bl ock 1
2.53.180. 117 I srael 147.237.76.31 |nakchal .idf.il |Uauthorized URL Access to 147.237.76. 31/ sip_storage/files/ 8/ 1668. doc |B ock 1
- . D stributed Unaut hori zed Met hod for Known URL on
77.138.80.216 |Rance 147.237.72.166 |aka. i df . i | vow aka i df . i |/ rai rv sachar /Kl al i . aspx B ock 1
. . Unaut hori zed URL Access to
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ si p_st or agel 1 | es/ 0/ 60900. pf B ock 1
46.210.185.83 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 1
79.178. 90. 59 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
- . D stributed Unaut hori zed Met hod for Known URL on
77.138. 47.68 France 147.237.72.166 |aka. i df . i | v aka, i df . i 1/ mai r/ gi yus/ yahash2017/ | obby. aspx B ock 1
2.53.52.33 I srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response CGode Bl ock 1
212. 205. 242. 250|G eece 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
66.249. 64. 183 [Israel 147.237.77.216|dover.idf .il Paraneter Type M ol ation aspxerrorpath in wawidf.il/error. htm Bl ock 1
DOstributed Parameter Type Mol ation on
46.19. 86. 170 I srael 147.237.76.42 |refuah.idf.il www refua. atal . idf.il/1518-hel ref uah. aspx par anet er Bl ock 1
ct | 00$Cont ent P acetbl der 1$t xt Last Nane
84.94.56. 142 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
2.53.189. 19 I srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Code Bl ock 1
77.138.122.172 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method POST for www aka. i df . i |/ nai n/ sachar/ vi ewpaysl i p. aspx |B ock 1
. . Unaut hori zed URL Access to
66. 249. 76. 79 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ si p_st or agel {1 es/ 1/ 71511. pf B ock 1
- . Unaut hori zed Met hod HEAD for
185. 120. 125. 131/l srael 147.237.72. 166 |aka. i df . i | v aka. i df . i | / mai n/ sachar / vi ewpays! i p. aspx Bl ock 1
54.70.57. 110 Lhited Sates |147.237. 77. 170 |maar achot . i df . i | [Unaut hori zed URL Access to 147.237.77. 170/ web- consol e/ serverinfo.jsp  [B ock 1
89.139.222.26 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl el shar ed/ reset . css Bl ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
79.178.179. 171 |l srael 147.237.72.166 |aka. i df . i | vww aka, i ff i |/ mai v/ sachar / pi r suneynof et . aspx None 1
37.142. 8. 250 | srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i mages/ shar ed/ bul | et 1. gi f Bl ock 1
213.57.157.177 |[israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 213.57.157. 177 Bl ock 1
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