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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
2.55.181.2 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 10
46.117.182. 181 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 7

198. 204. 255. 76 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-trafl forvard 2

209. 126. 136. 2 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 1
94.102. 52. 10 Net her | ands 147.237.76. 31 nakchal .idf.il B ack List drop 1
94.102. 52. 10 Net her | ands 147.237.76. 44 e.refuah.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |SgnaI ure Devi ce Action |Oount

137.117. 81. 90 Lhited Sates 147. 237. 72. 166 aka.idf.il [5670: HITP. SQ Injection (SELECT) B ock 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

137.117.81.90 [147.237.72. 166 |Wited Sates aka.idf.il A Injection - Select From 4
176.13. 225. 226 |147.237.76.86 |Israel navy. i df .il ET SCAN NVAP -sA (2) 2
58.220.2.5 147. 237. 76. 198 |Chi na e.yoha an.idf.il |ET SCAN NVAP -sS w ndow 1024 1
58.220.2.5 147. 237. 76. 196 [Chi na esvivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
200. 58. 214. 138 |147.237.0.35 |Col onbi a akavs. i df . il ET SCAN NVAP -sS wi ndow 3072 1
46.161.40.17  |147.237.76.198 23::;'}0'1 eyohalanidf.il |ET SCAN NVAP -sS wi ndow 1024 1
188, 19. 138, 247 |147. 237, 76. 190 |FUSSI @ o rekehal i df i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
Federation Potential Scan or Brute Force
163. 172. 169. 150|147. 237. 76. 34 |United Ki ngdom |yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
94.194.238. 171 |147.237.76. 197 |Uni ted Ki ngdom [e. hi nush. i df .i | ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force

61.147.247. 161 |147.237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
61.147. 247.161 |[147.237.76.38 [China eenitav.idf.il |ET SCAN Potential SSH Scan 1
58.220.2.5 147. 237. 76. 200 |Chi na eitan.aka.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
58.220.2.5 147. 237. 76. 197 |Chi na e. himush. i df .il ET SCAN NVAP -sS w ndow 1024 1
46.172.91.21 147. 237. 76. 148 |Wkr ai ne gacenter. aka i df .i [ET SCAN NVAP -sS wi ndow 1024 1
200. 58. 214. 138 [147.237.0.35 |[Col onbi a akaws. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
13.79. 155. 79 147.237.76.86 |Irel and navy.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
91.224.161.69 [147.237.76.30 [Netherlands hi nush. i df . i 1 ET SCAN Potential SSH Scan 1
61.147.247.161 [147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
61. 147. 247.161 |[147.237.0.200 [China . i of . i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature
80. 246. 136. 225 |[Israel 147.237.72. 166 |aka.idf.il |dr op Frst packet isn't SN drop 54
107. 167. 104. 219|Uhited Sates 147.237.77. 216 |dover.idf.il[SYN At t ack SYN -> SYN-ACK -> RST noni t or 39
77.126.58.14  |israel 147.237.77. 243 |rwvi e o | €3M NG Engine: TGP Inval id - inval i d segnent retransmssi on drop 30
Ret r ansni ssi on Packet dr opped.
109. 253. 200. 44 |I srael 147, 237.77. 243 |rvi e o | €AM NG Engine: TCP Inval id - Jinvalid segnent retransmission. | o 30
Ret ransni ssi on Packet dr opped.
193. 43. 246. 250 |l srael 147.237. 77. 216 |dover.i df .i | [dr op Frst packet isn't SN drop 26
89. 139. 222. 77 | srael 147.237.72. 156 |anan.idf.i1 |SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 22
89.139.222.77 |[Israel 147.237.72. 156 |anan.idf .il |Bad TCP sequence noni t or 20
46. 19. 85. 242 | srael 147.237.77. 216 |dover.idf.il|SYN At t ack SYN -> SYN-ACK -> RST noni t or 19
212.179. 219. 240|l srael 147.237.72. 166 |aka idf.il [Bad TCP sequence Inval id ACK nunber noni t or 17
80.246.138.87 |lsrael 147.237.72. 166 |aka.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 15
212.179. 219. 240|l srael 147.237.72. 166 |aka.idf.il |SYN At tack SYN -> SYN-ACK -> RST noni t or 15
46. 19. 85. 48 | srael 147.237.72. 166 |aka.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 13
109. 67. 140. 27  |Israel 147.237.77. 216 |dover.i df .i | [dr op Frst packet isn't SN drop 12
89.139.222.77 |israel 147.237.72. 156 [anan.idf .11 [Bad TCP sequence mﬁﬁsg Lansm't wehdifferent | onitor |12
37.76.212. 177 g‘ilcisgii:;a” Territory. 1947, 237. 7. 216 |dover. i df.i1|dr op First packet isn't SWN drop 11
89.139.222.77 |lsrael 147.237.72. 156 [anan.idf .i| [Bad TCP sequence Invalid ACK nunber noni t or 10
89. 139. 222. 77 | srael 147.237.72. 156 |anan.idf .il |dr op Frst packet isn't SN drop 10
79.178.168. 210 |[lsrael 147.237.72.166|aka.idf.il |Bad TCP sequence noni t or 10
89.139.222.77 |lsrael 147.237.72. 156 [anan.idf .i| [Bad TCP sequence Inval id ACK nunber alert 10
66. 249. 82. 83 Asi a/ Paci fic Region 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 9
212.179. 219. 240]l srael 147.237.72. 166 |aka.idf.il [drop Frst packet isn't SN drop 8
37.26.146.192 |lsrael 147.237.72. 166 |aka idf.il [drop Frst packet isn't SYN drop 8
37. 26. 149. 140 | srael 147.237.72. 166 |aka.idf.il |[Bad TCP sequence aert 8
37.26.149.140 |[Israel 147.237.72.166|aka.idf.il |Bad TCP sequence noni t or 8
109. 65. 150. 224 i srael 147.237.76.86 |navy.idf.il Streamng Engine: TCP Invalid imvalid segnent retransmssi on drop 8
Ret r ansni ssi on Packet dr opped.
46.19.86.132 | srael 147.237.77. 216 |dover.idf.i1|Bad TCP sequence SIACK reransmt wehdifferent | onitor |7
85.130. 255. 57 [l srael 147.237.72. 166 |aka idf.il [Bad TCP sequence Inval i d ACK nunber moni t or 6
46. 19. 86. 246 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 6
176.13.12. 50 | srael 147.237.77. 216 |dover.i df .i | [dr op Frst packet isn't SN drop 6
212.179.90. 106 |l srael 147.237. 77. 216 |dover.i df .i | [dr op Frst packet isn't SN drop 6
80. 246. 137. 120 I srael 147.237.77. 216 |dover.i df il [Bad TCOP sequence mﬁsg rea”smt wehdifferent | onivor [
85. 130. 255. 57 | srael 147.237.72. 166 |aka.idf.il |SYN At tack SYN -> SYN-ACK -> RST noni t or 6
109. 253. 132. 39 |l srael 147.237.72. 166 |aka.idf.il [drop Frst packet isn't SN drop 6
46. 19. 85. 10 | srael 147.237.77. 216 |dover.idf.i1|Bad TCP sequence Invalid ACK nunber aert 6
66. 249. 82. 79 Asi al Paci fic Region 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 6
213.57.114.56 |lsrael 147.237.72. 166 |aka idf.il [drop Frst packet isn't SN drop 6
46. 19. 86. 255 I srael 147.237.77. 216 |dover.icf.il|Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 10 I srael 147.237.77.233|atal .idf.il |Bad TCP sequence I'nval i d ACK nunber alert 6
46. 19. 86. 26 | srael 147.237.72. 166 |aka.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 6
66. 249. 82. 81 Asi al Paci fic Region 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 6
109. 253. 135. 108 sr ael 147.237.72. 166 |aka.icf.il |Bad TCP sequence mﬁsg reansmt wthdifferent | oitor |6
82.166.100.49 |Israel 147.237.77. 216 |dover.idf.il|[SYN At t ack SYN -> SYN-ACK -> RST noni t or 6
176. 159. 54. 138 |Fance 147.237.72. 166 |aka.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 6
80. 246. 136. 225 |l srael 147.237.72. 166 |aka.idf.il |SYN At tack SYN -> SYN-ACK -> Ti nmeout noni t or 6
185. 13.193. 212 |lsrael 147.237.72. 166 |aka.idf.il |dr op Frst packet isn't SN drop 5
2.53.147.35 | srael 147.237.72. 166 |aka.idf.il [drop Frst packet isn't SN drop 5
79.178.168. 210 |lsrael 147.237.72. 166 |aka idf.il [drop Frst packet isn't SN drop 5
77.138. 136. 165 |Fance 147.237.72. 166 |aka.idf.il |Bad TCP sequence Invalid ACK nunber aert 5
37.26.147.206 |Israel 147.237.77. 216 |dover.idf .i1|Bad TCP sequence Swaae e reans”“ wehdifferent | onitor s
46.19. 85. 48 I srael 147.237.72.166 |aka.idf.il |Bad TCP sequence SINCAC retransmt with different | oo s

W ndow scal e
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
46. 19. 85. 69 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 203
2.53.17.158 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 59
176.13. 1. 218 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 19
46.19.85.245  |Israel 147.237.77. 243 |nobi | e. i df . i | Paraneter Type Mol ation Newassvord in B ock 16
nobi | e. i df . i |/ sachar/ changepassword
. . . Paraneter Type M ol ati on Qurrent Password in
176.13.2. 211 I srael 147.237.77.243|nobi | e. i df . i | nobi | e, i df . | / sachar / changepassvor d Bl ock 11
46. 19. 85. 98 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 9
185. 120. 125. 16 |l srael 147.237.72. 156 |anan. i df . i | Unaut hori zed HTTP Met hod B ock 5
185.32.179.30 |Israel 147.237.77.243|nobi [ e.i df . i | Ml tipl e Unaut hori zed URL Access from 185. 32. 179. 30 B ock 4
109. 66. 19. 109 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 109. 66. 19. 109 B ock 3
80. 246. 137. 247 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
79.182.17.137 [israel 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.53.32. 127 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
80.246.138.55 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
109. 253. 145. 22 |I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 3
185. 120. 125. 16 |l srael 147.237.72. 156 |anan. i df . i | Mil tiple Uauthorized URL Access from 185. 120. 125. 16 B ock 3
. . Unaut hori zed Met hod PCST for
89.134.145.81 |Hungary 147.237.72. 166 |aka. i df . i | v aka. i df i |/ nai n/ r abanut / cont act us. aspx B ock 2
109. 253. 129. 35 |l srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock
91. 135. 102. 162 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None
. . D stributed Whaut hori zed Method for Known URL on
77.138.174.65 |France 147.237.72. 166 [aka. i df . i | e aka i df i1/ rai r/ sachar Bl ock 2
185.32.179. 113 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
. . D stributed Whaut hori zed Method for Known URL on
77.139.39.200 |France 147.237.72. 166 [aka. i df . i | e aka i df i |/ sachar Bl ock 2
www. ch z.aka.i i
141. 226. 162. 162|i srael 147, 237. 77, 206 | W chamat 2. aka. i d |unaut hori zed LRL Access to B ock 2
foil waw. chanat z. aka. i df . i1/t enpl at es/ honepage/ honepage. aspx
. . Unaut hori zed Met hod PCST for
77.138.83. 39 France 147.237.72.166 |aka. i df . i | waw aka, i df . i |/ mai v sachar /Kl al i . aspx Bl ock 1
180. 76. 15. 163 |Chi na 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waidf.il/navy/ B ock
62.219.139. 130 |[Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod PCST for ww aka. i df.i|/mai n/ sachar/fag. aspx |B ock
. . Unknown Par anet er ct| 00$ct | 00$cphMai n$cphSachar $ctl 13 in
2.53.17.158 I srael 147.237.72. 166 [aka. i df . i | v aka. i df . i | / mai n/ sachar / paysl i ps. aspx None 1
46.19.86.230  |Israel 147.237.72. 166 |aka. i df . i | thknowun Parameter |sPDFFormin None 1
wwy aka. i df . i | / mai n/ sachar/ vi enpaysl i p. aspx
. . Unknown Parangter Is in
46. 19. 86. 230 I srael 147.237.72. 166 [aka. i df . i | v aka. i df . i | / mai n/ sachar / vi ewpaysl i p. aspx None 1
77.139.25.53  |France 147.237.72. 166 |aka. i df . i | Distributed tnauthorized ethod for Known URL on B ock 1
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
37.26.149.140 [israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: C(pen Mde None 1
Uhaut hori zed URL Access to
157.55.39.226 |Uited Sates [147.237.72.166|aka.idf.il vy aka. i df .i|/sip_storagel files/2/62532. pdf g2=whvg9j gvov3i gmo |B ock 1
fl egda
66.249. 64. 183 |l srael 147.237.77.216|dover. i df .i | Mil ti pl e Unaut horized URL Access from 66. 249. 64. 183 B ock 1
. . Uhknown Paraneter Sipin
46. 19. 86. 230 I srael 147.237.72.166 |aka. i df . i | waw aka. i df . i |/ nai n/ sachar / vi ewpaysl i p. aspx None 1
46.10.86.230  |israel 147. 237.72. 166 |aka. i df . i | thknown Paraneter | SPOF in. . None 1
wwv aka. i df . i | / mai n/ sachar/ vi ewpaysl i p. aspx
. . D stributed Whaut hori zed Method for Known URL on
77.138.136.165 |France 147.237.72. 166 [aka. i df . i | v aka, i df . i |/ i 1/ i yus/ yahash2017/ | obby. aspx Bl ock 1
46.19. 86. 174 I srael 147.237.76.42 |refuah.idf.il Mal formed URL Bl ock 1
] ; ; D stributed Whaut hori zed Method for Known URL on
66.102. 6. 3 Uhited Sates [147.237.72.166|aka.idf .il wow aka, i df i1/ rai v/ sachar Bl ock 1
. . Unknown Paraneter |sPDFFornma in
46. 19. 86. 230 | srael 147.237.72. 166 |aka. i df . i | v aka. i df . i | / mai n/ sachar / vi ewpaysl i p. aspx None 1
. . Unknown Paraneter IsMin
46. 19. 86. 230 I srael 147.237.72. 166 |aka. i df . i | ww aka, i df . i 1/ nai n/ sachar / vi ewpays! i p. aspx None 1
185. 120. 125. 16 |l srael 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to vwwu aman. i df.il/sip_storage/files/4/ B ock 1
. . D stributed Waut hori zed Met hod for Known URL on
77.139. 28. 38 France 147.237.72. 166 |aka. i df . i | v aka, i df i |/ mai v gi yus/ yahash2017/ | obby. aspx Bl ock 1
. . D stributed Whaut hori zed Method for Known URL on
46. 19. 85. 40 I srael 147.237.72. 166 [aka. i df . i | wiw aka. i of i |/ rai v sachar / vi ewpays! i p. aspx Bl ock 1
66. 249. 66. 18 I srael 147.237.77. 170 |naar achot . i df . i | Uhaut hori zed URL Access to maarachot . idf.il/mobil e/ Bl ock 1
. . Uhknown Paraneter Sipl in
46. 19. 86. 230 I srael 147.237.72.166 |aka. i df . i | wiw aka. i df . i |/ nai n/ sachar / vi ewpaysl i p. aspx None 1
89.138.170. 136 |[Israel 147.237.72. 156 [anan. i df . i | Mitiple Illegal Paraneter Encoding from 89.138. 170. 136 None 1
79.182.37.185 |[lIsrael 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to vwwidf.il/https:/wwidf.il/ B ock 1
. . Unknown Par aneter | sPDFF in
46. 19. 86. 230 I srael 147.237.72. 166 [aka. i df . i | v aka. i df . i | / mai / sachar / vi ewpaysl i p. aspx None 1
. . Uhaut hori zed Met hod PCBT for
77.138.151. 106 |France 147.237.72. 166 |aka. i df . i | v aka, i df i |/ mai v gi yus/ yahash2017/ | obby. aspx Bl ock 1
46.19. 86. 174 I srael 147.237.76. 42 |refuah.idf.il Unknown HTTP Request Method t in URL B ock 1
. . . Uhaut hori zed URL Access to
185.32.179.30 |Israel 147.237.77.243|nobi l e. i df . i | nobi | e, o . i |/ cat egor yt enpl at es/ | i st chi | ddocurent s/ 1362 B ock 1
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