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Attacker
Address

Attacker
Country
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Address

Signature

TCP handshake vi ol ation, first packet not

109. 253. 129. 183 | srael 147.237.77. 216 dover.idf.il syn drop 5
63. 141. 231. 197 Lhited Sates 147.237. 76. 147 chi nuch. aka.i df .i | bl ock-sp-trafl forvard 2
198. 204. 247. 222 Lhited Sates 147.237. 76. 39 nobi | e.nei tav.idf.il bl ock-sp-trafl forvard 2
142.54. 180. 68 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-trafl forvard 2
198. 204. 247. 222 Lhited Sates 147.237. 76. 86 navy.idf.il bl ock-sp-trafl forvard 2
185. 3. 147. 186 I srael 147.237.77.216  |dover.idf.il l;]: handshake viol ation, first packet mot g 2
63. 141, 231. 194 Lhited Sates 147.237.76. 30 hi nush.idf.il bl ock-sp-trafl forvard 2
63. 141. 231. 195 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-trafl forvard 2
173.208. 198. 11 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-trafl forvard 1
63. 141. 250. 157 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-trafl forward 1
198. 204. 255. 75 Lhited Sates 147.237.77. 226 wwv chamat z. aka. i df .i|l |bl ock-sp-traf 1 f orward 1
192.187.101. 237 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il bl ock-sp-trafl forvard 1
125. 107. 240. 140 Chi na 147.237.76. 30 hi nush.idf.il B ack List drop 1
173. 208. 207. 134 Lhited Sates 147.237.77. 234 hal ag.idf.il bl ock-sp-traf 1 f orward 1
69. 30. 193. 253 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-trafl forvard 1
204.12.217.5 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-trafl forward 1
192. 187. 101. 238 Lhited Sates 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 f orward 1
63.141.231.211 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-trafl forvard 1
69. 30. 227. 218 Lhited Sates 147.237.77.170 naar achot . i df . il bl ock-sp-trafl forvard 1
192. 187. 118. 20 Lhited Sates 147.237.0. 17 Im"y' kosher-kravi.idf.i |\ o sptrafl forvard 1
173. 208. 150. 118 Lhited Sates 147.237.77. 235 sviva idf.il bl ock-sp-traf 1 f orward 1
63. 141.231. 213 Lhited Sates 147.237.72. 167 ishurimaka.idf.il bl ock-sp-trafl forvard 1
198. 204. 255. 74 Lhited Sates 147.237.0.19 nadi matal .idf.il bl ock-sp-trafl forvard 1
192. 69. 89. 173 Lhited Sates 147.237.76. 201 eatal.idf.il B ack List drop 1
192. 187. 118. 69 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-trafl forward 1
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|Top Attackers In IPS|
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142. 54. 184. 90 Lhited Sates 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot Per mit 94
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der Per it 4
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per it

106. 38. 241. 106 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Permit
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109. 253. 201. 60 |147.237. 77. 243 |I srael nobi | e.i df .il PQLI CY- OTHER TCP packet with urgent flag attenpt 10
146.200.148.0 |147.237.77.216 LKJ?i;:gom dover.idf.il Tehila - Perl LWP wth fake user agent 2
100.228.59.47  [147. 237.76.30 Ei“i;gegom hi mush. i df i 1 ET SCAN Potential VNC Scan 5900- 5920 2
91. 201. 236. 158 [147. 237. 76. 202 |Wr ai ne e halag.idf.il ET SCAN NVAP -sS w ndow 3072 1
91.201.236. 158 |147.237. 72. 166 |Lkrai ne aka.idf.il ET SCAN NVAP -sS wi ndow 2048 1
141, 226. 161. 141|147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
81.218.245. 1 147.237.76.31 |israel nakchal .idf .il WEB- FRONTPACE / _vti _bin/ access 1
109.228.59. 47  |147.237.77. 74 E?i;;gom lawidf.il ET SCAN Potential VNC Scan 5900- 5920 1
66.249. 64. 105 |147.237.72.166 |Whited Sates [aka.idf.il ET SCAN NVAP -sA (2) 1
109. 228.59. 47  |147.237. 76. 198 LK?i;gegom e.yohal an.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
65.183.101. 8 147.237.77.235|Wited Sates |[sviva idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.117.72.251 (147.237.72. 166 |l srael aka.idf.il portscan: TP Dstributed Portscan 1
109.228.59. 47 |147.237.0.35 E?i;;gom akavs. i df i ET SCAN Potential VNC Scan 5900- 5920 1
183. 129. 160. 229(147. 237. 77. 74 |Chi na lawidf.il ET SCAN Potential SSH Scan 1
2.53.166. 192 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
109.228.59.47 [147.237.0.19 E?ir:;gom nadi matal i df i | ET SCAN Potential VNC Scan 5900- 5920 1
163. 172. 169. 150(147. 237. 0. 17 LKJ?i;:gom mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
106. 38. 241. 106 [147.237.0.34 |China tikshuv.idf.il MAPAO_E Apac.he mod_ss|non-SSL connection to SS 1
port denia of service attenpt
163.172.129. 15 |147.237.72. 217 LKJ?i;:gom eidf.il ET SCAN NVAP -sS wi ndow 1024 1
91.201.236. 158 |147.237. 72. 166 |Lkrai ne aka.idf.il ET SCAN NVAP -sS wi ndow 4096 1
146. 200. 148.0 |147.237.77.176 E;ir:;cci]om nat pash. i df . i | Tehila - Perl LWP wth fake user agent 1
91.201. 236. 158 |[147.237. 72. 166 |Lkrai ne aka idf.il ET SCAN NVAP -f -sS 1
77.127.72. 28 147.237. 72. 166 I srael aka.idf.il portscan: TCP DO stributed Portscan 1
109. 228.59. 47  |147.237.77.61 LKJ?i;:gom e.cogat.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
65.183. 101. 8 147.237.77.235|lhited Sates [svivaidf.il ET SCAN NVAP -sS wi ndow 2048 1
109. 228.59. 47  [147.237. 76. 39 E;ir:;cci]om nobi | e. rei tav.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
65.183. 101. 8 147.237.77.235|Wnited Sates |[sviva idf.il ET SCAN NVAP -f -sS 1
109. 228.59. 47 |147.237.8.24 E?i;;gom elifestyle.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
46. 19. 85. 237 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
212.25.112. 234 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 228.59. 47  [147.237.0.34 E;ir:;cci]om tikshuv.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
183. 129. 160. 229(147. 237. 77.19 |Chi na lawforumidf.il ET SCAN Potential SSH Scan 1
109. 228.59. 47 |147.237.0. 16 E?i;;gom ny- kosher - kravi . i df . i ET SCAN Potential VWNC Scan 5900- 5920 1
163. 172. 169. 150147, 237.0.15 | ted kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Action ‘Count
176.13.4.131  [israel 147.237.77. 203 |rwbi e i i1 |/ €AM NG Engine: TCP Inval id invalid segnent retransmission drop 30
Ret r ansmi ssi on Packet dr opped.
107.167.109. 62 |United Sates 147.237. 77. 216 |dover.i df .i SYN At t ack SYN -> SYN-ACK -> RST nonitor |24
176.13.13.10  |Israel 147.237. 77, 243 |roti e i i1 | €@M NG Engine: TGP | nvalid invalid segnent retransnissi on drop 24
Ret ransni ssi on Packet dr opped.
46. 19. 86. 110 | srael 147.237.76.42 |refuah.idf.il drop Frst packet isn't SN drop 23
109. 253. 137. 170|i srael 147.237.77. 243 |rwvi e i i1 |/ €AM NG Engine: TCP Inval id finvalid segnent retransmssion drop 21
Ret ransni ssi on Packet dropped.
37.76.212. 177 g‘ilcisgii:;a” Territonyi 47 237.77. 216 |dover. i . i1 dr op First packet isn't SWN drop 21
188. 73.193. 175 |G eece 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 21
188. 225. 189. 195 glcisgii:;a” Territoryl147. 237. 77. 176 [ratpash.if.il  |drop First packet isn't SWN drop 19
46.19. 85. 53 I srael 147, 237.76. 200 |eitan aka i i1 [ @M NG Engine: TCP Invalid |invalid segnent retransmssion drop 18
Ret r ansmi ssi on Packet dr opped.
5. 102. 196. 180 | srael 147.237.72. 167 |i shurimaka. i df . i |dr op First packet isn't SN drop 15
2.53.147.35 | srael 147.237.72. 166 |aka. i df . i drop Frst packet isn't SN drop 14
192.115.29. 180 |Israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence mdgitvrsaé;"y wehdfferent —fonitor |14
79.177.202. 241 |l srael 147.237. 72. 166 |aka.i of .i SYN Att ack SYN -> SYN-ACK -> Tineout |monitor |13
176.13. 228. 129 |l srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST nonitor |11
37.26.149.167 |[lIsrael 147.237.77.74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> RST nonitor |10
109. 253. 201. 60 |l srael 147.237.77. 243 |nobil e.idf .il dr op Frst packet isn't SN drop 10
2.53.147.35 I'srael 147. 237.72. 166 |aka. i df .| Bad TCP sequence ﬁ;ﬂ;ﬁ;j&;gt‘ﬂgth moni tor  [9
31.154. 81. 40 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
46. 19. 85. 152 I srael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence Invalid ACK nunber alert 9
46. 19. 85. 228 I 'srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 9
46. 19. 85. 152 | srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 9
79.179.117. 122 |israel 147.237.77. 243 |moti e ich. i1 | €M NG Engine: TGP Invalid finvalid segnent retransmssion |y 9
Ret r ansmi ssi on Packet dr opped.
2.53.147.35 I srael 147. 237. 72. 166 [aka. i of .i | SYN At t ack SYN -> SYN-ACK -> Tineout |alert 9
2.53.147.35 I srael 147.237.72. 166 |aka.i of .i SYN Att ack SYN -> SYN-ACK -> Tineout |monitor |9
66. 102. 6. 19 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
194.9.252.237 |United Ki ngdom 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
46. 19. 85. 228 | sr ael 147.237.76.31 |nakchal .idf.il |Bad TCP sequence I'nval i d ACK nunber alert 8
109. 64.99. 253 |Israel 147. 237.72. 166 |aka i f i Bad TCP sequence ﬁ;ﬂ;ﬁ;j&;gt‘ﬂgth monitor (8
185. 89. 217. 230 |Net herl ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
185. 89. 217. 227 [Net her | ands 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
185. 89. 217. 232 |Net herl ands 147.237.77. 216 |dover.idf .il drop Frst packet isn't SYN drop 8
5.156. 172. 87 Saudi Arabia 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |7
46.117.16.235 |Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence wﬁﬁ;gxg;gth moni tor |7
46. 19. 85. 249 I srael 147.237.77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |7
176.13.251.70 |l srael 147.237.72. 166 |aka.i of .i drop First packet isn't SWN drop 7
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
46.117.16.235 [Israel 147. 237. 72. 166 [aka. i of .i | SYN At t ack SYN -> SYN-ACK -> Tineout [monitor |7
185. 89. 217. 233 |Net herl ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
188. 120. 154. 112|i srael 147.237. 77, 243 |mbi e i 11 | S NG Engine: TCP Invalid Jinvalid segnent retransmssion drop 6
Ret r ansmi ssi on Packet dr opped.
2.53.139.132  [israel 147.237.77. 243 |rwbi e i i1 |/ €AM NG Engine: TCP Inval id invalid segnent retransmission drop 6
Ret r ansmi ssi on Packet dr opped.
185. 89. 217. 234 |Net her| ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
66.249.85.181 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46. 19. 85. 10 I 'srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
176.13.12. 218 |lsrael 147.237.72. 166 |aka. i df il drop Frst packet isn't SN drop 6
109. 253. 136.19 |l srael 147, 237.76. 200 |eitan aka i i1 [ @M NG Bngine: TCP Invalid invalid segnent retransmission. |, 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 10 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
87.71.242. 46 I srael 147. 237.72. 166 |aka. i of .i | SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |6
185. 89. 217. 228 [Net her | ands 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
2.53.17. 60 I srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST nonitor |5
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176.13. 1. 218 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 140
176.13.1.95 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 29
81.218.245. 1 I srael 147.237.76.31 |nakchal .idf.il [Uhauthorized HTTP Met hod B ock 22
60. 163. 56. 240 |China 147.237.77.216|dover. i df . i | Mil tipl e Unhaut horized URL Access from 60. 163. 56. 240 Bl ock 17
81.218.245. 1 I srael 147.237.76.31 |nakchal .idf.il |[Miltiple Unauthorized URL Access from 81.218.245.1 B ock 14
80. 246. 137. 156 |[lIsrael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock 12
37.26.147.200 | srael 147.237.77. 243 |nobi | e. i df . i | ;'?)Lﬁ? o T?llpfsz\:cﬁgf; icggngig:x%d in Bl ock 8
60. 163.56. 240 [Chi na 147.237.77. 216 |dover.idf . il PHP Att enpt B ock 6
37.26.148.249 | srael 147.237.77. 243 |nobi | e. i df . i | r?nztlrl'ebﬁ“;d I'Tj‘lrj;fhzrr /zyhp:ng”e;;i;‘;? dO';]ararmt o NowPassor d Bl ock 5
176.213.17. 10 gz::;”i on 147.237.77.74 [lawidf.il Mitiple Il11egal Byte Gode Character in URL from176.213.17. 10 B ock 5
176.213.17. 10 2;2::3 on 147.237.77. 176 |nat pash. i df .il |Mitiple I11egal Byte Code Character in LR from176.213.17. 10 B ock 5
2.55.128. 82 I srael 147.237.77.243|nobi l e. i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 3
37.26.148.249 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
192.116. 232. 69 |Israel 147.237.77.216 |dover. i df . i | Mil ti pl e Waut horized URL Access from 192. 116. 232. 69 Bl ock 3
87.69. 8. 189 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176. 13. 249. 110 |lIsrael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw | aw i df.il/14-he B ock 2
46. 19. 85. 173 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
46. 19. 85. 248 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
176. 13. 10. 29 I srael 147.237.77.243|nobi | e. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
2.53.26. 107 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
85. 64. 17. 152 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for vww aka. i df . i |/ mai n/ sachar/ B ock 2
141. 226. 232. 16 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for aka.idf.il/nai n/sachar/vi ewpaysl i p. aspx |B ock 2
109. 64. 173. 145 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Cpen Mde None 2
37.26.148.184 |[Israel 147.237.77.243|nobi l e. i df . i | DO stributed Suspicious Response Code B ock 2
109. 253. 205. 107 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 2
46. 19. 85. 84 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Cpen Mde None 1
192. 115. 29. 180 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl el shar ed/ reset . css B ock 1
89.138.112. 109 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTI ONS for waw aka. i df . i/ mai n/ sachar/ B ock 1
80. 246. 138. 185 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
176.13.1.218  [Israel 147.237.0.19  [madi matal . i df i | o .Tiydp;e.i\lﬂ/cr’]:nzf 'I o g;i' r?o:;c;(nt ent A acetbl der 15t xt Gaptcha in Bl ock 1
77.127.61.54 I srael 147.237.72. 166 |aka. i df . i | D stributed Uhaut hori zed URL Access on ww aka. i df.il/natash Bl ock 1
169. 229. 3. 91 Lhited Sates 147.237.76.42 |refuah.idf.il Abnornmal |y Long Request et hod Bl ock 1
109. 253. 156. 31 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
207.46.13.187 |lhited Sates  [147.237.76.31 [nakchal .idf.il |Uhauthorized UR. Access to 147.237.76.31/robots. txt B ock 1
82.81.198.211 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
2.53.139. 132 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
160.220.3.91  |uited Sates  [147.237.76.42 [refuah.idf.il  |hnoW" TP Feduest Wethod of[#1a]] - 7ie ~EZPYp#0120] B6%be in g ooy 1
79.180.22.252 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None

66.249. 64.183 [Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ngt op. asp B ock
217.132. 117. 180|I srael 147.237.72. 166 |aka. i df . i | mn;’k": I??Tftrg nf;;cor?:f/t;angicBZﬂngphsaChar$°t' 33in None 1
134.17.31.249 |Belarus 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw i df. i/ newsitelenglish/ nain. asp B ock 1
93.172.99.217 [israel 147.237.72. 156 [anan. i df . i | D stributed Suspicious Response Code Bl ock 1
2.55.159. 134 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
176.13. 2. 90 I srael 147.237.77.243|nobi | e. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
77.127.84.116  |Israel 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 1
169. 229. 3. 91 Lhited Sates 147.237.76.42 |refuah.idf.il Illegal Byte Gode Character in Header Nane ¢"$VeO [#15]]1q Bl ock 1
109. 253. 197. 145|I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
60. 163.56. 240 [China 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to v i df.il/index. asp B ock 1
212.29.220. 163 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
82.102. 169. 113 |israel 147.237.77. 243 |nobi | e, i df . j|  [DStributed Faraneter Type Mol ation on Bl ock 1

nobi | e. i df . i |/sachar/changepassword paranet er NewPasswor d
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