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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
213.8.91. 59 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 23
2.53.26.93 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 12
5.102. 195. 153 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
66. 220. 158. 114 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
2.53.22.249 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
77.138.52. 97 France 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 2
195. 59. 45. 68 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il HTTP- Tri pl e- Header s- Fl ood- 2 drop 2
79.177. 39. 64 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
192.117.188. 130 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
192. 54. 144. 229 France 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
37.228.91. 142 Russi an Federation 147.237. 76. 147 chinuch. aka.idf.il |Back List drop 1
217.132.158. 97 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset dr op 1
192. 69. 89. 173 Lhited Sates 147.237.76. 148 ggcenter. aka.idf.il|B ack List drop 1
58. 218. 200. 137 Chi na 147.237. 8. 46 e.chinuch.idf.il JLM Purple Gon Lint_Tcp drop 1
198. 44. 110. 12 Lhited Sates 147.237.76.176 test.ncore.idf.il |Back List drop 1
94.102. 52. 10 Net her | ands 147. 237. 76. 200 eitan. aka. idf.il B ack List drop 1
217.132. 158. 97 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
192.117. 162. 139 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 1
198. 44. 110. 12 Lhited Sates 147. 237. 76. 202 e halag.idf.il B ack List drop 1




09-29-2016-16:04:00 to 09-29-2016-17:04:00

|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry Target Address |Site ‘Sgnai ure Devi ce Action |Oount
141.8.132.78 Russi an Feder ation 147.237.77. 216 dover.idf.il |1090: HTTP. 11S .asp Source (ode Read Per nit 8
108. 59. 8. 80 Lhited Sates 147.237.77. 216 dover.idf.il |CL000074: HTTP. najestic bot Per it 3

46. 165. 197. 142 Ger nany 147.237.77. 216 dover.idf.il |[CL000074: HTTP. najestic bot Per nirt 2
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

163. 172. 169. 150|147. 237. 76. 30 |Uhi ted Ki ngdom |hi nush.idf.il ET SCAN NVAP -sS w ndow 1024 1
79.177.194.40 |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan

113. 162. 205. 49 [147.237.77. 121 |M et nam e navy.idf.il ET SOAN Behavi oral 'Lhusual |y fast inbound Tel net 1

onnections, Potential Scan or Brute Force

76.168. 129. 148 |147.237.77.216|W0ited Sates  [dover.idf.il portscan: TCP O stributed Portscan 1
109. 67. 225. 236 |147. 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
58.218.200. 137 [147.237.0.17 |thina mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
109. 66. 169. 166 |147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
46.161.40.17  |147.237.77.235 ?éj:i;’}m svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 64. 34. 245  [147.237. 72. 166 |I srael aka. idf.il portscan: TCP O stributed Portscan 1
37. 46. 38. 133 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
108. 168. 178. 253|147. 237. 76. 148 |Lhited Sates  [ggcenter.aka.idf.il ET SCAN Potential SSH Scan 1
218.87.109. 253 |147.237.72.14 |China dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
89.138.169. 17  [147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
218.87.109. 253 [147.237.0.16 |China ny-kosher-kravi .idf.il  |ET SCAN Potential SSH Scan 1
80. 246. 137. 47  |147.237.72. 166 | srael aka. idf.il portscan: TCP O stributed Portscan 1
176.13. 19. 38 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.178.117. 194 |147.237.77. 216 |l srael dover.idf.il portscan: TCP DO stributed Portscan 1
119.29. 40. 157  [147.237.8.27 |China e.madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
77.138.20.225 |147.237.77. 216 |France dover.idf.il portscan: TCP O stributed Portscan 1
109. 253. 140. 155|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
58.218. 200. 137 |147.237.0.200 |China mu. i df il ET SCAN Potential SSH Scan 1
109. 67.151. 51  |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
58.218.200. 137 [147.237.0.16 |China ny-kosher-kravi .idf.il  |ET SCAN Potential SSH Scan 1
109. 65. 144. 2 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
46.19. 85. 31 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
108. 168. 178. 253(147. 237. 76. 196 |Lhited Sates |e.svivaidf.il ET SCAN Potential SSH Scan 1
2.53.157. 36 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
218.87.109. 253 [147.237.77.61 |thina e.cogat.idf.il ET SCAN Potential SSH Scan 1
108. 168. 178. 253|147. 237. 76. 34 [Lnited Sates  |yohal an.idf.il ET SCAN Potential SSH Scan 1
218.87.109. 253 |147.237.8.50 |China e tikshuv.idf.il ET SCAN Potential SSH Scan 1
84.109. 144, 246 |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
216.72.41.113  |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
79.181.18.233  |147.237.77. 216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1




09-29-2016-16:04:00 to 09-29-2016-17:04:00

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Qount ry Target Address ‘Ste ‘Slgnature Action ‘Count

195. 160. 242. 40 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 54

212.199. 239. 211 I srael 147.237.76.42 |refuahidf.il [Bad TOP sequence S retrensmt with different wndowl ovor |51
Sreaning Engine: TGP Invalid i i SSi

213.8.204.77  |israel 147. 237.77. 243 |robi | e. i of . i1 g =g nvalid segnent retransnssi on. drop 30
Ret ransm ssi on Packet dropped.

79.178.168.78 [Israel 147.237.77.233|atal .idf.il  |Bad TOP sequence S retrensmt with different wndowl o vor |28

37.46.38. 133 I srael 147.237.77.234|nalag.icdf.il |Bad TCP sequence Invalid ACK nunber noni t or 27

82.81.136.14 | srael 147.237.77.233|atal .if.i1  |Bad TOP sequence S retrensmt with different wndowl o vor |24

62.90. 2. 33 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 21

82.81.136.14  [Israel 147.237.77.234|nal ag.icf.il  [Bad TCP sequence i;;e”ansm't with different wndowl o vor |15

109. 253. 198. 38 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 14

195. 160. 242. 40 |Israel 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 10

217.132. 150. 153l srael 147.237. 72. 166 [aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 10
Sreaning Engine: TGP Invalid i i ssi

46.19.86.128  |Israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.

77.126.69. 23 I srael 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> RST noni t or 9
Sreaning BEngine: TCP Invalid i i ssi

185.32.179.91 |Israel 147. 237. 77. 243 |nobi l e.i df . i | 9 =9 Inval i d segnent retransmssion. drop 9
Ret r ansm ssi on Packet dr opped.

120. 89. 103. 37  |Nepal 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 9
Sreaning Engine: TCP Invalid i i ssi

31.168. 244. 253 | srael 147. 237. 77. 243 |mobi l e. i f . i 9 =9 Inval i d segnent retransmssi on. drop 9
Ret r ansm ssi on Packet dr opped.

213.8.91.59 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 9

5.102.195.153 |Israel 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Invalid ACK nunber noni t or 9

193. 43. 246. 250 |l srael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 8

79.177.202. 241 |Israel 147. 237. 72. 166 |aka i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 8

46. 19. 85. 204 | srael 147.237.76.42 [refuah.icf.il |Bad TCP sequence Inval id ACK nunber noni t or 7

46. 19. 85. 109 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 7

46.117.56.182 [l srael 147.237.72. 166 |aka.idf .il Bad TCP sequence noni t or 7

79.176. 20. 102 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7

77.126. 69. 23 | srael 147.237.0.34 |tikshuv.idf.il |[SYN At t ack SYN -> SYN-ACK -> RST noni t or 6

109. 253. 202. 44 |Israel 147. 237. 72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 6
Sreaming Engine: TGP Invalid i i SSi

2.53.2,43 I'srael 147. 237.77. 243 |nbi l e i f . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.

109. 253. 202. 44 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval id ACK nunber alert

109. 253. 130. 137l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop
Sreaning Engine: TCP Invalid i i ssi

176.12.160.1  |Israel 147. 237. 77. 243 |mobi l e. i . i 9 =9 Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.

46. 19. 85. 109 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber alert 6
Sreaming Engine: TGP Invalid i i SSi

176.13. 225. 126 |Israel 147.237.77. 243 |nobil e. i of . 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

192.114. 91. 244 |israel 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaming BEngine: TP Invalid i i SSi

2.53.167.220  |israel 147. 237.77. 243 |nobi l e i f . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

37.26.146.184 |Israel 147. 237, 77. 243 |robi 1 e, i of . i | 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.

46. 19. 85. 198 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 6

46.166. 186. 249 |Netherlands  |147.237.76.202|e.halag.idf.il [Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf orcenent  [drop 6

109. 253. 202. 44 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid ACK nunber noni t or 6

89. 138. 87. 18 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6

. . SYNHAK retransmit with different .

109. 253. 202. 44 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence vi ndow scal & noni t or 6

46. 19. 85. 198 | srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or

109. 253. 202. 44 |Israel 147.237.72. 166 |aka.idf il Bad TCP sequence I'nval i d sequence nuniber noni t or
Sreaning Engine: TCP Invalid i i ssi

46.19.86.131  |Israel 147. 237, 77. 243 |robi 1 e, i of . i | 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.

46. 19. 85. 204 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Invalid ACK nunber aert 6
Sreaning BEngine: TGP Invalid i i ssi

46.19.86.161  |Israel 147.237.77. 243 |mbile.i o i1 9 =9 vl i d segnent retransmssion. drop 6
Ret r ansm ssi on Packet dr opped.

213.8.91.59 I srael 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 6

217.132. 150. 153|I srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACGK nunber aert 5

46.19. 86. 131 | srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 5

46. 19. 85. 107 I srael 147.237.76.42 |refuah.idf.il |[Bad TCP sequence I'nval i d ACK nunber noni t or 5

217.132. 150. 153|I srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.53.174. 164 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 9
77.139. 87. 46 France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCBT for ww aka. i df . i|/mai n/ sachar B ock 5
185.32.179.91 |Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 3
37.26.149.166 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
80. 246. 137. 9 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 3
2.53.34.188 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 3
109. 253. 137. 138l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
46.19. 86. 131 I srael 147.237.77.243|nobi | e.i df . i | Uhaut hori zed URL Access to nobile.idf.il/authentication/index B ock 3
2.53.19. 199 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 2
31.154.81.18  |Israel 147.237.76.42 |refuah.idf.il \;Twaf:; o ;{;e. i\Adfo? Ialt; fglgt Lgffg’ggﬁ”;;fcem' derlstxtcontent in g oo 2
31.168. 244. 253 |[Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 2
46. 19. 86. 128 I srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Gode B ock 2
77.138.164. 106 |France 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 2
37.26.146.184 |[Israel 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code B ock 2
169. 229. 3. 91 Lhited States [147.237. 76. 147 |chi nuch. aka. i df . i | Distributed Ml formed URL B ock 1
46. 19. 86. 161 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
201.173.19.131 [Mexico 147.237.77.234|hal ag. i df . i | Ml ti pl e Redundant HTTP Headers in header Content- Type B ock 1
108. 161. 241. 26 |nited Sates [147.237.72. 156 [anan. i df . i | Unhaut hori zed URL Access to ww anan. i df.il/favicon.ico B ock 1
189. 219. 236. 45 |Mexi co 147.237.72. 166 [aka. i df . i | Mil tipl e Redundant HTTP Headers in header Content- Type Bl ock 1
77.138.218.192 |France 147.237.72. 166 |aka. i df . i | m”;gri' gfe_di I“/e;‘iorﬂ gﬁz /fy(?‘:lrhash2017ll obby. asp Bl ock 1
207.46. 13. 52 Lhited Sates |147.237.72. 156 |anan. i df .i | Unaut hori zed URL Access to wu aman. i df.il/robots. txt B ock 1
169. 229. 3. 91 Lhited Sates [147.237.77.226 V\:V\:W chamat z. aka. i df D stributed Unknown HTTP Request Met hod B ock 1
66.102. 9. 8 Wited Sates [147.237. 72. 166 |aka. i df . i | \Au‘w‘;"\l“;;‘;"riidzf‘?l';‘;;?‘;;’giﬁ;‘irem' . B ock 1
201. 166. 217. 35 [Mexi co 147.237.76.200|ei tan. aka. i df .i | Mil ti pl e Redundant HTTP Headers in header Content - Type B ock
157.55.39. 214 |lhited Sates [147.237.72. 156 |aman. i df . i | Unhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock

188. 120. 148. 1521 srael 147.237.72. 166 |aka. i df . i | mn;’r:g?r f‘lnf:mer n/;\c/'hics;iima;pi None 1
77.138.35.222 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for www aka. i df .il/main/giyus/ ki osk B ock 1
212. 199. 239. 211 I srael 147.237.76.42 |refuah.idf.il o ;;?”;gd4;h;”;lh;rs'ﬁaerdecﬁ ocess on Bl ock 1
176. 13.225. 126 |l srael 147.237.77.243|nobi | e.i df . i | O stributed Suspici ous Response Code B ock 1
169. 229. 3. 91 Uhited Sates [147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Unknown HTTP Request Met hod B ock
46.121.67.16  |Israel 147.237.77. 234 |hal ag. i df . i | ?;t ;'Sgugsd2;27?;:3;;72‘:}3%,%7?2 f;i . Bl ock 1
201.173.19.131 |[Mexico 147.237.77.235|sviva.idf .i | Ml ti pl e Redundant HTTP Headers in header Content- Type B ock 1
109. 64. 169. 190 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
189. 219. 236. 45 |Mexi co 147.237.72.167|i shurimaka.i df . il Mil ti pl e Redundant HTTP Headers in header Content-Type B ock 1
185. 32. 179. 162 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
66.102. 9. 24 Uhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Method PCST for aka.idf.il/mai n/ hone/ defaul t.aspx  |B ock 1
207. 182. 140. 210|Whited Sates (147.237.76.42 |refuah.idf.il Unaut hori zed Method PCST for 147.237.76. 42/ B ock 1
169. 229.3.91 Lhited Sates |147.237.77. 226 V\:V\:W chamat z. aka. i df Illegal Byte de Character in URL B ock 1
37.46.38.133 |l srael 147.237.77. 234 |hal ag. i df . i | ﬂ?“tzggr ;;'eggiﬂ‘n:;g:/sssh;oe &bl et L, gi Bl ock 1
201. 172. 121. 200|Mexi co 147.237.0.34 |tikshuv.idf.il Redundant HTTP Headers Cont ent - Type B ock

166. 137. 252. 97 |Wnited Sates [147.237.72. 166 |aka. i df .i | Unaut hori zed Method PCBT for waw aka. i df.il/ishurindnain/ B ock
82.81.136.14  [Israel 147.237.77.233|atal . i df . i | o ed Mo hort zed W _A;fs;s on Bl ock 1
189. 218. 169. 28 |Mexi co 147.237.76.31 |nakchal .idf.il Ml ti pl e Redundant HTTP Headers in header Content- Type B ock 1
77.138.116.89 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCBT for v aka. idf.il/mil uin B ock 1
213.8.71.26 I srael 147.237.77. 216 |dover.i df . i | Mil ti pl e Unaut hori zed URL Access from 213.8.71.26 B ock 1
177. 238. 133. 136|Mexi co 147.237.76.39 |nobile.neitav.idf.il [Miltiple Rdundant HTTP Headers in header Content-Type B ock 1
169.229.3.91  |Wited Sates |147. 237. 76. 147 [chi nuch. aka. i df . i | 'rg;ig; g'.'gefa' Byte Qode Character in keader hane from B ock 1
61.8.244.132  |mstralia  [147.237.72. 166 |aka. i df .i| m”;f:rii dﬁ‘_afl ;wn;jhr?/dsazg/iio;waysl ' p. aspx B ock 1
201.173.26.29 |Mexico 147.237.0.15 |kosher-kravi.idf.il Redundant HTTP Headers Content - Type B ock 1
201. 160. 40. 118 |Mexi co 147.237.0. 17 g; niyl_ kosher -kravi .| Mil ti pl e Redundant HTTP Headers in header (ontent - Type B ock 1
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