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Attacker

Attacker ‘Target

Signature

Address Country Address

79. 177. 209. 87 I srael 147. 237.77. 216 dover. i df il ;?: handshake viol ation, first packet mot 7
5. 102. 242. 160 I srael 147.237.77. 216 dover.idf.il I;]: handshake violation, first packet mot |, 3
79.179. 55. 62 | srael 147.237.72. 166 aka.idf.il B ack List drop 3
198. 204. 247. 220 Lhited Sates 147.237. 76. 86 navy.idf.il bl ock-sp-trafl forward 2
63.141. 231. 197 Lhited Sates 147.237. 76. 147 chinuch. aka.idf.il bl ock-sp-traf 1 forward 2
63.141.231. 194 Lhited Sates 147.237. 76. 30 hi nush. i df.il bl ock-sp-trafl forvard 2
142.54. 180. 69 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-trafl forvard 2
198. 204. 247. 220 Lhited Sates 147.237.76. 39 nobi | e.nei tav.idf.il bl ock-sp-trafl forvard 2
63. 141. 231. 196 Lhited Sates 147. 237. 76. 42 refuah.idf.il bl ock-sp-trafl forvard 2
204.12.217.6 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-trafl forward 1
198. 148. 116. 133 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List dr op 1
173.208. 150. 114 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-trafl forvard 1
63. 141, 250. 154 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-trafl forvard 1
192. 187. 118. 22 Lhited Sates 147.237.0. 17 Im"y' kosher-kravi.idf.i |\ o sp-trafl forvard 1
198. 148. 116. 133 Lhited Sates 147.237.76. 196 e.svivaidf.il B ack List dr op 1
173. 208. 198. 10 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-trafl forvard 1
69. 30. 193. 253 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 f orvar d 1
46.19. 86. 52 I srael 147.237.77. 216 dover. i df. il ;?: handshake viol ation, first packet mot . 1
198. 204. 255. 77 Lhited Sates 147.237.0.19 nadi matal .idf.il bl ock-sp-traf 1 f orward 1
192.187.118. 66 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-trafl forvard 1
89. 248. 167. 131 Net her | ands 147.237.76. 42 refuah.idf.il B ack List drop 1
63. 141. 231. 210 Lhited Sates 147.237.72. 167 ishurimaka.idf.il bl ock-sp-trafl forvard 1
198. 148. 116. 133 Lhited Sates 147.237.76. 202 e halag.idf.il B ack List drop 1
173. 208. 207. 131 Lhited Sates 147.237.77. 234 hal ag.idf.il bl ock-sp-trafl forward 1
69. 30. 227. 222 Lhited Sates 147.237.77. 170 naar achot . i df .i | bl ock-sp-traf 1 f orward 1
198. 204. 255. 77 Lhited Sates 147.237.77. 226 wwn chamat z. aka. i df il |bl ock-sp-trafl forvard 1
198. 44. 110. 12 Lhited Sates 147, 237.76. 196 e.sviva.idf.il B ack List drop 1
63. 141. 231. 214 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-trafl forvard 1
192.187.101. 234 Lhited Sates 147.237.76. 200 eitan. aka.idf.il bl ock-sp-trafl forward 1
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Attacker Address
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At acker
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Gountry
216.218. 206. 102|147.237.76.86 |Wiited Sates |navy.idf.il ET SCAN Behavi oral Unusugl |y fast Terninal Server Traffic, 1
Potential Scan or Infection
46.121.26.180 [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
200. 58. 214. 138 |147. 237.76.86 |Col onbi a navy. i df.il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 86. 240 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
195, 85. 67 79 147 237, 76. 199 lani na o nakehal i df il ET SDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46. 19. 85. 203 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
120. 27.116. 133 [147.237.8.46 |China e.chi nuch. i df .i ET SCAN NVAP -sS w ndow 1024 1
37.26.146.191 |[147.237.77. 216l srael dover.idf.il portscan: TCQP D stributed Portscan 1
94.102.48.194 |147.237.0.16 |Netherlands ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
5.29. 97. 245 147.237.77. 216 |I srael dover . idf.il portscan: TP D stributed Portscan 1
79.183.58. 144  |147.237.72. 166 |l srael akaidf.il portscan: TCQP D stributed Portscan 1
2.53.8.222 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
79.181. 192, 184 |147.237.77.216 |l srael dover . idf.il portscan: TCQP D stributed Portscan 1
77.124.29.166  |147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
46.172.91. 21 147.237.8.45 |lkraine e.etanidf.il ET SCAN NVAP -sS w ndow 1024 1
212.199.118.19 [147.237.77.216 |l srael dover . idf.il portscan: TCQP D stributed Portscan 1
46.116.20.180 [147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
194, 242. 167. 44 [147.237.77. 216 |France dover.idf.il portscan: TGP D stributed Portscan 1
46. 19. 85. 248 147.237.77. 216 |I srael dover . idf.il portscan: TCQP D stributed Portscan 1
120. 63.143.13 |147.237.76.31 |India nakchal .i df.il ET SCAN NVAP -sS w ndow 4096 1
46.19. 85. 117 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
109. 253. 130. 137|147. 237. 77. 216 |I srael dover . idf.il portscan: TCQP D stributed Portscan 1
31.168.50. 142  |147.237.77. 216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
84.108. 5. 236 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
2.55.47.138 147.237.77. 216 |I srael dover . idf.il portscan: TCQP D stributed Portscan 1
79.182. 116. 193 |[147.237.77. 216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
2.53.7.80 147.237. 72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 1
77.127.56.212  |147.237.72. 166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
62.219. 161. 228 |[147.237.77. 216 |l srael dover.idf.il portscan: TP D stributed Portscan 1
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Devi ce

S reaning Engi ne: TCP

Inval i d segnent retransnission.

Action

‘Count

Inval i d Retransnissi on

Packet dropped.

2.53.22.216 | srael 147.237.77. 243 |mobi le. i df . il . .. droj 30
Inval i d Retransmission Packet dropped. P
Pal esti ni an . -
130. 255. 64. 41 Territory, CGeeupi ed 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 29
176. 13.17. 48 | srael 147.237.77. 243 |nobi le.idf . i1 dr op First packet isn't SYN drop 18
S reaning Engi ne: TCP ' i ssi
73.159.207. 178 |United Sates 147. 237.77. 216 |dover i of . i mng tngine: 1 Invalid segnent retransmssion. |, 16
Inval i d Retransmission Packet dropped.
Sreamng Engi ne: TCP i i ssi
176.13.0.126 | srael 147.237.77. 243 |robi L e. i df .i | mng Engine: 1 Invalid segnent retransmssion. |, 15
Inval i d Retransmi ssi on Packet dr opped.
S reaning Engi ne: TCP i i ssi
46.19.86. 8 I'sr ael 147. 237.77. 243 |nobi l e.i df .i1 mng tngine. Invalid segnent retransmssion. f 12
Inval i d Retransnission Packet dropped.
46.19.85.21 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 11
46.19. 86. 18 I srael 147.237.77. 226 [\ chamatz. aka.1df |gag TOP sequence Invalid ACK nunber moni tor (10
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
192. 116. 108. 176l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid sequence nunber monitor |10
176.13. 246. 225 |Israel 147.237.77. 233 |atal i df . Bad TCP sequence SNretransmt with different o, ;4o 10
w ndow scal e
Sreaning Engi ne: TCP i i ssi
46.19.86.188  |Israel 147.237.77. 243 |nobi L e. i of .| mng tngine. Invalid segnent retransmssion. | ., 9
Inval i d Retransmission Packet dropped.
Sreaning Engi ne: TCP i i ssi
188. 120. 148. 171/ srael 147.237.77. 243 |nobile. i f .| mng tngine: ! Invalid segnent retransmssion. | 9
Inval i d Retransnission Packet dropped.
46. 19. 86. 132 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
46.19. 85. 124 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber nonitor |8
31.168.83.233 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
46. 19. 85. 83 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 8
. . SYNretransmt wth different
176. 13. 246. 225 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence wi ndow scal e alert 8
46.19. 85. 124 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 8
46. 19. 86. 168 I srael 147.237.72. 156 |anan. i df .i| SYN At tack SYN -> SYN-ACK -> RST monitor |7
46. 19. 85. 188 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber nonitor |6
46. 19. 85. 83 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 6
46.19. 85. 18 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber alert 6
176.13.17. 48 I srael 147.237.77. 243 |nobi | e.idf il SYN Attack SYN -> SYN-ACK -> Tineout |[nonitor |6
77.139.173. 141 |France 147.237.76.42 |refuah.idf.il Bad TCP sequence SWretransmt wth different o050 |
wi ndow scal e
46. 19. 85. 202 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber aert 6
e SYNtACXK retransmt wth .
176.13. 17. 48 I srael 147.237.77. 243 |nobi | e.i f .i | Bad TCP sequence gifferent wi ndow scal e nonitor |6
46. 19. 85. 202 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber nonitor |6
S reaning Engi ne: TCP i i ssi
2.55.34. 175 I'srael 147.237.77. 243 |nobi l e.i df .i1 mng tngine. Invalid segnent retransmssion. f 6
Inval i d Retransnission Packet dropped.
46. 19. 85. 13 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber alert 6
S reaning Engi ne: TCP i i ssi
79.179.55.62  |israel 147. 237.77. 243 |mwbi l e, i f . i mng tngine: ! Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dropped.
46.19. 85. 188 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
S reaning Engi ne: TCP i i ssi
80. 246. 139. 167 |Israel 147. 237.77. 243 |nobile. i f . | mng tngine. Invalid segnent retransmssion. f 6
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
185.32.179. 132 |israel 147.237.77. 243 |nobi L e. i of .| mng gl ne. Invalid segnent retransmssion. | ., 6
Inval i d Retransmission Packet dropped.
Sreaning Engi ne: TCP i i ssi
176.13. 237. 239 |israel 147. 237. 77. 243 |nobi | e. i of . | mng Ehgihe. Invalid segnent retransmssion. | . 6
Inval i d Retransnission Packet dropped.
46. 19. 85. 13 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
81.218.161.6 | srael 147.237.77.74 |(lawidf.il dr op Frst packet isn't SYN drop 5
2.55.183. 216 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber monitor |5
46. 19. 85. 102 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber alert 5
46.19. 85. 102 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
62.0.212. 201 | srael 147.237.72.166 |aka.idf . il dr op First packet isn't SYN drop 5
81.218.66.107 |lsrael 147.237.77.74 |lawidf.il drop Frst packet isn't SN drop 4
109. 253. 136. 79 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
46.19. 85. 6 I 'srael 147.237.77. 216 [dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [alert 4
82.80.255.180 |[lIsrael 147. 237. 77. 216 [dover.i df . i SYN At tack SYN -> SYN-ACK -> RST monitor |4
Sreamng Engi ne: TCP i i ssi
207.46.13.176 |Wnited Sates 147.237.72. 166 |aka.i df . i mng Engine: 1 Invalid segnent retransmssion. |, 4
Inval i d Retransmi ssion Packet dr opped.
46.19. 85. 6 I 'srael 147.237.77. 216 [dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor
46.19. 85. 134 | srael 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> Tineout |nonitor
2.53.132.96 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
S reaning Engi ne: TCP i i ssi
79.178. 215. 146 |Israel 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =g Invalid segment retransmssion. f 4
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Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.26.148.215 |lIsrael 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code B ock 25
46. 19. 86. 222 I srael 147.237.0.19 |nadimatal .idf.il |[DOstributed Suspicious Response Code B ock 15
31.168. 4. 193 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from3L. 168. 4. 193 B ock
176.13.0. 126 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock
176.213.17. 10 gz::;”ion 147.237.77. 216 |dover. i df . il Mitiple Illegal Byte Gode Character in URL from176.213.17. 10 Bl ock 5
77.138.104. 232 |France 147. 237.72. 166 |aka. i df . i | m“;;:rii di‘??l ?bn;h;dsaﬁ/ifgwaysl . aspx Bock |5
79.176.89.212 |Israel 147.237.77.216|dover . i df . il Mul ti pl e Unaut hori zed URL Access from 79. 176. 89. 212 B ock 4
109. 253. 220. 90 |l srael 147.237.0.19 |[madimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
46.19.86.8 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 3
79. 179. 55. 62 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
109. 67. 63. 155 |l srael 147.237.0.19 |[madimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
2.55.138. 236 I srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 3
37.26.149.172 |Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 2
2.53.134. 153 I srael 147.237.0.19 |[madimatal .idf.il [Dstributed Suspicious Response Qode B ock 2
79.176.20.117 | srael 147. 237.72. 166 |aka. i df . i | m“;griiﬁ?l'ﬁa?ﬁrgu: AR aspx B ock 2
46.19. 86. 188 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 2
188. 120. 148. 171l sr ael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response CGode B ock 2
77.138.164. 106 |France 147.237.72. 156 |aman. i df . i | D stributed Suspici ous Response Code B ock 2
2.53.134. 101 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
169. 229. 3. 91 Uited Sates [147.237.76.31 |nakchal .idf.il Mitiple Illegal Byte Gode Character in Method from169. 229. 3. 91 B ock 1
79.176.89.212 |Israel 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to www i df.il/hebrew organi zati on/ gol ani / B ock 1
185.32.179.16 |Israel 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 1
169. 229. 3. 91 Uhited Sates [147.237.0.15 |kosher-kravi.idf.i|Mitiple I1legal Byte Gode Character in Mthod from 169.229. 3. 91 B ock 1
66.249.76.77  |israel 147.237.72. 166 |aka. i df . i | ﬂ?“;g?r'?gefes(ﬁ gf;ejrsa;; {11 o5/ 8/ 69039, pef Bock |1
176.13.246. 225 | srael 147.237.77.233|atal .i df .i L e Mot hov zed W peesie Bock |1
84.94. 48. 88 | srael 147.237.72.166|aka. i df . i | Mil tiple Unauthorized URL Access from 84.94. 48. 88 B ock 1
5.28.177. 25 I sr ael 147.237.72. 166 |aka. i df . i | m“;r: " dﬁdl /'f;jhrz‘;i (332 Slfh;grl cat onservi ce. asm! get aut huser Bl ock 1
169. 229. 3. 91 Lhited Sates [147.237.76.200|eitan. aka.idf.il |Mitiple Abnormally Long Request from 169. 229. 3. 91 B ock 1
77.139.173.141 |France 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ f avi con. i co Bl ock 1
207.46.13.151 [lnited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v idf.il/sip storage/files/8/ B ock 1
169. 229. 3. 91 Lhited Sates [147.237.0.34 [tikshuv.idf.il NULL Character in Mt hod Bl ock 1
157.55.39.149 |Uited Sates [147.237.72.166|aka. i df.i | Lhknown Paraneter docid in aka.idf.il/brothers/news/ None 1
66.249.66.177 [Israel 147.237.77.216|dover.idf.il Ml tipl e Unaut hori zed URL Access from 66. 249. 66. 177 B ock 1
183. 129. 160. 229 |Chi na 147.237.77.234|hal ag. i df . i | Distributed Unknown HTTP Request Met hod Bl ock 1
93.172.111. 146 I srael 147.237.77.233atal . i df .il ot ed Mo hor zed W .A;:;:s)fs on Bock |1
Unknown HTTP Request Met hod
169. 229. 3. 91 Lhited Sates [147.237.76.31 |nakchal .idf.il [[#16]]" «=[ [#15] ] [[#11]]11 AcyZ2i m N, « U[ [#5]] " Q[[#20]] A20e—=€$+c (Bl ock 1
1:[[#25]] #a=nO 2" Wa:2[ [#15]]i[[#29]]» in URL
79.178. 140. 154 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed LRL Access to 147.237. 76. 42/ styl e/ shared/ r eset . css B ock 1
77.138.9. 203 France 147.237.72. 166 [aka. i df . i | Lhaut hori zed Method PCST for aka.idf.il/ishurim Bl ock 1
185. 32.179. 132 |Israel 147.237.77.243|nobi l e.i df . i | Dstributed Suspici ous Response Code B ock 1
169. 229. 3. 91 Lhited Sates [147.237.0.15 |kosher-kravi.idf.i|NLL Character in LRL Bl ock 1
46. 19. 86. 240 I srael 147.237.76.31 |nakchal .idf.il Dstributed Ml formed URL Bl ock 1
116. 15. 138. 254 |Si ngapore 147.237.72. 166 |aka. i df . i | m;zﬂt;é iﬂa:;jhn(;rrioﬁ? dﬁ;:??.;)gxmom URL on B ock 1
84.94.105.221 |Israel 147.237.77. 176 |nat pash. i df . i | Unaut hor i zed HTTP Met hod Bl ock 1
31.168.4.193  [israel 147.237.72. 166 |aka. i df . i | LL'rigei' ’ i%“a;egfinﬁ:;fgol);cﬁi/ fm’j v kapat 2/ [ 1 es012 B ock 1
169. 229. 3. 91 Lhited Sates [147.237.76.200|eitan.aka.idf.il |[Mitiple Illegal Byte Qode Character in Mthod from169.229. 3.91 B ock 1
77.139. 249. 120 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCBT for waw aka. i df.il/giyus/kadatz/ defaul t.asp [B ock 1
207.46.13.176 |lhited Sates |147.237.72.166|aka.idf.i | Uhaut hori zed LRL Access to aka.idf.il/sip_storagel/files/ 2/ 62532. pdf B ock 1
169. 229. 3. 91 Lhited Sates [147.237.76.31 |nakchal .idf.il Abnormal |y Long Request et hod B ock 1
157.55.39.175 |Whited Sates |147.237. 77. 176 |mat pash. i df . i | mmmfuué:;;ti.zi%?_ﬁsﬁgsjuéeorcomrm of header upper Bock |1
66.249.66. 177 [Israel 147.237.77. 216 |dover.idf .l Uhaut hori zed URL Access to waww idf.il/atal 1/izkor/vi ew i ng. asp B ock 1
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