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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 41
46. 19. 85. 117 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 5
46.19. 86. 132 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
176. 13. 226. 99 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
87.69.119. 75 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
89. 139. 198. 48 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
173.208. 213. 198 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 forward 2
46. 19. 86. 11 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 2
66. 249. 93. 83 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
173. 208. 207. 130 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-trafl forward 1
69. 30. 193. 250 Lhited Sates 147.237.72. 167 ishurimaka.idf.il |bl ock-sp-trafl forward 1
46. 19. 85. 226 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
188. 120. 154. 231 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
63. 141. 250. 157 Lhited Sates 147.237.76. 30 hi nush. i df.il bl ock-sp-traf 1 f orward 1
79.180.91.7 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
192.187.118. 68 Lhited Sates 147.237.77.176 nat pash. i df .i | bl ock-sp-traf 1 f orward 1
94.102. 52. 10 Net her | ands 147.237.76. 42 refuah.idf.il B ack List drop 1
37.59. 232. 247 France 147.237. 76. 31 nakchal .idf.il B ack List drop 1
176. 13. 19. 34 | srael 147.237.72. 167 ishurimaka. idf.il |DOSS SSL- A ear Text drop 1
80. 246. 133. 121 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset dr op 1
46. 19. 86. 90 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
198. 204. 247. 221 Lhited Sates 147, 237.76. 147 chinuch. aka.idf.il |bl ock-sp-trafl forward 1
173.208. 198. 14 Lhited Sates 147.237.0. 15 kosher-kravi . i df.il|bl ock-sp-traf 1 forward 1
66. 249. 93. 85 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
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Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

62.219. 114. 242 |147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
147.236.28.31 |147.237.72.166 |Israel aka.idf.il portscan: TCQP D stributed Portscan 1
46. 19. 85. 186 147.237.77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
120. 27.116. 133 [147. 237. 76. 197 |Chi na e. hinush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
37.26.148.223 |147.237.77. 216l srael dover.idf.il portscan: TCQP D stributed Portscan 1
109. 253. 214. 50 |147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
2.55.139. 155 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
94. 254, 162.27  |147.237.77. 216 |Pol and dover.idf.il portscan: TCQP D stributed Portscan 1
87.255.81. 225 |147.237.0.15 |0 dova kosher-kravi .i df il ET SOAN Behavi oral Lhusual ly fast inbound Tel net 1

Republ i ¢ of Gonnections, Potential Scan or Brute Force

213.151.39.66 [147.237.77.216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
87.70.6.79 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
212.29.203. 226 |[147.237.77. 216l srael dover.idf.il portscan: TCQP D stributed Portscan 1
80. 246. 140. 205 [147. 237. 72. 166 || srael aka.idf.il portscan: TGP D stributed Portscan 1
183. 129. 160. 229|147, 237. 76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
77.124.38. 16 147.237. 77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
163.172.129. 15 |147.237.0.17 |Wnited Ki ngdom |mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 86. 244 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
141. 0. 13. 162 147. 237. 77. 216 |Nor way dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 61 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
113. 240. 250. 154|147. 237. 76. 34 |Chi na yohal an. i df . il ET SCAN NVAP -sS wi ndow 1024 1
5.29.14.198 147.237. 77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 65. 54. 194  |147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
89. 139. 167. 122 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
87.71.3.128 147.237. 77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
212.179.42.66 |147.237.77.216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
85. 250. 94. 11 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
183. 129. 160. 229|147. 237. 77. 61 |Chi na e cogat.idf.il ET SCAN Potential SSH Scan 1
77.127.31.152  |147.237.72. 166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
163.172.129. 15 |147.237.0.33 |United Ki ngdom [idf.il ET SCAN NVAP -sS w ndow 1024 1
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Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

2.53.177.127 I srael 147. 237.77. 243 |nobi | e.i df . i | Ret r ansm ssi on Packet dr opped. drop 48
46.19. 85. 128 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 32
223.24.115. 101 |Thai |l and 147237, 77, 243 obi e i or 1 |7 €M NG Engine: TCP Invalid  invalid segnent retransnission drop 30
Ret r ansni ssi on Packet dr opped.
37.26.149.233  |israel 147.237.77. 243 |mbit e ior i1 | ©2MNG Bngine: TP Invalid invalid segnent retransmssi on. drop 27
Ret ransmi ssi on Packet dr opped.
107.167.116. 74 |Wnited Sates |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 24
46.19. 86. 132 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 20
141. 0. 13. 162 Nor way 147.237.77. 216 |dover. i df.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 19
87.68.17.4 | srael 147.237.72. 167 |i shuri maka. i df . i [dr op First packet isn't SN drop 18
46.19. 86. 177 I srael 147.237.77. 216 |dover. i df il drop First packet isn't SWN drop 17
46.19.86.177  |israel 147. 237. 77. 216 |dover . i f . i1 Bad TCP sequence mﬁsg rea”S”“ wehdifferent | onitor |17
212.179. 90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
147. 236. 238. 22 |Israel 147.237.72. 167 |i shuri maka. i df . i [dr op Frst packet isn't SYN drop 16
46.19. 86. 177 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 16
46.19. 85. 128 I srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence Invalid AGK nunber aert 16
62.0.212. 209 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 16
66. 249. 93. 83 Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
46. 19. 86. 79 I srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 15
185.3.147.128 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
46. 19. 86. 178 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
46.19. 86. 177 I srael 147.237.77. 216 |dover.idf il SYN At ack SYN -> SYN-ACK -> Ti neout aert 14
77.138.52.97 France 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 13
84.95.21.211 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
89. 237.103. 125 |Fance 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
176.13.16.255 |Israel 147.237.77. 243 |mmbit e ior i1 | ©2MNG Bngine: TP Invalid invalid segnent retransmssi on. drop 12
Ret ransmi ssi on Packet dr opped.
2. 53, 47. 244 I srael 147237, 72. 167 |i shurimaka i i || SAM NG Engine: TP Invalid  invalid segnent retransnissi on drop 12
Ret ransni ssi on Packet dr opped.
185.120. 124. 13 |Israel 147.237.72. 166 |aka. i df .il drop Frst packet isn't SN drop 12
46.19. 86.6 I'srael 147.237.77. 243 |mmbit i1 | S2MNG Engine: TP Invalid —invalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.
176.13.248.65 |lIsrael 147. 237.77. 216 |dover.idf il drop First packet isn't SWN drop 12
46.19. 86. 79 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 12
192. 115. 177. 202|! srael 147. 237.72. 167 |i shurimaka.idf.i|SYN At t ack SYN -> SYN-ACK -> RST noni t or 11
46.19. 85. 104 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber alert 11
46. 19. 85. 104 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
46. 19. 85. 73 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
176. 13. 226. 99 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 10
46.19.85.73 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 10
213.151.35.216 | srael 147.237.77. 23 |mmbit i1 | S2M NG Engine: TP Invalid —invalid segnent retransmssi on drop 10
Ret ransni ssi on Packet dr opped.
109. 66. 187.50 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 10
79. 182. 86. 99 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
46.19.86.166  |[Israel 147. 237. 77. 216 |dover . i df .1 Streamng Engine: TCP Invalid  imalid segrent retransmassi on. drop 9
Ret ransni ssi on Packet dr opped.
62.219. 162. 230 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
46.19. 85. 110 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 9
212.150.128.10 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
46. 19. 85. 110 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
185. 3. 147. 208 |l srael 147. 237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 9
46. 19. 85. 28 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
109. 253. 199. 232|I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
46.19. 86. 79 I srael 147. 237. 77. 216 |dover. i df . Streaning Engine: TCP Invalid  |imvalid segnent retransnissi on drop 8
Ret ransni ssi on Packet dr opped.
46. 19. 86. 219 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
141. 226. 162. 134|l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
109. 65. 142. 220 |l srael 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST noni t or 8
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A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176. 13. 244. 177 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 53
46.19. 85. 146 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 35
176.13. 12. 64 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 35
37.26.147.183 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 14
46. 19. 85. 102 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
212.199.118.19 |[Israel 147.237.77. 216 |dover . i df . i | Mil ti pl e Unhaut hori zed LRL Access from 212.199. 118. 19 B ock 5
46.19. 85. 14 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 4
77.126.18. 29 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 77.126. 18. 29 B ock 3
37.26.148.143 [Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13.15. 147  |Israel 147.237.0.19 |nadimatal .idf.i||Dstributed Suspicious Response Code B ock 2
46.120.177.84 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for www aka. i df.il/main/giyus/default.aspx |B ock 2
176.13.246.58  |Israel 147. 237.77. 243 |nobi | e. i df . i | ﬁ;“f:‘:'c;fsz /tz‘egpgrcﬁim‘;es“ <t ehi | ddeunent < 1071 Bl ock 2
176.13. 226. 47  |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock
2.53.32.110 I srael 147.237.72. 167 |i shuri maka. i df . ijUntraceabl e SS. Sessi ons: Cpen Mde None
2.53.57. 146 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock
66.249.76.75  |israel 147.237.72. 166 |aka. i df . i | ﬂ?‘lﬂggi722§d16?gf§lf§/sfsotrz ol s/ showf or um asp B ock 1
212.179.46.189 |[Israel 147.237.77.234|hal ag. i df . il Unaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/bul l et 1. gi f  |B ock

169. 229. 3. 91 Lhited Sates [147.237.76.86 [navy.idf.il Illegal Byte Qode Character in Query Sring [[#12]]] X G R#6 no «;, B ock

213. 8. 204. 35 I srael 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 1
79.182.121.21 [israel 147.237.76.42 |refuah.idf.il |0 ;;S_”t?gﬂ;“;“;hgsiﬁ;dedb’?‘e:;f_f‘sss on Bl ock 1
66.102.9. 26 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed Met hod PCST for aka.idf.il/main/ hore/ def aul t. aspx B ock 1
46.19. 86. 105 I srael 147.237.77.216|dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None
169.229.3.91  |[lhited Sates [147.237.76.86 [navy.idf.il Unknown HTTP Request Method Qu> BB, °«® +Z*Sd in URL Bl ock

116. 15. 138. 254 |S ngapore 147.237.72. 166 |aka. i df . i | \i\:\: ;L:.uit;d. iﬁr}a#;ihn‘;rrioﬁ? d'\e‘:;:‘l’?_ fa‘s’:)XKnOV‘" W on B ock 1
2.53. 166. 243 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code B ock 1
66.249.76.81 |Israel 147. 237.72. 166 |aka. i df . i | ;T;Utzg(;r if;ﬂég‘ygﬁgfzzlizr uns! aspl show or um asp B ock 1
54.210.93.172 |lnited Sates |147.237.72.166|aka.idf.i | Uhaut hori zed Method HEAD for ww aka. i df . i|/mai n/ gi yus/ general . aspx  |Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.76.86 |navy.idf.il Il1egal Byte Gode Character in URL [[#20]]( B ock

213. 8. 204. 35 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/xmrpc. php B ock

80. 246. 130. 184 I srael 147.237.76.42 |refuah.idf.il |73 0o hanhort zed ?Jaﬁc‘;zi on Bl ock 1
66. 249. 65. 11 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ 894- he/ nakhal . aspx B ock 1
176.13.248.65 |lIsrael 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
169. 229. 3. 91 Lhited Sates |147.237.77.234|hal ag.idf.il Illegal Byte Qode Character in Mthod B ock 1
46.19.86.166  [Israel 147.237.77. 216 |dover. i df . i | Nal formed URL Bl ock 1
169. 229. 3. 91 Lited Sates |147.237.76.86 |navy.idf.il Illegal Byte Code Character in Header Nane [[#26] ] Bvar paf Ag[ ¢EpGta B ock 1
5. 28.138. 40 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx B ock 1
212.199. 118.19 |Israel 147.237.77.216|dover . i df . i | Unhaut hori zed URL Access to www i df.il/inages/ 1. he/ back. png B ock 1
176.13. 226. 209 |l srael 147.237.72. 166 |aka. i df . i | m“;kr:%?ﬂ gﬁ)_’:fgf:gs atf?les/zmm. - Bl ock 1
62.219. 145. 163 |Israel 147.237.77.74 |lawidf il Z/drwar:f,velr d:?’?ﬁ;’;g'_f\ggzt ';”;ft Z;ﬁ;bader 13uckbader Searchtxt Search in g 1
169.229.3.91  |[thited Sates |147.237.76.86 [navy.idf.il I11egal HITP \ersion B ock 1
2.53.32.110 I srael 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None
217.194.197.80 |lsrael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None
81.218.251. 252 |Israel 147.237.76.42 |refuah.idf.il i;t ;'33“;? @i‘:ﬂgisﬁ?eﬁgi‘i on Bl ock 1
66. 249. 65. 63 I srael 147.237.76.200|ei tan. aka. i df . i | |nknown Paraneter PageNumin ww eitan. aka.idf.il/1103-en/eitan. aspx |[None 1
183. 129. 160. 229Chi na 147.237.77. 234 |hal ag.i df . i | %&mﬂfﬁfiﬂfg' Frotocol violation None 1
169.229.3.91  [lhited Sates [147.237.77.234|hal ag.idf.il NULL Character in Mthod Bl ock 1
46. 19. 86. 166 | srael 147.237.77. 216 |dover. i df . i | Unknown HTTP Request Met hod Dover.aspx in URL B ock 1
169. 229. 3. 91 Lited Sates |147.237.76.86 |navy.idf.il Illegal Byte Code Character in Method QuwRR °+® +2*Sd B ock 1
213.8.204. 16 I srael 147.237.76. 42 |refuah.idf.il PHP Att enpt B ock 1
77.139.252. 131 |France 147. 237.72. 166 |aka. i df . i | m;:(:.uit;q illj}ar:‘;hn‘;uoﬁ? d';f;ﬁ‘l’?' ;(S’LXK”OV‘" UL on B ock 1
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