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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
134. 95. 103. 71 Cer many 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 54
132. 68. 52. 187 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 7
197. 33. 83. 128 Egypt 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 6
77.138.52. 97 France 147.237.77.216 dover.idf.il SYN H ood out of context drop 4
176. 13. 7. 220 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 3
173. 208. 198. 14 Lhited Sates 147.237. 76. 86 navy.idf.il bl ock-sp-traf 1 forvard 2
192.187.118. 21 Lhited Sates 147.237.76. 39 nobi | e.nei tav.idf.il bl ock-sp-traf 1 forward 2
69. 30. 227. 218 Lhited Sates 147.237. 76. 200 eitan aka. idf.il bl ock-sp-traf 1 forward 2
2.53.190. 97 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 2
46.19. 86. 70 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 2
5. 102. 253. 18 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
155. 91. 102. 182 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
69. 30. 193. 250 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forward 2
0.0.0.0 147.237.77.216 dover.idf.il SYN Hood out of context drop 2
31.168. 133. 226 | srael 147.237.72. 166 aka.idf.il B ack List drop 1
213.57.27.210 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1
173. 0. 52. 105 Lhited Sates 147.237.76. 38 e.eneitav.idf.il B ack List drop 1
198. 44.110. 12 Lhited Sates 147.237.76. 198 e.yohal an.idf.il B ack List drop 1
173. 208. 213. 196 Lhited Sates 147.237.0. 19 nadi matal .idf.il bl ock-sp-traf 1 forward 1
192.187.118. 21 Lhited Sates 147.237.77. 226 ww chanat z. aka. i df . i | |bl ock-sp-trafl forward 1
173.208. 150. 116 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-trafl forvard 1
69. 30. 227. 222 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-trafl forvard 1
198. 204. 255. 74 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 forward 1
142. 54. 180. 68 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-trafl forvard 1
63. 141. 231. 210 Lhited Sates 147.237. 72. 156 anan.idf.il bl ock-sp-traf 1 forward 1
173. 208. 150. 118 Lhited Sates 147.237.77. 234 hal ag.i df .il bl ock-sp-traf 1 forward 1
31. 168. 64. 202 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
198. 204. 255. 76 Lhited Sates 147.237.77.170 naar achot . i df .i | bl ock-sp-traf 1 forward 1
185.94.111.1 Russi an Federation 147.237.76. 44 e.refuah.idf.il B ack List drop 1
198. 44. 110. 12 Lhited Sates 147. 237. 76. 147 chi nuch. aka.idf.il B ack List drop 1




09-29-2016-13:04:02 to 09-29-2016-14:04:02

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Sgnature Devi ce Action |Oount

69. 30. 198. 186 Lhited Sates 147.237. 72. 166 aka.idf.il C1000074: HTTP. naj estic bot Per mit 3
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|8'te |Signature |Count\
176.13.242.79 |147.237.77.216|Israel dover.idf.il portscan: TCP DO stri buted Portscan 1
37.142.239. 177 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
163. 172. 169. 150|147. 237. 76. 201 [Uni ted Ki ngdom |e.atal .idf.il ET SCAN NVAP -sS w ndow 1024 1
5.102.195. 184  [147.237.77.216 |l srael dover.idf.il portscan: TCP DO stri buted Portscan 1
121.46.103.70 |147.237.76.30 |India hi nush. i df . i1 ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
2.55.157. 130 147.237.77. 216 |I srael dover . idf il portscan: TCP DO stributed Portscan 1
109. 253. 142.3  |147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
84.109.210.49 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
213.57.199. 186 |[147.237.77.216 |l srael dover . idf il portscan: TCP DO stributed Portscan 1
80.178.218. 213 |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
213.57.84.202 |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
79.179.175. 6 147.237.77. 216 |I srael dover . idf il portscan: TCP DO stributed Portscan 1
183. 129. 160. 229|147. 237. 77. 178 |Chi na ematpash.idf.il |[ET SCAN Potential SSH Scan 1
46.161.40.17  |147.237.76.177 ?;Z:;:I”ion ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
183. 60. 48. 25 147.237.76. 44 |China erefuah.idf.il [ET SCAN Potential SSH Scan 1
46. 19. 85. 197 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
163. 172. 169. 150(147. 237.77.19 |United K ngdom [lawforumidf.il [ET SCAN NVAP -sS wi ndow 1024 1
31.168.84.174 |147.237.72. 167 |l srael ishurimaka.idf.i|portscan: TCP D stributed Portscan 1
163.172.129. 15 [147.237.77.121|United Ki ngdom |e. navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
5.28. 165. 141 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
120. 27, 116,133 |147. 237. 77 233 |chi na atal il ET SCAN Behavi pral Lhusual |y fast Terminal Server Traffic, Potenti a1
Scan or Infection
2.53.45. 159 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
91.201.236.50 [147.237.77.216 |kraine dover . idf il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
84.108.95.221 |147.237.77. 216l srael dover.idf.il portscan: TCP DO stri buted Portscan 1
213.57.160.86 [147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
79.181.32.242 |147.237.72. 166 |l srael aka.idf.il portscan: TCP DO stributed Portscan 1
212.175.125.51 |147.237.77.216 |Turkey dover.idf.il portscan: TCP Distributed Portscan 1
46.161.40.17  |147.237.77.179 ?;Z:;:I”ion enazi.id.il  |ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 48. 25 147.237. 76. 176 |Chi na test.ncore.idf.il |[ET SCAN Potential SSH Scan 1
46.19. 86. 177 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
46.19. 86. 110 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 38
223.24.115. 101 |Thai | and 147, 237.77. 23 |rvit e iop i1 | ©AMNG Bngine: TGP Invalid - invalid segnent retransmissi on. drop 30
Ret r ansni ssi on Packet dr opped.
185. 120. 126. 36 |l srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 22
46. 19. 85. 117 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 21
82. 145. 220. 255 |Eur ope 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 19
46. 19. 85. 117 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber alert 19
46.19. 86. 34 I srael 147237, 77, 243 |mbi e ior i1 | €M NG Bngine: TCP Invalid - finvalid segnent retransmssi on, drop 18
Ret r ansni ssi on Packet dr opped.
2.53.157.251  |israel 147.237.77. 243 |mvi i1 | €AM NG Engine: TP Invalid - invalid segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dr opped.
212.235.98. 139 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop 17
62.0.214. 129 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
84.94.193.7 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 12
80.178.121. 152 |Israel 147.237.72.166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 11
80.178.121. 152 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber aert 10
46. 19. 86. 215 | srael 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 9
37.26.148.223 |israel 147237, 77, 243 |mbi e ior i1 | €M NG Bngine: TCP Invalid - finvalid segnent retransmssi on, drop 9
Ret r ansni ssi on Packet dr opped.
46.19. 86. 114 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber aert 9
46. 19. 85. 34 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 9
46.19. 86. 114 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 9
46. 19. 85. 160 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 9
2.53.158. 119 | srael 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 9
212.179. 218. 166|l srael 147.237.72. 166 |aka. i df .il drop First packet isn't SYN drop 9
62.0.222.129 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 8
62.0.214.129 | srael 147.237.76.31 |nakchal .idf.il dr op Frst packet isn't SN drop 8
46.19. 86. 114 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 8
62.0.223. 129 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 8
176. 13. 225. 151 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
212.179. 218. 166 || srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence noni t or 8
46.19. 86. 114 I 'srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber aert 8
2.55.12.145 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
46.19. 86. 244 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence I'nval i d ACK nunber noni t or 7
80.178.121. 152 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber aert 7
80.178.121. 152 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46.19. 85.18 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence I'nval i d ACK nunber noni t or 6
109. 253. 197. 193]l srael 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
2.55.183. 17 | srael 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SN drop 6
37.46. 39. 84 | srael 147.237.72. 167 |i shuri maka. i df . i Stream ng Er_]gl ne: TGP Invalid Invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
2.55.141. 29 I'srael 147.237.77. 243 |moti e ior iy | SAMNG Engine: TP Invalid - invalid segnent retransnissi on. dr op 6
Ret r ansni ssi on Packet dr opped.
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
87. 68. 47. 36 I'srael 147, 237.72. 167 | shurimaka i o i |2 | €2 NG Engine: TP Invalid  finval i d segnent retransnissi on dr op 6
Ret r ansni ssi on Packet dr opped.
176.13. 226. 210 |l srael 147237, 77, 243 mbi e ior i1 | €M NG Bngine: TCP Invalid - finvalid segnent retransmssi on, drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 209 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
176. 13. 227.180 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
46. 19. 85. 204 | srael 147.237.76. 42 |refuah.idf.il drop First packet isn't SYN drop 5
46. 19. 86. 35 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber aert 5
213.8.122.115 |lsrael 147.237.72. 156 |anan. i df . il Streaning Engi ne: TCP Invalid Invalid checksum Packet dropped. |[drop 5
Checksum
109. 253. 205. 58 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 5
46. 19. 86. 63 | srael 147.237. 72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
212.179. 218. 166|l srael 147.237.72.166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 86. 35 I srael 147.237.77. 216 |dover.idf .i| Bad TCP sequence Invalid ACK nunber noni t or 5
82. 80.170. 57 | srael 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site Sgnature Acti on ‘Count
176.13.226.47 |Israel 147.237.0.19 |nadimatal .idf.il{DOstributed Suspicious Response Code B ock 188
176.13.225.60 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 12
37.26.147.231 |[israel 147.237.0.19 [nmadimatal .idf.il|DOstributed Suspicious Response Code B ock
37.26.149.136 |lsrael 147.237.0.19 |nadimatal .idf.il{DOstributed Suspicious Response Code B ock
2.53.157. 251 I srael 147.237.77.243|nobi | e.i df . i | O stributed Suspicious Response Qode B ock

176. 213.17. 10 :3:::30” 147.237.77.74 [lawidf.il Dstributed Il1egal Byte Gode Character in URL B ock 6
95. 35. 75. 113 I srael 147.237.0.19 |[nadimatal .idf.il|DOstributed Suspicious Response Gode B ock 5
152. 62. 109. 206 |Eur ope 147. 237.72. 166 |aka. i df . i | m;ﬁt?iwiﬁ f;‘/’L;ZfZ/W hod for Known LR. on B ock 5
77.138.67.130 |France 147. 237. 72. 166 |aka. i df . i | m;&:tftd?éiwiﬁ :/O;Ii(fﬁ:r Method for Known LR on B ock 4
46.19. 86. 34 I srael 147.237.77.243|nobi l e.i df . il O stributed Suspicious Response Code B ock 4
152. 62. 109. 206 |Eur ope 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for waw aka. idf.il/ishurim B ock 3
109. 253.193. 31 |Israel 147.237.0.19 |nadimatal .idf.il{DOstributed Suspicious Response Code B ock 3
46.19. 86. 67 I srael 147.237.0.19 |[nadimatal .idf.il|Ostributed Suspicious Response Code B ock 3
109. 253. 206. 64 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
87.59.195.197 |Dennark 147.237.72. 166 |aka. i df . i | m;gﬂt;‘.’iwiﬁ ﬂfééfﬁfr Method for Known LR on Bl ock 3
176. 13. 248. 143 |Israel 147.237.0.19 |[madimatal .idf.il|DOstributed Suspicious Response Code B ock 3
37.26.148.223 |lsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 3
185.32.179.59 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
213.151.35.213 [Israel 147.237.72. 166 [aka. i df . i | Unhaut hori zed Method PCST for aka.idf.il/giyus/ B ock 3
109. 253. 144. 166 |l srael 147.237.0.19 |nadimatal .idf.il{DOstributed Suspicious Response Code B ock 2
37.26.146.243 |Israel 147.237.77.216|dover . i df . il Unaut hori zed URL Access to waw i df.il/giyus B ock 2
109. 66. 176. 189 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
212.150.25.79 |[lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to vww aka.idf.il/ishorim Bl ock 2
80. 246. 139. 124 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
2.53.32.110 I srael 147.237.72. 167 |i shuri maka. i df . i|untraceabl e SSL Sessi ons: (pen Mbde None 2
66.249.66. 177 |lsrael 147.237.77.216|dover. i df . il Mil tipl e Unhaut horized URL Access from 66. 249. 66. 177 B ock 2
82. 80. 170. 57 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
185. 32. 179. 198 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
176. 13. 226. 210 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
77.138.12. 89 France 147.237.72. 156 |aman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
46.19. 86. 63 I srael 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 1
31.154.81.8 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/sip_storage Bl ock 1
77.139. 105. 215 |France 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
177.32.124. 203 |Brazil 147.237.77. 216 |dover.idf .l D stributed Suspicious Response Code B ock 1
66.249.66. 177 |l srael 147.237.77. 216 |dover.i df . il Lhaut hori zed LRL Access to waw idf.il/atal 1/izkor/view i ngtop. asp |Bl ock 1
169. 229. 3. 91 Lhited Sates 147.237.72. 156 |aman. i df . i | Mitiple Illegal Byte Gode Character in Method from169.229. 3. 91 B ock 1
37.142.233.253 [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to 147.237.76. 42/ styl e/ shared/reset.css  |Bl ock 1
192. 118. 100. 254|I srael 147.237.77. 170 |maar achot . i df . i | |Whaut horized LRL Access to naarachot.idf.il/pdf/files/7/113777. pdf |B ock 1
85.186.64.60  |Romania 147.237.72. 166 |aka. i df . i | m“;g riidff'l ;‘bn;jhr?/dsaﬁ/if;waysl . asp Bl ock 1
2.55.141. 29 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Gode B ock 1
176. 13. 239. 247 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl ef shar ed/ 960. css B ock 1
157.55.39. 2 Lhited Sates 147.237.77.216|dover.idf .l Unaut hori zed URL Access to wwwidf.il/atal 1/izkor/vi ew pi ctures. asp |Bl ock 1
109. 64. 124. 232 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df.il/main/giyus/0 Bl ock 1
77.139.118. 140 |France 147.237.72. 166 [aka. i df . i | Uhaut hor i zed Met hod PCST for ww aka. i df.il/kamar/ Bl ock 1
180.76.15.24  [china 147.237.76.42 |refuah.idf.il  [ha"forized MR fooess 1o aspx Bl ock 1
176.13.14.205 |Israel 147.237.72. 166 |aka. i df . i | Ut raceabl e SS. Sessi ons: Qpen Mde None 1
66.249.76. 114 | srael 147.237.72. 166 |aka. i df . i | mu;grii;fé?lﬁbfﬁﬁ; rtvogi vus! general . sspx B ock 1
46.4.74. 42 Ger many 147.237.72. 166 |aka. i df . i | ﬁ”;k':irgfzﬁ‘? /ngthﬁ;sfz?;zgf alt asp B ock 1
2.55. 166. 103 I srael 147.237.77.243|nobi | e.i df . i | O stributed Suspici ous Response CQode B ock 1
207.46.13.176 [lnited Sates 147.237.72. 166 [aka. i df . i | Unknown Paraneter catid in aka.idf.il/nain/snalinisnal i maspx None 1
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