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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
212.175.125. 51 Tur key 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn drop 3280
212.175.125.51 Tur key 147.237.77.216 dover.idf.il |DOS- HTTP-t or shanmer dest - r eset 223
212.175.125. 51 Tur key 147.237.77. 216 dover.idf.il |DOS Tool - Swi t chbl adG dest - r eset 86
0.0.0.0 147.237.77.216 dover.idf.il |SYN Hood out of context drop 11
46.19. 85. 197 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 6
212.175.125. 51 Tur key 147.237.77. 216 dover.idf.il |Frk Under Attack Con Htp drop 2

198. 44. 110. 12 Lhited Sates 147.237.76. 31 nakchal .idf.il|B ack List drop 1
213.151.48. 8 | srael 147.237.77.216 dover.idf.il |SYN Hood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site |Sgnature Devi ce Action |Oount |
212.247.61.153  |Sweden 147. 237. 76. 42 refuah.idf.il |6134: HITP. SQ Injection Variabl e Decl aration BEvasi on Bl ock 10
23.91.70. 42 Lhited Sates 147.237.77.74 lawidf.il 5670. HTTP. SQ Injection (SELECT) B ock 6

212. 247.61. 153 Sweden 147.237.76. 42 refuah.idf.il [5670: HITP. SQ Injection (SELECT) Bl ock 3

158. 85. 253. 245  [lLhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 2
36.36.11. 121 Chi na 147.237.77.216 |dover.idf.il |8262: HITP. Soworis DoS Tool B ock 1
84.229.9. 77 | srael 147.237.77.243 |nobil e.idf.il [13840: TLS QenSSL Heartbeat Packet Bl ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
82.166. 202. 245 |147.237. 77. 233 |I srael atal .idf.il ET DO5 Large amount of TGP ZeroWndow - Possible Nkiller2 Dhos 5
at t ack

23.91.70.42 147.237.77.74 |Uhited Sates  [lawidf.il S Injection - Select From 3
185. 153. 198. 249|147. 237. 76. 86 navy. i df il ET SCAN Potential SSH Scan 1
46.19. 86. 173 147.237. 72. 166 |I srael aka idf.il portscan: TCQP D stributed Portscan 1
183.129. 160. 229(147. 237.0.15 |China kosher-kravi .idf.i [ET SCAN Potential SSH Scan 1
43.239.221.49 [147.237.76.31 |Vietnam nakchal .idf.il ET SCAN Potential SSH Scan 1
176.13.12.217 |147.237.72.166 |Israel aka idf.il portscan: TCQP D stributed Portscan 1
163.172.129. 15 |147.237. 77. 216 |Uni ted Ki ngdom |dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 65. 59. 140  |147.237. 77. 216 |I srael dover . idf.il portscan: TCP DO stributed Portscan 1
89. 237.121. 146 |147.237.77. 216 |France dover.idf.il portscan: TCQP D stributed Portscan 1
87.70.13. 60 147.237.77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
213.151.36.97 |147.237.72.166 |l srael aka. idf.il portscan: TCP D stributed Portscan 1
82. 80. 196. 44 147.237. 72. 166 |I srael aka idf.il portscan: TCQP D stributed Portscan 1
193.104.115.2  |147.237.77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
62. 90. 161. 38 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
183. 129. 160. 229|147. 237. 76. 42 |Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
46. 19. 86. 25 147.237.77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
176.13.239.30 [147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
37.142.40.142  |147.237.77. 216l srael dover.idf.il portscan: TCQP D stributed Portscan 1
163. 172. 169. 150|147.237.8.24 [United Kingdom|e.lifestyle.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
2.53.56. 199 147.237.77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
134.191.232.70 |147.237.77.216|Israel dover.idf.il portscan: TCQP D stributed Portscan 1
94.102. 48.194 |147.237.0.35 |Netherl ands akavs. i df i ET SCAN NVAP -sS w ndow 1024 1
87.71.5.108 147.237.77. 216 |I srael dover . idf.il portscan: TCP DO stributed Portscan 1
213.8.76.133 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
79.178. 171. 227 |147.237.77. 216 |l srael dover . idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘Ste ‘Signature
212.175.125.51 |Turkey 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 1193
36.36.11. 121 Chi na 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 122
212.175.125.51 |Turkey 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 50
203.117. 143. 129|9 ngapor e 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 43
2.53.149. 56 I srael 147, 237. 76. 200 e tan. aka. i of | 2 NG Bgine: TCP Inval i d nval i d segnent retransmssi on. drop 36
Ret ransm ssi on Packet dr opped.
37.142.239. 189 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 26
176. 37.8.116 Lkrai ne 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 18
46. 19. 85. 197 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 15
109. 253. 195. 21 |l srael 147.237.77. 243 |mobi le.idf.il |drop Frst packet isn't SN drop 11
46. 19. 85. 150 | srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 10
79.181.223.219 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
109. 253. 209. 74 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 8
109. 253. 134. 244 |l srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 8
46.19. 85. 24 I srael 147.237.77.233|atal .idf.il  |Bad TCP sequence I'nval i d ACK nunber noni t or 8
66. 249. 93. 85 Eur ope 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 8
2.53.169. 241 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7
212.179.90. 106 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
105. 155. 131. 118|Mor occo 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 6
192. 118. 36. 53 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
46. 19. 85.9 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 6
109. 253. 205. 58 |l srael 147.237.72. 166 |aka. i df .i | SYN Att ack noni t or 6
46.19. 85. 188 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
46. 19. 86. 140 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
91.195. 162. 254 |l srael 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SN drop 6
66. 249. 93. 83 Eur ope 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
46. 19. 86. 249 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
37.26.147.249  |israel 147.237. 77 243 |moti e i or 1 [ SAMNG Engine: TP Invalid nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
46.19. 86. 177 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
109. 253. 205. 58 |I srael 147.237.72.166 |akaidf.il  |Bad TCP sequence mﬁ?\fsg Lans”“ wehdifferent | onitor s
46. 19. 86. 22 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
185.32.179. 158 [Israel 147.237.72.166 |aka idf.il  |Bad TOP sequence mﬁsg reansm't wehdifferent | onitor s
46.19.85.9 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 6
2.53.175. 154 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 5
46. 19. 85. 197 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber aert 5
141. 226. 217. 122|l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 5
192. 116. 108. 189l sr ael 147.237.77. 216 |dover.idf.il |Bad TCP sequence noni t or 5
61.247.254.226 |India 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 5
92. 207. 147. 87 LKJ?ir:;gom 147.237.77.216|dover.idf.il [Bad TCP sequence I'nval i d sequence nunber noni t or 5
77.138.52.97 France 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 5
46.116.53. 4 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 5
79.179. 36. 76 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 5
119. 81. 247. 109 |Hong Kong 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 5
87.71.17.195 | srael 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 5
93. 172. 125. 55 | srael 147.237.72. 156 |aman. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
66. 249. 93. 87 Eur ope 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 5
109. 253. 156. 3 | srael 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
37. 26. 147. 205 | srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
176.13. 226. 131 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
212.235.34.192 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 4
109. 253. 205. 58 |l srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout aert 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
84. 95. 208. 20 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 84.95. 208. 20 B ock 127
37.26.147.249 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 80
84. 95. 208. 20 I srael 147.237.77.216|dover.idf .l Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 42
2.53.19. 199 I 'srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 41
. . D stributed Unaut hori zed URL Access on
84.108.182.50 |[lIsrael 147.237.72. 166 |aka. i df . i | wan aka i df i1/ i r sachar f undef | ned Bl ock 38
79.178.145.182 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 79. 178. 145, 182 B ock 24
193. 169. 204. 11 |Ger many 147.237.76.31 |nakchal .idf.il Uhaut hori zed HTTP Met hod B ock 18
ww. chamat z. aka. i df . ) )
84. 95. 208. 20 | srael 147.237.77. 226 i Mil tiple Whauthorized URL Access from 84. 95. 208. 20 Bl ock 17
175.44.35.170 |China 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unaut horized URL Access from 175. 44. 35. 170 B ock 15
5.29.115.122  |israel 147.237.72. 166 |aka. i df . i | Mi tipl e Lhauthorized Mthod for Known LRL from B ock 13
5.29. 115. 122
175.44.35.170  |Chi na 147.237.77. 176 |nat pash. i df . i | Distributed PHP Attenpt B ock 6
. . Unaut hori zed URL Access to
193. 169. 204. 11 |Ger many 147.237.76.31 |nakchal .idf.il v nakhal i of i1 /i p, st or agel i es/ 2/ Bl ock 6
109. 253. 146. 16 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 5
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il Mil tipl e Uhaut hori zed URL Access from 84. 95. 208. 20 B ock 5
192. 116. 232. 69 |l srael 147.237.76.31 |nakchal .idf.il Ml tiple Uhauthorized URL Access from 192. 116. 232. 69 B ock 4
192. 116. 232. 69 |l srael 147.237.77.216|dover.idf .l Ml tipl e Unhaut horized URL Access from 192. 116. 232. 69 B ock 4
77.138. 67. 130 France 147. 237.72. 166 |aka. i df . i | Dstri bqt ed.Unau_t hori zed Method for Known URL on B ock 3
v aka. i df . i |/ mai n/ sachar
wwv. chamat z. aka.idf. | .
84.95. 208. 20 | srael 147.237.77. 226 i Ostributed PHP At enpt B ock 3
79.181.200.55 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
109. 253. 208. 231/l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
. . Unaut hori zed URL Access to
31.168.68.124 |Israel 147.237.77. 170 |maar achot . i df . i | naar achot i o i 1/ pdf /111 es/ 6/ 112326, pef B ock 3
84. 95. 208. 20 I srael 147.237.77.216|dover . i df . il Ostributed PHP A tenpt B ock
31.154.19.5 I srael 147.237.77.216|dover.idf .l Ml tipl e Unaut horized URL Access from31.154.19.5 B ock
176.13.240.69 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock
. . Unaut hori zed Met hod PCST for
82.166. 232. 154 |l srael 147.237.72. 166 [aka. i df . i | vaw aka. i df i |/ mai v sachar / f aq aspx Bl ock 2
109. 253. 202. 198]I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
77.139.154.170 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for ww aka. i df . i |/ sachar Bl ock 2
84. 95. 208. 20 | sr ael 147.237.76.86 |[navy.idf.il Ml tipl e Unauthorized URL Access from 84.95. 208. 20 B ock 2
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Ostributed PHP At tenpt B ock 2
. . Uhaut hori zed URL Access to
79.178.145. 182 |l srael 147.237.72. 166 [aka. i df . i | vww aka. i o i /i p,storagel il es/ 2 71772. pd Bl ock 1
2.53.164.9 I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: Cpen Mde None
74.91. 23. 166 Lhited Sates 147.237.77. 216 |dover. i df . il Unaut hori zed Met hod HEAD for 147.237.77.216/ B ock
. . Unaut hori zed URL Access to
66.249.66.210 |Israel 147.237.77. 216 |dover . i df . i | 147. 237, 77. 216/ 1133- 22714~ ar | dover . aspx Bl ock 1
66. 102. 6. 25 Lhited Sates 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod HEAD for v aka. i df . il/mai n/ sachar/ B ock 1
77.139.102.34  |France 147.237.72. 166 |aka. i df . i | thauthori zed Method POST for B ock 1
wwy aka. i df . i | / mai n/ sachar/kl al i . aspx
31.154.19.5 I srael 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to waw i df.il/inages/ 1. hel/error.png |B ock 1
m ny- kosher - kravi . i df
169. 229. 3. 91 Lhited Sates 147.237.0. 17 | ery NULL Character in LR B ock 1
. . Unaut hori zed URL Access to
66. 249. 76. 79 I srael 147.237.72. 166 |aka. i df . i | 147.237. 72. 166/ si p st or agel {1 es/ 6/ 71616. pf Bl ock 1
213.8.204.7 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to waw refua. atal .idf.il/xmrpc.php |B ock 1
84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il Ostributed PHP A tenpt B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 43 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ si p st or agel {1 es/ 9/ 71709, pf Bl ock 1
185. 89. 217. 227 |Nether| ands 147.237.72. 166 |aka. i df . i | Distributed tnauthorized Nethod for Known URL on B ock 1
v aka. i df . i |/ nai n/ snal i nd
37.26.149.198 [Israel 147.237.77.216|dover.idf .l Unt raceabl e SSL Sessi ons: (pen Mode None
79.180.170. 134 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Request Content Type text/ping B ock
66.249. 66. 234 |l srael 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to ww |l awidf.il/sip sto B ock 1
Russi an . . . . ]
83.166. 241. 14 eration 147.237.0.34 |tikshuv.idf.il Adnin Bl ocki ng B ock 1
66.102. 9. 6 Lhited Sates  |147.237.72.166|aka.idf . il Whaut hor i zed Method POST for B ock 1
ww aka. i df . i |/ mai n/ hone/ def aul t . aspx
176.13.246.25 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 1
31.168.68.124 |Israel 147.237.77. 170 |maar achot . i df . i | Mil tipl e Unaut horized URL Access from 31. 168. 68. 124 B ock 1
m ny- kosher - kravi . i df
169. 229.3.91 Lhited Sates 147.237.0. 17 ny Unknown HTTP Request Method zéj3V'b in URL Bl ock 1
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