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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|

46. 19. 86. 229 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
101. 108. 190. 55 Thai | and 147.237.72. 217 e.idf.il Frk_Under _Attack_Con_Tcp drop 2
198. 44. 110. 12 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 1
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
109. 253. 199. 223 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
198. 44. 110. 12 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ack List drop 1
62. 201. 219. 90 Iraq 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
185.94.111. 1 Russi an Federation 147.237.76. 199 e.nakchal .idf.il B ack List drop 1
217.69. 133. 223 Russi an Federation 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1
89. 34. 97. 160 Ronani a 147.237.76. 42 refuah.idf.il B ack List drop 1
185.94.111. 1 Russi an Federation 147. 237. 76. 202 e.halag.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature

Devi ce Action |Oount
62. 149, 132. 241 Italy 147.237.77. 233 atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
144.76. 29. 162 Ger many 147.237.77. 216 dover.idf.il |CL000074: HITP. majestic bot Per nit 2
158. 85. 253. 245 Lhited Sates 147.237.77.233 atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

Attacker Address ‘Target Address |Attacker Qount ry |Signature

62.149.132.241  [147.237.77.233 |[itay atal.idf.il SQ Injection - Select From 16
158. 85. 253. 245  |147.237.77.233 |lhited Sates atal.idf.il QA Injection - Select From 3
194.90.134.226  |147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 153. 198. 249 |147.237.77.121 e navy.idf.il ET SCAN Potential SSH Scan 1
106. 120. 209. 150 |147.237.77.170 |China mearachot.idf.il |ET SCAN NMAP -f -sS 1
91. 224. 161. 69 147.237.76.86  |Netherl ands navy.idf.il ET SCAN Potential SSH Scan 1
218. 205. 151. 197 [147.237.77.170 |China mearachot.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
85. 64. 254. 98 147.237.77.216 |Israel dover.idf.il portscan: TGP D stributed Portscan 1
212.199. 146. 194 [147.237.77.216 |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
79. 180. 208. 52 147.237.77.216 |[Israel dover.idf.il portscan: TCQP D stributed Portscan 1
212.143.76.203 [147.237.77.216 |[Israel dover.idf.il portscan: TGP D stributed Portscan 1
46. 120. 6. 69 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
195. 208. 165. 101 |147.237.76.199 |Russian Federation e.nakchal .idf.il |ET SCAN NMAP -sS wi ndow 1024 1
5.102. 195. 184 147.237.77.216 |Israel dover.idf.il portscan: TGP D stributed Portscan 1
188. 120. 154. 138 |147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 27. 106. 96 147.237.77.216 |[Israel dover.idf.il portscan: TQP D stributed Portscan 1
106. 120. 209. 150 |147.237.77.170 |China nearachot.idf.il  |[ET SCAN NVAP -sS wi ndow 2048 1
94.102. 48. 194 147.237.76.30  |Nether| ands hi nush. i df . il ET SCAN NVAP -sS w ndow 1024 1
91.201.236. 155  [147.237.77.205 |Wkraine prisha.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
218.205. 151. 197 [147.237.77.170 |China mearachot.idf.il |ET SCAN NMAP -f -sS 1
81.218.195. 187  [147.237.77.216 |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
212.199.71.118 |147.237.72.166 |Israel aka.idf.il portscan: TCQP D stributed Portscan 1
201.7.217. 250 147.237.76. 147 |Brazil chinuch. aka.idf.il [ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
31.223.182.178 |147.237.77.216 |Palestinian Territory, Gecupied |dover.idf.il portscan: TCQP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address [Ste Signature
87.69. 64. 157 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 46
141. 0. 14. 217 Eur ope 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 36
46. 19. 85. 68 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 31
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 31
46.19. 86. 56 I srael 147.237.77. 243 |rwvi e i1 [oLF SAM NG Enginer TP Invalid invalid segnent retransnissi on drop 30
Ret r ansm ssi on Packet dr opped.
198.240.212.3 |Swtzerland 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 26
109. 253. 134. 2351 srael 147.237.72. 166 |aka. i of . i Bad TCP sequence S e Lansmr wehdifferent Jopnitor |23
109. 253. 132. 139|l srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 18
109. 253. 204. 230|l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
2.55. 60. 249 | srael 147.237.72. 166 |aka.i df . il drop First packet isn't SN drop 15
134.191. 232. 70 |l srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 15
109. 253. 141. 241 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 14
46. 19. 86. 104 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 13
37.26. 146. 182 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 13
46. 19. 86. 149 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
84.94.193.7 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 12
109. 253. 134. 244l sr ael 147. 237.72. 166 |aka i f . i Bad TCP sequence mﬁsg La”sm't wthdifferent | oitor |12
109. 253. 130. 1001 sr ael 147237, 77. 243 |mbil e icf. i1 | SAM NG Bngine: TP Invalid - finvalid seqnent retransnissi on, drop 12
Ret r ansm ssi on Packet dr opped.
46. 19. 85. 232 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
212.179. 90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
157.55.39.117 [lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 11
31.210. 186. 103 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 11
109. 253. 194. 130|I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
87.69.2.71 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
77.138.52.97 France 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
46.19. 86. 66 I sr ael 147.237.76.42 |refuhicr.i | SMNg Engines TP Invalid finvalid segnent retransnissi on drop 10
Ret r ansm ssi on Packet dr opped.
62. 0.200.7 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 10
2.53.150. 241 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
62.0.208.1 | srael 147. 237. 76. 147 |chi nuch. aka. i df . i I|dr op Frst packet isn't SN drop 10
46. 19. 85. 134 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
46. 19. 85. 68 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber alert 9
46.19. 85. 221 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
46. 19. 85. 68 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber noni t or 9
109. 253. 134. 244 |l srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 9
79.180. 131. 32 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
2.53.16. 152 I srael 147.237. 77, 243 |mbile i 11 |2 SAM NG Enginer TP Invalid  finvalid segnent retransnissi on. drop 9
Ret r ansni ssi on Packet dropped.
109. 253. 134. 244 |l srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
37.142.105. 107 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
37.26.149. 207 |lsrael 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 8
46.19. 86. 251 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
46. 19. 86. 76 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
62.0.206. 1 | srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop 8
157.55.39.201 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 8
46. 19. 85. 39 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
185. 120. 125. 114l sr ael 147.237.77. 233 |atal i df i Bad TCP sequence mdgirsi”;"zt wth dfferent dert 8
62.0.237.1 | srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop
46. 19. 86. 199 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
185. 120. 125. 114l sr ael 147.237.77. 233 |atal i cf i Bad TCP sequence Vﬂdﬁrsa'cz"y with different mnitor |8
2.55.21.232 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
2.53. 166. 63 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site dgnature Action ‘Count
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . i | Mil tipl e Uhaut horized URL Access from 84. 95. 208. 20 B ock 48
121.9.124.190 |China 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unhaut hori zed URL Access from121.9. 124. 190 B ock 16
. . Ml ti pl e Uhaut hori zed Method for Known URL from
213.57.157. 177 |l srael 147.237.72. 166 |aka. i df . i | 213.57. 157. 177 B ock 9
84. 95. 208. 20 I srael 147.237.77. 216 |dover. i df . i | Distributed PHP Attenpt B ock
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock
Unaut hori zed Met hod CPTIONS for
5.196.154. 234 |France 147.237.72. 166 [aka. i df . i | ww aka. i df . i |/ mai i/ gi yus/ aut hent i cat i onser vi ce. asnx/ get aut h [Bl ock 7
user
31.154.81.48 I srael 147.237.76.31 |nakchal .idf.il Distributed Unaut horized HTTP Met hod B ock
121.9.124.190 [china 147.237.77. 176 |nat pash. i df . i | Distributed PHP Attenpt B ock
109. 253. 144. 166|l srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock
www. chanat z. aka. i d .
84. 95. 208. 20 | srael 147.237.77. 226 £l Dstributed PHP Attenpt B ock 5
www. chanat z. aka. i d _ _
84.95. 208. 20 | srael 147.237.77. 226 £l Mil tiple Wauthorized URL Access from 84. 95. 208. 20 B ock 5
84. 95. 208. 20 | srael 147.237.76.200|ei tan. aka. i df . i | Mil tipl e Uhaut horized URL Access from 84. 95. 208. 20 B ock 4
185.32.179. 110 |[lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
82. 81. 160. 69 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 82. 81. 160. 69 B ock 3
84. 95. 208. 20 | srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 3
176.13.15. 147 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
. . Unhaut hori zed URL Access to
82. 81. 160. 69 I srael 147.237.72. 166 |aka. i df . i | ww aka. i of i 1/i p, st oragel il es/ 7/ B ock 2
. . Unhaut hori zed URL Access to
109. 253. 137. 166! srael 147.237.72. 166 |aka. i df . i | ww aka. i of i 1/si p, st or agel 11 es/ 21 71772 pok B ock 2
. . Unhaut hori zed URL Access to
192. 116. 149. 197|I srael 147.237.72. 166 |aka. i df . i | vww aka. i df . i | / sachar/ paysl i ps/ paysl i ps! i st. asp Bl ock 2
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il Mil tipl e Lhaut hori zed URL Access from 84. 95, 208. 20 B ock 2
- . Unhaut hori zed URL Access to
2.53.181.242 I srael 147.237.77. 216 |dover.i df . i | Wi o i1 /atal /si tel t enpl ates/ control | er. asp B ock 2
109. 253. 143. 101 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
84. 95. 208. 20 | sr ael 147.237.77. 176 [nat pash. i df . i | Mil tipl e Unaut horized URL Access from 84.95. 208. 20 B ock
2.53.16. 152 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock
109. 101. 202. 67 |Fomani a 147. 237.72. 166 |aka. i df . i | Distributed thauthorized Mthod for Known LRL on Bl ock 2
wwv aka. i df . i | / nai n/ sachar/ vi enpaysl i p. aspx
2.53.185. 118 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: C(pen Mode None 2
66.249.66. 177 [Israel 147.237.77.216|dover.i df .i | Ml tipl e Unauthori zed URL Access from 66. 249. 66. 177 B ock 2
109. 253. 130. 100|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 2
www. chanat z. aka. i d
66. 249. 76. 45 | srael 147.237.77. 226 £l Unhaut hori zed URL Access to waww chamat z. aka. i df . il /i B ock 1
195.16.161. 75 |United Ki ngdom 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod POST for waw aka.idf.il/ishurimmain/ |B ock
84.111.233.36 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: Cpen Mde None
. . Unaut hori zed URL Access to
31.154. 81. 48 I srael 147.237.76.31 |nakchal .idf.il v nakhal . of i1 /i p, st or agel i1 es/ 2/ B ock 1
2.53.51.129 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to waw aka.idf.il/ww tikshuv.idf.il |B ock 1
- kosher - kravi . i df . i
157.55.39.127 |lhited Sates 147.237.0.16 |- KOSher-kravi.idf. junaut hori zed LR Access to B ock 1
il v ny- kosher -kravi . idf.il/robots. txt
109. 253. 134. 235]I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SIS Sessi ons: Cpen Mde None
79.176.67.163 |[Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to v | aw i df.il/wp-1ogin. php B ock
213.8.124.118 | srael 147.237.77. 216 |dover . i df . i | Wnaut hori zed URL Access to . B ock 1
ww i df . i | /tenpl at es/ t enpl at econt rol s/ generi c/
84.109.183.52 [Israel 147.237.77. 216 |dover. i df .i | Uhaut hori zed URL Access to ww i df.il/watch B ock
46.16. 141. 50 Qyprus 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wawn aka.idf.il/gius B ock
. . Unhaut hori zed URL Access to
185. 120. 125. 114l srael 147.237.77.233|atal .idf . il 147. 237.77. 233/ 1135- hel at al . aspx Bl ock 1
169. 229. 3. 91 Lhited Sates 147.237.77.233|atal .idf.il I11egal Byte Gode Character in Mthod B ock 1
82.80.198. 164 |lIsrael 147.237.72. 156 [anan. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
77.139.152. 136 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for aka.idf.il/giyus/ B ock 1
207.46.13.176 [lnited Sates 147.237.72. 166 [aka. i df . i | Unknown Paraneter catid in aka.idf.il/main/drushiniinfo.aspx |None 1
84.229.67.238 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Cpen Mbde None 1
37.26.146.129 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
Pal estinian Territory, . . . Unhaut hori zed URL Access to
176. 106. 46. 74 Cecupi ed 147.237.76.200(ei tan. aka. i df .| v i tan. aka. i df . i |/t enpl at es/ honepage/ homepage. asp B ock 1
84. 95. 208. 20 I srael 147.237.0.34 |ti kshuv.idf.il Distributed PHP Attenpt B ock
2.53. 166. 151 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: Cpen Mbde None 1
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