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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
147.235.236. 1 | srael 147.237. 76. 86 navy.idf.il JLIMPurple Gon Linmt Htp drop 117
147.235.236. 1 | srael 147.237.76. 86 navy.idf.il JLM Purpl e Con Limt_Tcp drop 67
0.0.0.0 147.237.77.216 dover.idf.il SYN H ood out of context drop 50
46. 19. 85. 48 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 6
79.178.180. 143 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
46. 19. 85. 56 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
46.19. 86. 71 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5
46. 19. 85. 26 | srael 147.237.77.216 dover.idf.il SYN H ood del ete reset drop 2
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack forward 2
77.138.52. 97 France 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
198. 44. 110. 12 Lhited Sates 147.237.76. 200 eitan. aka.idf.il|B ack List drop 1
120. 25. 220. 47 Chi na 147.237.77. 243 nobile.idf.il |JLMPurple Gon Linmt_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
94. 154. 239. 69 Wkrai ne 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 3
144.76. 29. 162 Ger many 147.237.72. 166 aka.idf.il C1000074: HITP. maj estic bot Per nirt 3
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|Top Attackers In |D|

Attacker Address ‘Target Addr ess |Attacker Qountry ‘Ste |Signature |Count |
185. 110. 132. 201 147.237. 76. 196 Wkr ai ne e.sviva.idf.il ET SCAN Potential SSH Scan 1
37.46.41.53 147.237.77.216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
185. 110. 132. 201 147.237.0. 15 Wkr ai ne kosher-kravi .idf il ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147.237.8. 24 Net her | ands elifestyle idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 253. 134. 162 147.237.77.216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
217.194. 207. 34 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
87.68. 6. 125 147.237. 72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
213.57.157. 177 147.237. 72. 166 I srael aka idf.il portscan: TP Distributed Portscan 1
80. 74. 103. 148 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
193. 37. 129. 18 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
79.177.117. 95 147.237.77.216 I srael dover . idf.il portscan: TP Distributed Portscan 1
192. 116. 212. 169 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
46.172.91. 21 147.237.72. 166 Wkrai ne aka idf.il ET SCAN NVAP -sS w ndow 1024 1
188. 113. 161. 19 147.237.76. 196 Russi an Federation e.svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 86. 161 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 110. 132. 201 147. 237. 76. 202 Lkr ai ne e.halag.idf.il ET SCAN Potential SSH Scan 1
46.19. 85. 123 147.237.77.216 I srael dover . idf.il portscan: TCP Distributed Portscan 1
185. 110. 132. 201 147. 237. 72. 166 Wkr ai ne aka.idf.il ET SCAN Potential SSH Scan 1
31.154.9. 162 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 253. 197. 81 147.237. 72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
2.55.180. 93 147. 237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 65. 111. 83 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
217.132.115. 23 147.237.77.216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
84.94.0. 183 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
212.143.44.5 147.237.77. 216 | sr ael dover.idf.il portscan: TCP D stributed Portscan 1
79. 178. 200. 212 147.237.77.216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
192. 117. 49. 194 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
79.177. 58. 180 147.237.77.216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
188. 113. 161. 19 147.237.77.233 Russi an Federation atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.116. 13. 245 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 153. 198. 249 147.237.72. 14 dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
46. 19. 86. 55 147.237.77.216 I srael dover . idf.il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

At acker

Devi ce

Count ry Target Address [Ste Signature Acti on ‘Count
79.178. 180. 143 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 39
194.177.16.3 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 32
46.19.85.221 |israel 147.237.77. 216 |dover.i df . Streaning Engine: TCP Invalid - invalid segnent retransmssi on drop 28
Ret r ansni ssi on Packet dropped.
2.55.27.235  |isradl 147. 237.77. 243 |nubi l e. i of .1 | Streaning Engine: TCP Invalid |invalid segnent retransnission. |, 24
Ret ransnm ssi on Packet dropped.
46. 19. 85. 26 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 22
62. 0. 203. 129 | srael 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 18
147.236. 113. 13 |I srael 147.237.72. 167 |i shurimaka.i df . il drop Frst packet isn't SYN drop 14
46. 19. 85. 56 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence Inval i d ACK nunber alert 12
62.0.237.1 I srael 147.237.72. 166 |aka. i df .il drop First packet isn't SWN drop 12
46. 19. 85. 56 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber noni t or 12
37.26.147.229 |[Israel 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST noni t or 10
46.19. 86. 20 I srael 147. 237. 76. 147 |chi nuch. aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
207.232. 28. 110 [l srael 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SYN drop
80. 246. 137. 107 |I srael 147.237.72. 167 | shurimaka ior. i1 | €M ng Engine: TCP Invalid - invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.
46.19.86. 4 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46.19.86.116 [l srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence Invalid ACK nunber noni t or
46.19. 85.7 I srael 147. 237. 77. 216 [dover.idf .i | Bad TCP sequence I'nvali d ACK nunber noni t or
46.166. 186. 249 |Nether| ands  |147. 237.0.200 |nau.idf. il Geo- | ocati on enf or cenent gﬁ?;)'rggiimon I nbound drop 6
62. 0. 197. 105 | srael 147.237.77.234 |hal ag.idf .il dr op Frst packet isn't SYN drop 6
46.19. 86. 20 I srael 147. 237. 76. 147 |chi nuch. aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert 6
176.12. 160. 1 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 6
62.219.225.2 |[Israel 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 6
46.19.85.153 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber aert 6
84.94.199. 15 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 6
212.179. 21. 194 |l srael 147.237.8.27 |e.nadimatal .idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 6
46.19. 86. 4 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber aert 6
46.19.85.153  |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber nonitor |6
46.19.86.116  [lsrael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Invalid ACK nunber alert 6
176.13.15. 127 |[lsrael 147.237.72. 166 |aka. i df .il SYN At tack SYN -> SYN-ACK -> RST noni t or 6
46.19.85.7 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber aert 6
2.55.142. 20 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 5
46.19.86.71 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 5
79.178. 180. 143 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
46.19. 86. 71 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber monitor |5
46.19.85.148 |l srael 147.237.77. 226 :"l"‘w chamatz. aka. 1 g 4 TOP sequence Inval i d ACK nunber monitor |5
46.19.86.71  |Israel 147.237.76.42 |refuah.idf.il Streaning Engine: TCP Invalid invalid segnent retransnission. drop 5
Ret ransni ssi on Packet dr opped.
46.19. 85. 175 | srael 147.237.77. 243 |nobi le.idf . i1 dr op Frst packet isn't SN drop
79.178. 180. 143 |l srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber noni t or
2.53.132.223 |israel 147. 237. 77. 216 |dover i df .1 Bad TCP sequence ;ﬂ?ﬁtrs\:xx?&gth mnitor |5
46.210. 180. 26 |l srael 147. 237. 77. 216 |dover. i df .i Bad TCP sequence wﬁrﬁﬁgzzggth moni tor |4
80.179.40.62 |[Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti nmeout monitor |4
62.0.221.129 | srael 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 4
109. 253. 197. 81 |l srael 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
46.19.86.204 |Israel 147.237.77. 216 |dover. i df . il SYN At t ack SYN -> SYN-ACK -> RST monitor |4
84.108.43.50 |Israel 147.237.77. 243 |nobi l e.i df . i Streamng Engi ne: TCP Inval id - invalid segnent retransnissi on drop 4
Ret ransm ssi on Packet dropped.
62. 0. 197. 105 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
176.13.224.19 |[lIsrael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST nonitor |4
2.53.170. 69 I srael 147.237.72. 166 |aka. i df .il drop First packet isn't SWN drop 4
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
46. 19. 86. 213 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
109. 253. 144. 166l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 442
2.55.42. 142 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 71
46.19. 86. 193 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 57
176.13.11. 4 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 33
185.3.147.205 |l srael 147.237.77. 243 |nobi | e. i df . i | Eof)tirlielﬁ“;q iﬁajggfhjr /Tcyhp:n;e;;iiv\zr: dor:oar et e NevPassvord B ock 15
37.26.149. 244  |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 6
84. 95. 208. 20 I srael 147.237.77. 226 \f,W\IN:/ chamat z. aka.id Mil tipl e Unhaut horized URL Access from 84. 95. 208. 20 B ock 5
84. 95. 208. 20 I srael 147.237.77. 234 |hal ag. i df . i | Mil tipl e Unaut hori zed URL Access from 84.95.208. 20 B ock 4
176.13.238.47 |Israel 147. 237.77. 243 |nobi | e. i df . i | fblalnzt o T?/F;es:cﬁlara; Lﬁgngiﬁzsa;sﬁf&d in B ock 4
46.19.86.238  |Israel 147. 237.77. 243 |nobi | e. i df . i | Sosbtirl'e?ﬁ“;d_ I'Dla/r:';:thzrr /Tcyhp:n:e;g'v\z’: dor:)ar aneter NewPassvor d Bl ock 3
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |[Miltiple Uauthorized URL Access from 84.95.208. 20 B ock 3
192. 115. 64. 250 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 192.115.64.250 [B ock 3
37.26.148.235 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il Ml tipl e Unauthorized URL Access from 84.95. 208. 20 Bl ock 3
62. 90. 255. 56 | sr ael 147.237.77.74 [lawidf.il Unaut hori zed HTTP Met hod B ock 2
80.246.137.97 [Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 2
109. 253. 202. 114|I srael 147.237.77. 216 |dover.idf.i |l Paraneter Type Mol ation aspxerrorpath in wwidf.il/error.htm Bl ock 2
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Ml tiple Unaut hori zed LRL Access from 84. 95. 208. 20 B ock 2
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 2
124.170. 209. 173|Austral i a 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for waw aka.idf.il/ishurindmain/ Bl ock 2
2.53.180. 251 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
84. 95. 208. 20 I srael 147.237. 77. 226 :c'w‘:'\ll chamat z. aka.id Ostributed PHP Attenpt B ock 2
109. 253. 145. 199]l sr ael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Gode B ock
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock
176. 13. 243. 241 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock
66.249.75.12  |Israel 147.237.76.42 |refuah.idf.il e o ot oo/ 1 of U aspx Bock |1
109. 253. 201. 33 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspi ci ous Response Code B ock 1
84.95.208. 20 | srzel 147.231.77. 226 :‘MA:I}/ chamatz.aka 1d mmm:zuiaz:r;tzidaklf_i ();CCI?S/SI etr?pl at es/ honepage/ di v. item Bl ock !
212.235.62.200 |[Israel 147.237.77.216|dover.idf.il Lhaut hori zed URL Access to ww i df . il/hebrew organi zati on/ nakhal B ock
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock
37.26.149.218 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
180.76.15.142 |China 147.237.76.42 |refuah.idf.il ﬂ?_”;;;r;;_i%;fa‘r :g/cjsisenttgcri s/ query/dl obel | Bl ock 1
169. 229. 3. 91 Lhited Sates|147.237.77.235|sviva. i df . il Illegal Byte Gode Character in Header Nane B ock 1
66.249.93.87  |Israel 147.237.76.42 |refuah.idf.il ﬁ?“tzggr ;é.egz;‘gpfgfgfjgéfﬂ s/ 6/ i 26100X0/ 2796, | pg Bl ock 1
84.111.233.36 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None
66.249. 66. 183 [l srael 147.237.77.216|dover.idf.i |l Unaut hori zed URL Access to waw i df .il/1283-13885-en/ dover.aspx  |B ock
213.151. 48. 138 I srael 147.237.72. 166 |aka. i df . i | mn;’k“; e nf;;g?i‘jtgangf’F’)Zﬁgfc‘)hsa‘:har$°t' S5in None 1
194. 90. 200. 70  |Israel 147.237.77. 216 |dover.i df.i |l Unaut hori zed URL Access to waw idf.il/inages/ 1. he/scrollstrech.gif Bl ock 1
84. 95. 208. 20 I srael 147.237.77.216|dover . i df . il PHP Att enpt B ock 1
10. 30. 10. 166 I srael 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod POST for ww aka. i df.il/main/kapat z/ B ock 1
Dstributed Paraneter Type Mol ati on on
176.13.17.58 I srael 147.237.76.42 |refuah.idf.il wan refua. atal . idf.il/1518-he/ ref uah. aspx par anet er B ock 1
ct | 00$Cont ent A acetHbl der 1$t xt Last Nane
66.249.76.77  |Israel 147.237.72. 166 |aka. i df . i | tﬂ?“tzg‘?’r'?;ef&% stcf;sa;eo/ {11 es/ 1/ 60951 pf Bock |1
62. 90. 255. 56 I srael 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to ww lawidf.il/sip_storage/files/ 7/ B ock 1
213.8.204.72 I srael 147.237.72. 166 |aka. i df . i | Dstributed PHP At t enpt Bl ock 1
2.53.61. 65 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
Illegal Byte Qode Character in Method
169.229. 3. 91 Lhited Sates|147.237.77.235|sviva.idf .il 6&[ [ #30] ] §xby UMy CeEUaXdwed #3 —+— [ [ #19] ] Y[ [ #25] ] ° cd)L<NmB9QB |8 ock 1
S}
68.180.231. 60 [Lnited Sates|147.237. 7. 176 |mat pash. i df . i | margﬁtgjt pe M /Oégé;_oﬁeﬁ‘;‘gzgfnaisgx Bock |1
66. 249. 66. 238 |l srael 147.237.77.74 |lawidf .il Uhaut hori zed URL Access to waw | awidf.il/ni B ock 1
94.244.90.230 |[Lithuania 147.237.72. 166 [aka. i df . i | \Au,;zu;kf;c.)ri Id?e,d| /'\:;j f:,?gazgﬁvfi C()a:/\paysl i p. aspx Bl ock 1
212.199.118.19 |[lIsrael 147.237.77.216|dover. i df .il Mil tipl e Unhaut hori zed URL Access from 212.199. 118. 19 B ock 1
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