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Top Attackers

M 46. 19. 85. 155
62.0.212.1
I 46.19. 85. 103
46. 19. 85. 233
Il 37. 26. 148. 187
M 37. 26. 146. 227
[ 212.199. 176. 137
Il 62.0. 212. 209
46. 19. 86. 93
M 2. 53. 160. 87
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
79.176. 56. 41 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 60
213.57. 145. 220 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 7

109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
2.53.16.72 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
185.94.111.1 Russi an Federation 147.237.76. 199 e. nakchal .idf.il|B ack List drop 1
2.53.16.72 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry |Signature

109. 65. 90. 148 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 145 147.237.77.216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
172.242. 41. 105 147.237.76. 147 Lhited Sates chi nuch. aka. i df .i ET SCAN NVAP -sS w ndow 2048 1
91.201. 236. 158 147.237.8.27 krai ne e.madi matal .idf.il ET SCAN NVAP -sS w ndow 4096 1
163. 172. 169. 150 147.237.76. 199 Uni ted Ki ngdom e.nakchal .idf .il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 85. 152 147.237.77. 216 I 'srael dover.idf il portscan: TCP DO stributed Portscan 1
89. 237. 64. 36 147.237.77. 216 France dover.idf.il portscan: TCP O stri buted Portscan 1
141. 226. 161. 68 147.237.77.216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
37.26.147. 208 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
87.71.33. 40 147.237.77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 1
112.217.150. 112 147. 237. 76. 200 Korea, Republic of eitan aka.idf.il ET SCAN Potential SSH Scan 1
31.154. 92. 104 147.237.77. 216 I 'srael dover.idf il portscan: TCP DO stributed Portscan 1
79.181. 151. 172 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
112.217.150. 112 147.237.76.196 Korea, Republic of e.svivaidf.il ET SCAN Potential SSH Scan 1
79.178. 219. 227 147.237.77. 216 I 'srael dover.idf il portscan: TCP O stributed Portscan 1
112. 217. 150. 112 147. 237. 76. 44 Korea, Republic of e.refuah.idf.il ET SCAN Potential SSH Scan 1
66. 249. 93. 67 147.237. 76. 147 Eur ope chi nuch. aka.i df .i ET SCAN NVAP -sA (2) 1
213.57.58. 92 147.237.77. 216 I 'srael dover . idf il portscan: TCP O stributed Portscan 1
112.217.150. 112 147.237.0.19 Korea, Republic of nadi matal .idf.il ET SCAN Potential SSH Scan 1
46.161. 40. 17 147.237.76. 39 Russi an Federation nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 153. 198. 249 147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
109. 66. 113. 6 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
46.120. 129. 78 147.237.77.216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
176. 13. 232. 48 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP DO stributed Portscan 1
109. 65. 10. 189 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 25 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
172.242. 41. 105 147.237.76. 147 Lhited Sates chi nuch. aka. i df .i ET SCAN NVAP -f -sS 1
91.201. 236. 158 147.237.8.27 krai ne e.madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 129. 15 147.237.76. 42 Uni ted Ki ngdom refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 85. 98 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
89. 138. 67. 150 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
120. 27.116. 133 147.237.76. 201 Chi na e.atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
31.168. 15. 122 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
80. 246. 137. 236 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
5. 255. 90. 133 147.237.0. 35 Net her | ands akaws. i df .i | ET SCAN NVAP -sS w ndow 1024 1
112.217. 150. 112 147. 237. 76. 198 Korea, Republic of e.yohal an.idf.il ET SCAN Potential SSH Scan 1
79. 180. 20. 92 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
112.217.150. 112 147.237.76. 147 Korea, Republic of chi nuch. aka. i df .il ET SCAN Potential SSH Scan 1
77.125. 26. 230 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
112.217. 150. 112 147. 237.76. 31 Korea, Republic of nakchal . i df il ET SCAN Potential SSH Scan 1
46.172.91. 21 147. 237. 76. 200 krai ne eitan aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 153. 198. 249 147.237.77.235 sviva.idf.il ET SCAN Potential SSH Scan 1
112, 217. 150. 112 147.237.0.17 Korea, Republic of mny-kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
46. 161. 40. 17 147.237.0. 17 Russi an Federation mny- kosher - kravi . i df . i ET SCAN NVAP -sS w ndow 1024 1
185. 153. 198. 249 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |[Ste Signature Acti on ‘Count
62.0.212.1 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 59
46. 19. 85. 103 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 42
46. 19. 85. 155 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |33
212.199. 176. 137|I srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 31
62.0.212. 209 | srael 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SYN drop 29
2.53. 160. 87 I'sr ael 147.237.72. 167 | surimaka i i1 |2 €amMng Engine: TGP Invalid Jinvalid segnent retransnission. drop 27
Ret r ansni ssi on Packet dropped.
193. 43. 246. 250 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 25
46. 19. 85. 155 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 19
176. 13. 229. 103 [Israel 147.237. 72. 167 |i shurimaka i i1 | @M NG Engine: TCP Invalid finvalid segnent retransnission drop 18
Ret r ansni ssi on Packet dropped.
2.53. 39. 106 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 16
185. 27. 106. 157 |israel 147.237.72. 167 | shrimaka ior. i1 | €amng Engine: TCP Invalid invalid segnent retransnission drop 15
Ret r ansni ssi on Packet dropped.
46.19. 86. 93 I srael 147. 237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or 15
46. 19. 86. 93 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 14
103. 205. 152. 154 ]I ndi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 14
100. 92. 108. 81 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 13
37.26. 149. 132 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 13
62.0.237.132 | srael 147.237.0.34  |tikshuv.idf.il dr op First packet isn't SYN drop 13
93.173.168. 163 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 13
176. 13. 246. 146 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
46. 19. 85. 155 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
46.19. 85. 233 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 12
46. 19. 85. 233 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |12
46.19.86.179  |Israel 147.237.77. 243 |robi l e. i f . | Streamng Engi ne: TCP | nvalid |invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
46. 19. 85. 45 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or 12
46.19.85.165 |l srael 147, 237. 77, 226 | "W chanat 2. aka. i df | T €am ng Er?gi ne: TCP Invalid finvalid segnent retransnissi on drop 11
il Ret r ansni ssi on Packet dropped.
152. 62. 109. 208 |Europe 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop 11
103.210.32. 3 147. 237. 77. 216 |dover . i . i Bad TCP sequence wﬁﬁ:‘:&‘;gﬂgth monitor |10
46.19. 85. 217 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber noni t or 10
2.55.44. 4 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
46. 19. 86. 87 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert
79.176.90.237 i srael 147.237.77. 243 |nobi l e i df . i1 Streaning Engine: TCP Invalid |imvalid segnent retramsmission. | 9
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 217 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 9
46. 19. 86. 87 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 9
46.19. 86. 163 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 8
46. 19. 85. 233 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 7
46. 19. 85. 126 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46.19. 86.0 I'srael 147. 237. 77. 216 |dover. i of . i1 Streaning Bngine: TCP Invalid invalid segnent retransmssion. | oo 7
Ret r ansni ssi on Packet dropped.
85. 250. 114. 169 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
46.19. 85. 233 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
85. 64. 50. 154 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 7
46.117.221. 242 |israel 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 7
109. 226. 49. 184 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 7
37.26.148.221 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 7
46. 19. 85. 126 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Inval i d ACK nunber alert 7
46.19. 85. 154 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber alert 6
37.142.222.119 | srael 147.237.77. 243 |nobi le.i o . i1 Streamng Engi ne: TCP Invalid |invalid segnent retransnmission. |, o, 6
Ret ransn ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
37.26.148.187 |Israel 147.237.72. 156 |aman. i df . i SYN At tack SYN -> SYN-ACK -> Ti nmeout alert
176. 13. 249. 237 |israel 147.237. 77. 243 |robi | e. i of . | Streaning Engine: TCP Invalid |invalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46.19. 85. 154 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence I'nval i d ACK nunber noni t or 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
37.26.146.227 |lsrael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code Bl ock 18
112.249.77.18 [china 147.237.77. 176 |nat pash. i df . i | Mil tipl e Unauthorized LR Access from 112.249.77. 18 B ock 15
37.26.146.241 |[Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock
194. 114. 146. 227|I srael 147.237.76.31 |nakchal .idf.il Mil tipl e Unaut hori zed URL Access from 194. 114. 146. 227 B ock
194. 114. 146. 227|I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock
176.13. 232. 201 |Israel 147.237.77. 243 |nobi | e. i df . i | fﬁg ?Lf?ﬁs\;cﬂjicﬂ;nzgaifﬁ;wd in Bl ock 7
112.249.77.18 |China 147.237.77. 176 |nat pash. i df . i | PHP At t enpt B ock
31.178.144.59 |Pol and 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 31.178. 144. 59 B ock
77.138.102.39 |France 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 77.138. 102. 39 B ock
109, 253. 139, 185i srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂtgﬁfz‘??/geggfy‘im e/l st chi | ddocurent s/ 1465 Bl ock 4
185. 32. 179. 236 |l srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock
77.138.102.39 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for v aka. i df . il/mai n/ sachar Bl ock
77.139.42.126  |France 147.237.72. 166 |aka. i df . i | m“;;: rii d?‘_a?l ;\En;ih:/dsaicrfa-rr/i/io;vxpaysl b, aspx Bl ock 3
46. 19. 85. 210 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 3
79.176.90. 237  |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 2
87.69. 76. 108 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
62.0.119. 135 | srael 147.237.72.166 |aka. i df . i | Uhaut hori zed Met hod HEAD for wwu aka. i df.il/nai n/ sachar/ B ock 2
46.19. 86. 179 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 2
37.26.146.162 |[Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 2
207. 46. 13. 52 Lhited Sates [147. 237. 72. 156 |anan. i df . i | Uhaut hori zed URL Access to www anan. i df .il/robots. t xt B ock 2
176. 13. 249. 237 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
77.125.94.155 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod CPTI ONS for v aka. i df . il /sachar/ B ock 1
46.120. 45. 41 I srael 147.237.77. 216 |dover.idf.il Distributed Unauthori zed URL Access on v idf.il/https: /v idf.il/ B ock 1
213.57. 200. 236 |Israel 147. 237.72. 166 |aka. i df . i | w;u;kr::g?ﬂ /L;ﬁ)_:gfjg e/tf?l o/ 2 71772, pel B ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi . i df . i|Wauthori zed URL Access to wwwu kosher-kravi . idf.il/defaul t.aspx B ock 1
2.53.17.151 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode Bl ock 1
192. 115. 64. 250 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for ww aka. i df.il/main/sachar/home. aspx  |Bl ock 1
66. 249. 76. 31 I srael 147.237.77.243|nobi | e. i df . i | Ml tipl e Unaut horized URL Access from 66.249. 76. 31 B ock 1
157.55.39. 214 [wnited Sates [147.237. 77. 176 |nat pash. i df . i | D stributed Suspici ous Response Gode Bl ock 1
Dstributed Paraneter Type Mol ation on
46. 19. 86. 128 I srael 147.237.76.42 |refuah.idf.il wan refua. atal . idf.il1/1518-hel ref uah. aspx par anet er B ock 1
ct | 00$Cont ent Pl aceHbl der 1$t xt Last Nane
31.168.67.122 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
207.46.13. 73 Lhited Sates [147.237.72. 166 |aka. i df . i | Distributed Unaut hori zed URL Access on 147.237. 72. 166/ B ock 1
82.80. 196. 44 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
180. 76. 15. 134  |Chi na 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 9688- he/ r ef uah. aspx  |Bl ock 1
77.138.84. 6 France 147.237.72. 166 |aka. i df . i | m ;L:”Itd?dlllj;?‘;thzflr 'mzs)?an'\fger:‘t"j for Known UR. on B ock 1
217.194. 203. 221 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None
84. 95. 208. 20 I srael 147.237.72. 156 |anan. i df . i | Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 1
79.178.46.53  |israel 147.237.72. 166 |aka. i df . i | m ;li(:l:td?éi w;”;ig;rg; ;ﬂ‘esczislsw? - B ock 1
2.53.28.116 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to v aka. i df .il/mai n/ gi yus/ nul | B ock 1
192. 116. 232. 69 |l srael 147.237.77. 216 |dover.idf . il Mil tipl e Unhaut horized LRL Access from 192. 116. 232. 69 B ock 1
176.13.1.72 | srael 147.237.77.243|nobi | e. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
66.249.76.112 | srael 147.237.72. 166 |aka. i df . i | m”;:;ri' dzfe_‘? I/m;‘mbffz/ef; :l/ogi yus/ general . aspx Bl ock 1
109. 253. 139. 115|I srael 147.237.77.243|nobi | e. i df . i | SSL Untraceabl e Connection - (pen Mde None 1
212.199. 34. 114 |Israel 147.237.72. 166 |aka. i df . i | mn:k":i??ffﬁjg{;;z'/zmptresoume. o None 1
82. 81. 90. 82 I srael 147.237.77. 216 |dover.idf . il Ml tiple Unaut horized URL Access from 82.81. 90. 82 B ock 1
66. 249. 65. 2 I srael 147.237.76.200|ei tan. aka. i df . i| |Unhknown Paraneter |ang in wwu eitan. aka.idf.il/938-en/ eitan. aspx None 1
112.249.77.18 |China 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to waw cogat . idf.il/index. asp B ock 1
84. 95. 208. 20 I srael 147.237.72. 156 [anan. i df . i | PHP At t enpt B ock 1
37.26.148.187 |lIsrael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Gpen Mde None 1
79.179.5.115  |israel 147.237.72. 166 |aka. i df . i | mt;'(:‘?t d?‘f'ill‘?i;f P‘/";;ﬁ; /W hod for Known LRL on Bl ock 1
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