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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature

|Device Action |Count|

46. 210. 161. 62 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
109. 226. 40. 40 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 6
45. 35. 64. 142 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context drop 3
168. 235. 196. 202 Lhited Sates 147.237.77.216 dover.idf.il JLM Under Attack Con Htp drop 3
2.53.185. 220 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
2.55.147.94 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
148.177.168. 117 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
192. 69. 89. 173 Lhited Sates 147.237.76. 44 e.refuah.idf.il |Back List drop 1
192. 69. 89. 173 Lhited Sates 147.237. 76. 200 eitan. aka.idf.i|B ack List drop 1
194. 90. 66. 15 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
77.138.52. 97 F ance 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
62. 210. 143. 245 France 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 3
199. 58. 86. 206 Lhited Sates 147.237. 72. 156 aman. idf.il C1000074: HITP. maj estic bot Per nirt 2
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry |Ste |Signature |Count |
62. 146. 70. 204 147.237.77.176 Ger many nat pash. i df il Tehila - Perl LW with fake user agent 32
79.182. 30. 35 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
66. 249. 64. 105 147.237. 72. 166 Lhited Sates akaidf.il ET SCAN NVAP -sA (2) 1
46.172.91. 21 147.237.77. 74 Wkrai ne lawidf.il ET SCAN NVAP -sS w ndow 1024 1
46.19. 86. 183 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
212.179. 218. 166 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
46. 19. 85. 136 147. 237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
132. 76. 10. 43 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
37.26.148. 180 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
115. 28. 88. 243 147.237.76. 39 Chi na nobi | e. nei tav. i df.il ET SCAN NVAP -sS w ndow 1024 1
5.22.134.239 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 66. 128. 173 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
2.55.19.121 147. 237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
80. 246. 133. 120 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.53.131.18 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
66. 249. 93. 137 147.237. 0. 34 Eur ope tikshuv.if.il ET SCAN NVAP -sA (2) 1
46. 39. 53. 46 147.237.77. 234 Russi an Federati on hal ag. i df .il ET SCAN NVAP -sS w ndow 1024 1
212.199. 121. 135 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
46. 19. 85. 157 147.237.77. 216 | srael dover.idf.il portscan: TCP DO stri buted Portscan 1
185. 32. 179. 139 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
45. 63. 28. 189 147.237.0. 35 Lhited Sates akaws. i df .il ET SCAN NVAP -sS w ndow 1024 1
132. 64. 187. 69 147.237.77. 216 | srael dover.idf.il portscan: TCP DO stri buted Portscan 1
5. 255. 90. 133 147. 237. 76. 148 Net her | ands gqcenter. aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 253. 203. 125 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
2.55. 153. 159 147.237.77. 216 | srael dover.idf.il portscan: TCP DO stri buted Portscan 1
85. 64. 136. 164 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
2.53.154. 243 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
168. 235. 196. 202|Uhited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 90
62.0.203. 129 | srael 147.237.72. 166 |aka.i df . il drop First packet isn't SN drop 56
62. 0. 200. 166 | srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop 46
62.0.197. 25 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 42
188. 247.76. 170 |Jordan 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 36
62. 0. 197. 85 | srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop 29
62. 0. 200. 163 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 18
109. 253. 223. 252|I srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 14
2.53.171. 79 I'srael 147 237. 77, 243 | bl e, i o1 [ 4 NG Engine: TCP Invalid nvalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dr opped.
62.0.197.25 | srael 147.237.76.42 |refuah.idf.il |dr op Frst packet isn't SN drop 12
85. 64. 23. 138 | srael 147.237.72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 11
46.19. 86. 102 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 9
46.19. 85. 128 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 8
62. 0. 200. 202 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 7
46. 19. 86. 102 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber alert 7
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
46. 19. 85. 177 I srael 147.237.76.42 [refuah.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 6
79.178.136.38 | srael 147.237.77. 243 |mobi e i o 11 [ AT NG Engine: TP Invalid Invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 156 I srael 147.237.76.42 |refuah.idf.il |[Bad TCP sequence Invalid ACK nunber alert
46. 19. 86. 102 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop
46. 19. 85. 209 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert
87.70.7.111 I srael 147, 237. 77, 243 |mbil e i o1 [} €@ NG Bngine: TCP Invalid nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 156 I srael 147.237.76.42 [refuah.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
2.55.152. 166 | srael 147.237.77.233|ata .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
46. 19. 85. 209 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 6
192. 116. 108. 188|I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d sequence nunber noni t or 6
2.53. 45,107 I'srael 147.237.77. 243 |t e, i o 11 |7 AM NG Engine: TGP Invalid Inval i d segrent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
46.19. 85. 177 I 'srael 147.237.76.42 [refuah.idf.il |Bad TCP sequence Inval i d ACK nunber alert 6
176. 13. 10. 252 | srael 147.237.72. 166 |aka.idf. il dr op Frst packet isn't SN drop 5
46. 19. 86. 124 | srael 147.237.76. 42 [refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST moni t or 5
212.179. 218. 166|l srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval id ACK nunber noni t or 5
212.179. 218. 166|l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
46. 19. 86. 76 | srael 147.237.72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
5.22.134. 253 I 'srael 147.237.76.42 [refuah.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 5
109. 253. 197. 51 |l srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 5
46. 19. 86. 26 | srael 147.237.72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
65.55.210. 165 |Uited Sates |147. 237, 76. 200 |eitan aka iaf | CAM NG Engine: TCP Invalid Invalid segnent retransmssion. drop 4
Ret r ansni ssi on Packet dr opped.
212.179. 218. 166|I srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
109. 253. 134. 18 |Israel 147.237.76.42 |refuah.idf.il |SYN At ack SYN -> SYN ACK -> Ti meout alert 4
46. 19. 85. 128 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber alert 4
46. 210. 161. 62 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
109. 253. 134. 18 |Israel 147.237.76.42 |refuah.idf.il |SYN At ack SYN -> SYN ACK -> Ti meout moni t or 4
46.19. 86. 139 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 86. 102 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
109. 253.134. 18 |Israel 147.237.76.42 |refush.icf.il [Bad TCP sequence mﬁsg :"”SW wehdifferent Joonitor |4
157.55.2.151  |uited Sares |147.237. 76. 200 |ei tan aka idf . | O ng Engi ne: TP Invalid Inval i d segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dr opped.
2.53.158. 25 | srael 147.237. 72. 156 |aman.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or
81.218.203.195 |lsrael 147.237.72. 166 |aka. i df il drop First packet isn't SN drop
109. 253. 134. 18 |Israel 147.237.76.42 |refuah.icdf.il |Bad TCP sequence I'nvalid sequence nunber noni t or
66.249. 64,163 |Uited Sares |147. 237,77 243|mobiteiar.i1 |2 €M NG Engine: TCP Invalid Invalid segent retransmssion. drop 3

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.210.185.83 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 80
46. 19. 86. 20 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 72
188. 120. 154. 234]I srael 147.237.0.19 |[nadimatal .idf.il Dstributed Suspicious Response Code B ock 51
37.26.146.140 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 12
. . . Unhaut hori zed URL Access to
176.13.236.80 |lIsrael 147.237.77.243|nobi | e. i df . i | nobi | e, i o . | 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1390 B ock 8
. . . Unaut hori zed URL Access to
109.64.87. 49 | srael 147.237.77. 243|mobi | e. i df . i | nobi | e.i df .il/categorytenpl ates/|istchil ddocunent s/ 1362 Bl ock 6
2.55.191.92 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
. - D stributed Unaut hori zed Met hod for Known URL on
77.138. 230. 214 |France 147.237.72. 166 |aka. i df . i | e aka. i df . i | / mai / sachar / vi ewpaysl i p. aspx Bl ock 5
62.146.70. 204  |Ger many 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At enpt B ock 5
82. 81. 60. 249 I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized Method for Known URL from 82.81. 60. 249 |B ock 5
109. 253. 146. 56 |l srael 147.237.0.19 |nadimatal .idf.il D stribut ed Suspici ous Response Gode B ock 3
62.146.70.204  |Ger many 147.237.77. 176 |mat pash. i df . i | Ml tipl e Unaut hori zed URL Access from 62. 146. 70. 204 B ock 3
. . . Unaut hori zed URL Access to
91.235.224.8  |kraine 147.237.77. 176 [nat pash. i df . i | vaw cogat i dff . i 1/ adni n/ cs wysi wyg/ di recti vel i ndex/ Bl ock 3
77.125.56. 14 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 85. 210 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
2.53.171. 79 I srael 147.237.77.243|nobi l e.idf . i | Dstributed Suspicious Response Code B ock 3
109. 253. 144. 166l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19. 85. 132 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
80. 246. 139. 249 |[Israel 147.237.0.19 |[nadimatal .idf.il Dstributed Suspicious Response Code B ock 3
2.53.150. 25 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
79.178.136.38 |[Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 2
. - Paraneter Read Qily Molation in
109. 253. 143. 33 |l srael 147.237.72. 166 |aka. i df . i | v aka i df i |/ mai v sachar !/ f or got passwor d. aspx None 2
37.26.149.167 |[lIsrael 147.237.72.166|aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 2
. - Unaut hori zed Met hod PCST for
77.138.138.60 |France 147.237.72. 166 |aka. i df . i | o aka i df i1/ rai v sachar /i ysl i p. aspx B ock 2
91. 235.224. 8 kr ai ne 147.237.77. 176 |mat pash. i df . i | Mil tiple Admin Bl ocking from91.235.224.8 Bl ock 2
212.199.118.19 |[Israel 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to waidf.il/images/ 1. he/titlecap. png |B ock
82. 81. 60. 249 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod HEAD for ww aka. i df . il /mai n/ sachar/ B ock
. . Unaut hori zed URL Access to
46.19. 85. 177 I srael 147.237.76.42 |refuah.idf.il 147. 237. 76, 42/ 1518- he r ef uah. aspx B ock 1
180. 97. 106. 37  |Chi na 147.237.77.235|sviva.idf . il Dstributed I11egal Byte Qode Character in Mthod B ock
180.97. 106. 37  [Chi na 147.237.72. 156 |aman. i df . i | Dstributed NLL Character in Mthod B ock
. . Paraneter Type M ol ati on ctl 00$Cont ent P acetbl der 1$t xt Last Nane
176.13. 17. 58 I srael 147.237.76.42 |refuah.idf.il in ww refua atal i df.il/1518- hel ref uah, aspx B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 202 I srael 147.237.77. 216 (dover. i df .i| 147.237.77. 216/ 1133- 19666- he/ i df gdover . aspx Bl ock 1
46.116.104. 43 [Israel 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
180. 97. 106. 161 |Chi na 147.237.76.42 |refuah.idf.il Dstributed NLLL Character in Mt hod B ock 1
81.218.56.171 | srael 147. 237.77. 216 |dover . i df . i | Distributed thauthori zed URL Access on B ock 1
wv i df i | /i nages/ 1. he/ titl ecap. png
10. 161. 50. 81 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for www aka. i df.il/ishurimexanpcert/ |B ock 1
. . . Mitiple Illegal Byte Gode Character in Mthod from
180. 97.106. 37  |China 147.237.77. 216 |dover. i df . il 180. 97, 106. 37 B ock 1
m ny- kosher - kravi . i
180. 97. 106. 37  |Chi na 147.237.0. 17 of niyl Mil tiple NILL Character in Method from 180. 97. 106. 37 B ock 1
121. 42.54. 54 Chi na 147.237.77.216|dover.idf .l Ostributed PHP At tenpt B ock 1
62.219.254.22 |lIsrael 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte Gde Character in LR B ock
217.69. 133. 225 RJsls;;ni on 147.237.72. 166 |aka. i df . i | Uhknown Paraneter sidescroll in aka.idf.il/giyus/leshakot/ None 1
84.94.52.110 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod CPTI CNS for v aka. i df . i | / mai n/ sachar/ B ock 1
180. 97. 106. 37  |Chi na 147.237.77.235|sviva. i df . il Dstributed NILL Character in Mt hod B ock 1
180. 97. 106. 37  |Chi na 147.237.76.200(ei tan. aka. i df . il Dstributed I11egal Byte Qode Character in Mthod B ock 1
77.138.240.71 |France 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod PCST for waw aka. idf.il/ishurinmnain/ B ock 1
. . Unhaut hori zed URL Access to
66. 249. 75. 8 I srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8942- he/ r ef uah. aspx Bl ock 1
. - Unaut hori zed Met hod PCST for
46.117.94. 79 I srael 147.237.72.166 |aka. i df . i | vaw aka. i df i |/ mai r/ sachar / f ad, aspx B ock 1
180. 97. 106. 161 |Chi na 147.237.77.233|atal .idf.il Dstributed I11egal Byte Qode Character in Mthod B ock 1
81.218.56.171 |[Israel 147.237.77.216|dover.idf.il Ml tipl e Unaut hori zed URL Access from 81.218.56. 171 B ock
180. 97.106. 37  |Chi na 147.237.77. 216 |dover.i df . il Mil tiple NILL Character in Method from 180. 97. 106. 37 B ock
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