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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site

|Signature |Device Action |Count |
2.55. 10. 56 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
54.72.0.55 Irel and 147.237.77.216 dover.idf.il SYN H ood out of context drop 2
192. 69. 89. 173 Lhited Sates 147.237.76. 199 e nakchal .idf.il |Back List drop 1
77.138.52. 97 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature Devi ce Action ‘Oount |
5.9.89.170 Ger many 147.237.77.216 |dover.idf.il CL000074: HTTP. naj estic bot Per mit 10
5.189.190.238  [Ger many 147.237.72.167 |i shuri maka. i df.il[20086: HTTP. Mi ebl ackcat Security Scanner Bl ock 5

5.189.190.238  [Ger many 147.237.72.167 |i shuri maka. i df.i[20085: HITP. Mi ebl ackcat Security Scanner Initia Request B ock
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|Top Attackers In |D|

A tacker

‘Target Addr ess count ry Signature
139.59.28.44  |147.237.0.34 |Sngapore tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
125. 65.82. 44  |147.237.72. 156 |Chi na aman.idf.il ET SCAN NVAP -sS wi ndow 1024 1
125.65.82.44 |147.237.0.17 [China mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
79.180.62.23  [147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
50.116. 123. 33 |147.237.72. 156 |Lhited Sates aman.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.39.53.46  |147.237.77.178 :3:::30” e.nat pash. i df .| ET SCAN NVAP -sS wi ndow 1024 1
5.189.190. 238 |147.237.72. 167 |Ger many i shuri maka.idf.il ET WEB SERVER Mii ebl ackcat scanner 1
211.149.222.5 |(147.237.76. 196 [Chi na e.svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
176. 13. 238. 140 [147. 237. 72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
139.59.28.44  |147.237.0.33 |S ngapore idf.il ET SCAN NVAP -sS w ndow 1024 1
125. 65.82. 44  [147.237.0.33 [China idf.il ET SCAN NMAP -sS wi ndow 1024 1
89.248.163.3 [147.237.0.15 [Netherlands kosher-kravi .idf.il ET SCAN Behavi or al Unusuglly fast Termnal Server Traffic, 1
Potential Scan or Infection
62. 210. 243. 100 |147. 237. 72. 217 |France eidf.il ET SCAN NVAP -sS wi ndow 1024 1
46.39.53.46  |147.237.77.243 :jj;”ion mobi | e. i df i | ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 86. 69 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.55.142. 23 147.237.77. 216 |I srael dover . idf il portscan: TCP O stributed Portscan 1
183.60. 47.48  [147.237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1




09-29-2016-07:04:03 to 09-29-2016-08:04:03

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
195. 160. 242. 40 |l srael 147. 237. 77. 216 |dover.i df .i | drop First packet isn't SN drop 122
212.117. 143. 250|i srael 147.237.77. 234 |hal ag.i of . | Bad TCP sequence mdgitvrsir:l"lt wth different monitor |39
176.13.235. 126 |Israel 147.237.77. 243 |robi | e. i of . i1 Streamng Engine: TCP Invalid finvalid segnent retransnissi on drop 30
Ret ransni ssi on Packet dr opped.
195. 160. 242. 40 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 30
195. 160. 242. 40 |l srael 147.237. 77. 216 [dover. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 18
91.87.217.75 Bel gi um 147. 237. 77. 216 |dover.i df .i | drop First packet isn't SN drop 12
46. 19. 85. 180 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber nonitor (8
104.192.91.8  |[Wited Sates [147.237.72. 166 |aka idf.il Streamng Engine: TCP Invalid finvalid segnent retransmssi on drop 8
Ret ransni ssi on Packet dr opped.
185.32.179.85 |Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
176.13.10.252 [Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence wﬁrﬁ:‘j&;?&gth moni tor |7
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
188. 120. 132. 2261 sr ael 147.237.77. 243 |mbile.i o i1 Streamng Engi ne: TCP Invalid invalid segnent retransmssion. |, o, 6
Ret r ansni ssi on Packet dr opped.
37.26.149.212 |Israel 147.237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 6
176.13.10.252 |Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout aert 5
46. 19. 85. 180 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 5
176.13.10.252 |Israel 147.237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 5
196. 217. 135. 245|Mor occo 147.237. 77. 176 |nat pash. i df .i | drop drop 5
91.228.248. 251 |Israel 147.237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST nonitor |4
46. 19. 86. 160 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |4
69.26.143.161 |Lhited Sates [147.237.77.216|dover.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 3
89.237.255. 14  |Kyrgyzstan 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
115. 124. 45. 210 [India 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 3
46. 19. 85. 136 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber nonitor 3
109. 253. 208. 43 |l srael 147.237.77. 243 |nobi l e.i df . Streamng Engi ne: TCP Invalid |invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.
46.19.85.146 | srael 147.237.77. 226 '} chanat z. aka. 1df 1paq TOP sequence Inval i d ACK nurber moni tor |2
109. 253.214.8 |l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 2
46.120.163.80 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber noni t or 2
46.19. 86. 9 I srael 147.237.72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST noni t or 2
115. 124. 45. 210 |India 147.237. 77. 216 [dover.i df .i Bad TCP sequence Inval i d ACK nunber alert 2
37.46.38.73 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber noni t or 2
176. 13. 23. 153 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 2
80. 246. 136. 47 |l srael 147.237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
2.53.149. 139 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
180. 97. 106. 162 |Chi na 147.237.72. 167 |ishurimaka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
5.102.195.222 [Israel 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 2
46. 19. 86. 54 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 2
176.13.3.97 I srael 147.237.72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST noni t or 2
109. 253. 218. 48 |l srael 147.237.72. 166 |aka. i df .| dr op First packet isn't SN drop 2
109. 253. 195. 221l srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 2
46.120.163.80 [Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert 2
176.13.10.252 |Israel 147.237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
46. 19. 86. 214 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
80.178.124. 180 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
141. 226. 162. 165|I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
184. 105. 139. 116|lhited Sates [147.237.72. 167 |i shurimaka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
74.82.47. 11 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
180.97.106.37 [China 147.237.77.74 [lawidf.il Bl ock HTTP Non Conpli ant Response out of state moni tor |1
5.29. 64. 224 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber aert 1
62.210. 243. 100 |France 147.237.76. 197 |e. hi nush. i df . | Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1

enf or cenent
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
27.44.213.50 Chi na 147.237.77.216|dover. i df . i | Mil tipl e Unhaut horized URL Access from 27. 44. 213. 50 B ock 17
27.44.213.50  |China 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unauthorized URL Access from 27.44. 213. 50 B ock 17
109. 253. 223. 75 |l srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code Bl ock 15
46.210.185.83 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 14
27.44.213.50  |China 147.237.77. 176 |mat pash. i df . i | Distributed PHP Attenpt B ock 6
27.44.213.50 Chi na 147.237.77.216|dover.idf . il Dstributed PHP Attenpt Bl ock 6
82.102. 135. 142 |l srael 147.237.76.31 |nakchal .idf.il Unhaut hori zed HTTP Met hod B ock 5
89.138.86.133 |[Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod CPTI NS for ww aka. i df . i |/ nai n/ sachar/ Bl ock 4
109. 253. 212. 172|I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code Bl ock 3
176.13.15. 147  |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 3
176.13.15.196 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.53.153. 47 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code Bl ock 2
85. 65. 127. 79 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 85.65.127. 79 B ock 2
185.32.179.85 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
91.87.217.75 Bel gi um 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for ww aka. i df . il/mai n/ sachar Bl ock 2
77.139.68.200 |France 147. 237.72. 166 |aka. i df . i | mt;]i; lijzf(.ji Hq::cthr;?” zed Method for Known LR on Bl ock 1
180. 97. 106. 162 |Chi na 147.237.72.167|i shuri maka. i df . i|Dstributed I11egal Byte Qxde Character in Mthod B ock 1
46.19. 86. 67 I srael 147.237.72. 166 |aka. i df . i | m“;kgorl jeﬂ /'\f;j wgaﬁ\; ‘;;paysl . aspx Bl ock 1
2.53.10.51 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
84. 95. 208. 20 I srael 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to wwuidf.il/default.aspx Bl ock 1
66.249.66. 177 |lsrael 147.237.77.216|dover. i df . il Mil ti pl e Wnaut horized URL Access from 66. 249. 66. 177 B ock 1
212.117. 143. 250! srael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/bul l et 1. gi f  |H ock 1
180. 97. 106. 37  |Chi na 147. 237. 76. 147 |chi nuch. aka. i df . i|Dstributed I11egal Byte Qxde Character in Mthod Bl ock 1
94. 230. 86. 33 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
79.181.32.107 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
180. 97. 106. 162 |Chi na 147.237.72.167|i shuri maka. i df . i|Dstributed NLLL Character in Mt hod B ock 1
66.249. 66.210 |lsrael 147.237.77.216|dover . i df .i | Unhaut hori zed URL Access to 147.237.77. 216/ 1779- he/ dover . aspx B ock 1
213.57.62. 94 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.i|/mai n/ hone/ gi uys B ock 1
27.44.213.50 Chi na 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to waw i df . il/index. asp Bl ock 1
180. 97.106. 37 |China 147. 237. 76. 147 |chi nuch. aka. i df . i[Dstributed NLL Character in Mt hod B ock 1
109. 64.27.122  |lIsrael 147.237.77. 216 |dover . i df .i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
81.218.118.124 [Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shar ed/ | ayout . css Bl ock 1
66.102.9.2 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed Met hod PCST for v aka. i df.il/mai n/ sachar/kl ali.aspx B ock 1
85. 65. 127. 79 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod HEAD for ww aka. i df. i/ mai n/ sachar/ Bl ock 1
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ yohal an/ mai n/ mai n. asp Bl ock 1
37.142.218.181 | srael 147. 237.72. 166 |aka. i df . i | m;&z?deﬁiwi;t :ﬂ;ﬁ;/m hod for Known LR on Bl ock 1
180. 97. 106. 37  |Chi na 147.237.77.74 |lawidf.il Illegal Byte Qode Character in Mthod B ock 1
109.64.58.96  |Israel 147. 237.72. 166 |aka. i df . i | e l?ﬁggfiﬂgﬂ:&;ﬁ;}o‘b;ﬁll [ kepatzl[esiol2 Bl ock 1
188. 120. 132. 226|1 sr ael 147.237.77. 243 |nobi l e. i df . i | Distributed Suspicious Response Code B ock 1
66.102. 9. 24 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Met hod PCST for aka.idf.il/mai n/ hone/ def aul t. aspx Bl ock 1
68.180.228.44 |lhited Sates |147.237.76.200|ei tan. aka.idf.il |Unknown Paraneter PageNumin waw eitan. aka.idf.il/1103-en/ eitan. aspx [None 1
180.97.106.37  [China 147.237.77.74 |lawidf.il NULL Character in Method B ock 1
46.4.74. 42 Ger many 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for waw aka. i df.il/brothers/skira/default.asp |B ock 1
109. 64. 58. 96 | srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qbde Character in LRL from 109. 64. 58. 96 B ock 1
82.102. 135. 142 |[Israel 147.237.76.31 [nakchal .idf.il Uhaut hori zed URL Access to wwwy nakhal .idf.il/sip storage/files/2/ B ock 1
207.46.13.160 |[Wited Sates [147.237.76.42 |[refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
66.249. 64.169 I srael 147.237.77. 243robi | e i off .1 [Fauthorized UL IA-CIfr?oSV\srvta([)JpI - epp- i t - assoc] ati on Bl ock 1
176.13. 227. 120 |israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: Cpen Mde None 1
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