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l 8. 37. 225. 213
184. 168. 46. 19
I 209. 208. 126. 125
109. 253. 200. 44

l 223. 24. 41. 183
M 106. 38. 241. 106
[ 180. 97. 106. 37
M 46. 19. 85. 251
184. 168. 152. 41
M 23.91. 70. 43
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
8. 37.225.213 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 143
0.0.0.0 147.237.77.216 dover.idf.il SYN H ood out of context dr op 16

8. 37.225.213 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under Attack Con Htp drop 6

66. 249. 66. 177 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 4

68. 180. 231. 57 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4

198. 167. 138. 181 Lhited Sates 147.237.76. 30 hi nush. i df .i | B ack List drop 1

93. 174. 94. 235 Net her | ands 147.237.76. 39 nobi le.neitav.idf.il |Back List drop 1

109. 226. 40. 40 | srael 147.237.77.216 dover.idf.il SYN H ood out of context dr op 1

139. 162. 216. 112 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Address

| Attacker Qountry

get Address

|Site

Devi ce Action |Count |

184. 168. 46. 19 Lhited Sates 147.237.77.216 |dover.idf.il 5670: HITP. SQ Injection (SELECT) B ock 12
184. 168. 152. 41 Lhited Sates 147.237.77.176 |natpash.idf.il [6134: HITP SQ Injection Variabl e Declaration Evasion B ock 8
106. 38. 241. 106 Chi na 147.237.72.156 |anan.idf.il C1000071: HTTP:. User Agent Sogou+web+spi der Per nirt 8
195. 74. 38. 15 Sweden 147.237.77.216 |dover.idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion Bl ock 6
184. 168. 46. 19 Lhited Sates 147.237.77.216 |dover.idf.il 6134: HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 6
209.208.126.125 |[thited Sates 147.237.77.74  |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
64.87. 23.55 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
128.187.112.5 Lhited Sates 147.237.77.74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
92.222.142. 219 France 147.237.77.74 lawidf.il 5670: HITP. SQ Injection (SELECT) Bl ock 6
23.91.70. 43 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
62.149.132. 179 Italy 147.237.77.233 |atal .idf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
184. 168. 152. 41 Lhited Sates 147.237.77.176 |natpash.idf.i| |[3808: HITP SQ Injection Variabl e Declaration Evasion B ock 4
184. 168. 152. 41 Lhited Sates 147.237.77.176 |matpash.idf.il |5670: HITP. SQ Injection (SELECT) B ock 4
106. 38. 241. 106 Chi na 147.237.77.176 |nat pash.idf.il [C1000071: HTTP: User Agent Sogou+web+spi der Per mit 3
106. 38. 241. 106 Chi na 147.237.76. 31 nakchal .idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Per nirt 2
62.149. 132. 241 Italy 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 2
137.117.9. 67 Lhited Sates 147.237.77.74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 2
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

184.168.46.19 |147.237.77.216|lhited Sates  |dover.idf.il SQ Injection - Select From 20
209. 208. 126. 125|147.237.77. 74 |Lhited Sates lawidf.il SQ Injection - Select Fom 18
23.91.70.43 147.237.77.74 |Uhited Sates lawidf.il S Injection - Select Fom 8
62.149.132. 179 |147.237.77.233]Italy atal.idf.il SQ Injection - Select From 8
137.117. 9. 67 147.237.77.74 |Wited Sates  [lawidf.il SQ Injection - Select Fom 6
128.187.112.5 [147.237.77.74 |Wited Sates lawidf.il S Injection - Select Fom 4
64.87.23.55 147.237.77.74 |lhited Sates lawidf.il SQ Injection - Select From 3
124.107.95.73  |147. 237. 76. 202 | ngapore ehalag.idf.il ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 5

Potential Scan or Brute Force
92.222.142.219 |147.237.77.74 |Rance lawidf.il S Injection - Select From 2
27.72.57.38 147.237.77. 74 |M et nam lawidf.il Xenu Link Seuth User Agent 2
212.116.72.226 |147.237.77.179|Sweden e.nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
172.56.7.50 147.237.72. 166 |Wnited Sates  [akaidf.il ET SCAN NVAP -sA (2) 1
106. 187. 45. 144 [147.237.0.15 |Japan kosher-kravi .idf.i|[ET SCAN Potential SSH Scan 1
46.39. 53. 46 147.237.77. 216 ?éjj;’}m dover. i df .il ET SCAN NVAP -sS wi ndow 1024 1
212.116.72.226 |147.237.77. 179 |Sneden e.nazi.idf.il ET SCAN NVAP -sS w ndow 2048 1
212.116. 72.226 |147.237.77.179|Sweden e.mazi.idf.il ET SCAN NVAP -f -sS 1
o01. 43 204. 57 |147. 237 76. 200 |Erazi | oitan akaidh il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
182, 150. 169. 10 |147. 237. 76. 148 |chi na gqcemer.akaidf.HEl' SCAN Behavi oral Lhusual |y fast inbound Tel net Connecti ons, 1

Potential Scan or Brute Force
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
8. 37.225.213 Lhited Sates|147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 624
8.37.225.213 Lhited Sates|147. 237. 77. 216 |dover.idf .i| SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 158
Sreaning Engine: TGP Invalid i i sSi
109. 253. 200. 44 | srael 147.237.77. 243 |nobil e. i df . 9 =g Invalid segnent retransmssion. Packet . 30
Ret ransm ssi on dr opped.
Sreaning BEngine: TP Invalid i i ssi
223.24.41.183 |Thailand  |147.237.77. 243 |nobile.i df i 9 =9 Invalid segnent retransmssion. Packet |, 30
Ret r ansm ssi on dr opped.
8.37.225.213 Lhited Sates|147. 237. 77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber noni t or 30
Streamng Engi ne: TGP SYN Data received before SN vas
8.37.225. 213 Lhited Sates|147.237. 77. 216 |dover.idf.il L. .. S dro 13
Mbdi fi ed Retransm ssion acknow edged. Sripping all packet data P
76.174.152.10 |lhited Sates|147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |12
46.120. 231. 174 [l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 8
46. 19. 85. 90 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber moni tor |6
46. 19. 85. 251 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert 6
176. 13.233. 150 |Israel 147.237.77. 216 |dover.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
46.19. 85. 251 I srael 147.237.77. 216 [dover.idf i Bad TCP sequence I'nvalid ACK nunber monitor |6
Sreaning Engine: TGP Invalid i i sSi
2.53.34. 35 I srael 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. Packet |, ., 6
Ret r ansmi ssi on dr opped.
209. 208. 126. 125|lhited Sates|147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 6
46. 19. 85. 90 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 6
106. 38. 241. 106 |Chi na 147. 237.72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 6
212.143.142.56 |[lIsrael 147.237.77. 216 [dover.idf il drop First packet isn't SWN drop 4
106. 38. 241. 106 |Chi na 147.237.72. 156 |anan. i df . i | drop First packet isn't SYN drop 4
Sreaning Engine: TGP Invalid i i ssi
46.19.85.251  |israel 147. 237. 77. 216 |dover. i of . i | 9 =g Invalid segnent retransmssion. Packet 4
Ret ransm ssi on dr opped.
. . SYNretransmt wth different w ndow .
5.29.93. 145 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence ocal e noni t or 4
46. 19. 85. 69 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber alert 3
Sreaning Engine: TGP Invalid i i ssi
109. 253. 195. 125|1 srael 147.237.77. 243 |nobi l e. i of . | 9 =g Invalid segnent retransmssion. Packet |, 3
Ret r ansm ssi on dr opped.
213.8.163. 73 | srael 147.237.72. 166 |aka. i df .i| SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
106. 38. 241. 106 |Chi na 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
Streamng Engi ne: TGP SYN Dat a recei ved before SYN vas
212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.il .. . . L dro 3
Mbdi fi ed Retransm ssi on acknow edged. Stripping all packet data. P
46. 19. 85. 69 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |3
46.19. 85. 135 I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence Inval i d ACK nunber moni tor |3
2.55.149. 33 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
139. 162. 216. 112|lhited Sates|147. 237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 3
106. 38. 241. 106 |Chi na 147. 237.72. 156 |anan. i df .i | Bad TCP sequence Invalid ACK nunber alert 3
46.120.231.174 |l srael 147.237.72. 166 |aka. i df . i SYN At t ack noni t or 3
80. 74. 107. 118 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 2
80.246.137.74 |lsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
5.29.93.145 [Israel 147.237.76.42 |refuahidf.il  [Bad TCP sequence S retransmt wWth different window | o 2
176. 13. 251. 57 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 2
109. 226. 40.40 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
46.120. 53. 206 [l srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2
46. 19. 85. 49 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 2
2.53.10. 158 I srael 147.237.72. 166 |aka. i df . il drop First packet isn't SWN drop 2
79.183.84.205 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
46. 19. 85. 49 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
180.97.106.37 |Chi na 147.237.0.19 |nadimatal .idf.i|Bad TCP sequence Inval i d ACK nunber monitor |2
109. 253. 209. 74 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
213.57.56.148 | srael 147.237.77. 216 |dover.icf.il  |[Bad TCP sequence SNAK retransmt with di fferent monitor |1
w ndow scal e
77.138.52. 97 France 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber moni tor |1
74.82.47.21 Lhited Sates|147.237.0.33 |idf.il drop drop 1
109. 226. 40. 40 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
5.29.54. 186 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber aert 1
84.111.39.177 |lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 1
180. 97.106. 37 |China 147.237.76.200 |eitan. aka.idf.il |[SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
109. 253. 147. 204|i srael 147.237.77. 243 |nobi | e. i df . j|  |DStributed Paraneter Type Mol ation on nobile.idf.il/sachar/login Bl ock 4
par anet er Passwor d

84.110.233.19 |[lIsrael 147.237.72.166 |aka. i df . i | Unhaut hori zed LRL Access to www aka. i df.il/mai n/ sachar/undefi ned B ock 4

79.176.122.62 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2

77.138.151. 156 |France 147.237.72. 166 |aka. i df . i | Uhaut hor i zed Met hod PCST for www aka. i df.il/sachar Bl ock 2

77.138.66.125 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for waw aka. i df.il/sachar/l ogin/ Bl ock 1

207. 46.13. 73 Lhited Sates |147.237.72.166|aka.idf.il Lhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1

66.249.66.177 |lsrael 147.237.77.216|dover. i df .i | Lhaut hori zed LRL Access to waw idf.il/atal 1/izkor/ vi ew i ngt op. asp Bl ock 1

40.77.169.102 |wited Sates |147.237.77.216|dover.idf.il x::;tg;n zed URL Access to wiw idf. i1/1133-14686-he/ dover. aspx B ock 1

180. 97.106. 37 |China 147.237.0.34 |tikshuv.idf.il DOstributed I11egal Byte Gode Character in Mt hod B ock 1
. . Unaut hori zed URL Access to

66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p st or age/ fi | es/ 7/ 70197. doc B ock 1

180. 97.106. 37 |China 147.237.76.31 |nakchal .idf.il |Dstributed NLLL Character in Mt hod Bl ock 1
. ] Unaut hori zed URL Access to

66. 249. 64. 41 I srael 147.237.72. 166 [aka. i df . i | 147.237.72. 166/ si p st or age/ fi | es/ 9/ 69999 doc B ock 1
. . Unaut hori zed Met hod PCST for

77.138.122.84 |France 147.237.72. 166 |aka. i df . i | vanw aka, i df i |/ mai n/ gi yus/ yahash2017/ | obby. aspx Bl ock 1

. ] Unaut hori zed URL Access to

66.249.66.197 [Israel 147.237.77.216|dover. i df . i | 147. 237, 77. 216/ 1133- 21522- he/ i df gdover . aspx B ock 1

46.19. 85. 251 I srael 147.237.77. 216 |dover.idf . il SSL Untraceabl e Connection - Cpen Mde None

180. 97. 106. 37  |China 147.237.0.34 |tikshuv.idf.il Dstributed NLLL Character in Method B ock
- . Unknown Paraneter docld in

79.177.148.48 |lsrael 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ mai r/ gi yus/ yahash2017/ | obby. aspx None 1
- . Uhaut hori zed URL Access to

66. 249. 76. 79 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ si p. st or agel {1 es/ 5/ 71735. pdf Bl ock 1

180. 97. 106. 161 |Chi na 147.237.77.233|atal .idf.il Illegal Byte Qde Character in Mthod Bl ock 1
. . Unaut hori zed URL Access to

66. 249. 64. 43 I srael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ si p. st or agel {1 es/ 3/ 71583. pdf Bl ock 1

109. 253. 195. 125|I srael 147.237.77.243|nobi | e.i df . i | Lhaut hori zed URL Access to nobile.idf.il/sachar/ B ock 1

66.249. 75. 4 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 9022- he/ r ef uah. aspx  |B ock 1

46.120.56.196 |Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1

180. 97.106.37 |Chi na 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in Mthod Bl ock 1
. . Unaut hori zed URL Access to

66. 249. 76. 81 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ si p. st or agel {1 es/ 3/ 71663. pdf B ock 1

180. 97. 106. 161 |Chi na 147.237.77.233|atal .idf.il NULL Character in Method Bl ock 1

66. 249. 64. 105 |l srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter docl.. in waw aka. idf.il/main/giyus/ general . aspx None 1

180. 97. 106. 37  |Chi na 147.237.0.19 |madimatal .idf.i|Dstributed Illegal Byte Gde Character in Mthod Bl ock 1

2.53.34.35 | srael 147.237.77.243|nobi | e. i df . i | Suspi ci ous Response Code B ock 1
- . Unaut hori zed Met hod PCST for

77.138.217.33 |France 147.237.72. 166 |aka. i df . i | vaw aka. i . i 1/ mai n/ i yus/ yahash/ sheel on. aspx B ock 1

66. 249. 75. 12 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 8822- he/ r ef uah. aspx  |B ock 1

58.185. 83. 34 S ngapor e 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod PCST for v aka.idf.il/mai n/ sachar/kl ali.aspx Bl ock 1

180.97.106.37 |China 147.237.72.166 |aka. i df . i | Dstributed NLLL Character in Mt hod B ock 1

89. 138. 254. 183 |l srael 147.237.77. 216 |dover . i df . i | PHP At t enpt Bl ock 1

68.180.231.57 |Wnited Sates |147.237.77.216|dover.idf.il Uhaut hori zed UR. Access to wan i df.il/1294-ar/wweidf.il/ar Bl ock 1

. . . I11egal Byte Qode Character in Header Nane User-Agent Mbzilla/5.0 (X11;

195. 189. 227. 31 |lkrai ne 147.237.77.216|dover. i df . i | Wunt u; Li nux x86 64: rv B ock 1

66.249. 64. 124 [Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/fanily Bl ock

5. 29. 93. 145 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx Bl ock 1

180. 97. 106. 37  |Chi na 147.237.0.19 |[madimatal .idf.i|Dstributed NALL Character in Method Bl ock

77.139.67.105 |France 147.237.72. 166 |aka. i df . i | Wnaut hor i zed Method POST f or . B ock 1

ww aka. i df . i |/ nai n/ sachar/ vi enpaysl i p. aspx

66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | D stributed Lhaut hori zed URL Access on 147. 237.72. 166/ robot s. t xt B ock 1

66.102.9.8 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Met hod PCST for www aka. i df.il/mai n/giyus/sitemap. aspx |B ock 1

180.97.106.37 |China 147.237.76.31 |nakchal .idf.il Dstributed I11egal Byte Gode Character in Mt hod Bl ock 1

89. 138. 254. 183 |[Israel 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df.il/wp-1ogin. php Bl ock 1
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