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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action
79.178. 93. 250 | srael 147.237.77. 216 dover.idf.il B ack List drop 2
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry | Target Address |S gnature Devi ce Action |Oount |
168. 144. 249.52  |Canada 147.237.76. 31 nakchal .idf.il [6134: HITP. SQ Injection Variabl e Declaration Bvasion B ock 12
184.168.27.118 |lLhited Sates 147.237.77.74 lawidf.il 6134: HITP. SQ Injection Variabl e Decl aration Bvasion B ock 12
184. 168. 27. 118 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ I njection (SALECT) B ock 6
168. 144. 249.52  |Canada 147.237.76. 31 nakchal .idf.il [3808: HITP. SQ Injection Variabl e Declaration Bvasion B ock 6
67.228. 38. 74 Lhited Sates 147. 237.76. 42 refuah.idf.il [5670: HITP. SQ Injection (SELECT) B ock 6
168. 144.249.52  |Canada 147.237.76. 31 nakchal .idf.il [5670: HITP SQ Injection (SELECT) B ock 6
96. 251. 45. 13 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4
88.198. 16. 12 Ger nany 147.237.77.216 |dover.idf.il C1000074: HITP. maj estic bot Per nirt 3
199. 79. 62. 138 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 3
46.4.123.172 Ger many 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot Per nit 2
199. 58. 86. 206 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. maj estic bot Per nirt 2
125. 208. 24. 2 Chi na 147.237.77.216 |dover.idf.il 24910: HITP. Python urllib User-Agent Header Bl ock 1
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|Top Attackers In |D|

At acker

Attacker Address ‘Target Addr ess count ry Signature

168. 144. 249. 52 |147.237.76.31 |Canada nakchal .idf .il SQ Injection - Select From 26
184. 168. 27. 118 [147.237.77.74 |Wited Sates |[lawidf.il SQ Injection - Select Fom 20
96. 251. 45. 13 147.237.77.74 |Wited Sates |lawidf.il SQ Injection - Select From 16
195. 74. 38. 15 147.237. 77. 216 |Swneden dover.idf.il SQ Injection - Select From 14
199.79.62.138 |147.237.77.233|lhited Sates |atal .idf.il SQ Injection - Select Fom 9
184.168. 152. 41 |147.237.77.176|Uited Sates  |matpash.idf.il QA Injection - Select From 9
67.228.38. 74 147.237.76.42 |lhited Sates |refuah.idf.il A Injection - Select From 8
62.149. 132, 241 |147.237.77.74 |italy lawidf.il SQ Injection - Select Fom 8
220.70.219. 86 |147. 237 76. 44 |KO7€2 Repudlic | o 6 ET SCN\I Behavi oral Unhusual 'y fast inbound Tel net Gonnecti ons, 5

of Potential Scan or Brute Force
123.232.26. 132 |147.237.76.39 [China nobi | e.nei tav.idf.i[ET SCAN NVAP -f -sS 1
221.229.172.116(147.237.0.15 |China kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
58. 56. 98. 132 147.237.76.39 |China nobi | e. nei tav.idf.i |[ET SCAN NVAP -f -sS 1
40.121.139.43 |147.237.76.38 [lLnited Sates [eeneitav.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
123.232.26. 132 |147.237.76.39 |Chi na nobi | e.nei tav. i df.i |[ET SCAN NVAP -sS wi ndow 2048 1
115. 79. 215. 249 [147.237. 72. 167 |M et nam i shuri maka.idf.il ET SOAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force

89.248.174.30 |[147.237.76.42 |Netherlands refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
66.249.66.234 |147.237.77.74 |Wited Sates |[lawidf.il ET SCAN NVAP -sA (2) 1
221.229.172. 116|147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
58. 56. 98. 132 147.237.76.39 |China nobi | e. nei tav.idf.i|[ET SCAN NVAP -sS wi ndow 2048 1
50.116.123.33 |147.237.76.86 |[Lhited Sates |navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
163. 172. 169. 150(147. 237. 76,31 | L& nakchal . i df i ET SCAN NMAP -sS wi ndow 1024 1

Ki ngdom
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|Top Attackers In FW |

Attacker Address [Attacker Gountry |Target Address |Ste Signature
107.167.113.1 |wnited Sates 147.237.77. 216 |dover. i df il SYN Att ack SYN -> SYN-ACK -> RST moni tor |27
77.138.83.207 |Rance 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
64. 50. 250. 94 Lhited Sates 147. 237. 77. 227 |e. hanaz. i of . i | Geo-1 ocati on enf or cement Geo- | ocati on i nbound enf or cenent |drop
199.79.62.138 |Wited Sates  |147.237.77.233|atal .idf.il Bad TCP sequence mﬁ?fsg reansm wthdifferent | onitor |5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
199.79.62.138 |[Lnited Sates 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
176. 13. 247. 202 |lIsrael 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
2.55.149. 33 I'srael 147. 237. 77. 216 |dover . i f . i Bad TCP sequence mﬁsg] rea”smt wthdifferent | onitor |3
109. 253, 195. 125|i srael 147.237.77. 243 |nobi l . i df . i | Streaning Engi ne: TCP Inval id finvalid segnent retransnissi on, drop 3
Ret r ansmi ssi on Packet dropped.
109. 66. 163.96 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 3
207.46.13.142 |Wnited Sates  |147.237.77. 243 |nobile.idf. il Streaning Engi ne: TCP Inval id finvalid segnent retransmissi on, drop 3
Ret ransni ssi on Packet dropped.
37.6.227. 162 G eece 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
37.142.193.233 |Israel 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> Ti neout noni t or
151. 235. 150. 146 'é?ﬂa:i'?fm 147. 237. 77. 216 |dover . i of . i | drop Frst packet isn't SN drop 2
207.41.191.18 |lhited Sates 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop
188. 120. 154. 35 |l srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or
151. 235. 150. 146 :éxbl :2'3“" 147. 237. 77. 216 |dover. i df . Bad TCP sequence Inval i d ACK nunber aert 2
151. 235. 150. 146 IF;;IEH:??C 147. 237. 7. 216 |dover . i f .1 Bad TCP sequence Inval i d AGK nunber moni tor |2
46. 166. 188. 220 |Net her| ands 147.237.72. 156 |anan. i df .i drop First packet isn't SN drop 2
77.139. 140. 166 |France 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber alert 1
213.57.135.172 [Israel 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 1
62.210. 243. 100 |France 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |1
180. 97. 106. 162 |Chi na 147.237.77. 234 |hal ag.i df . i SYN Attack SYN -> SYN-ACK -> RST monitor |1
139.162. 37. 147 |lWhited Sates 147.237.76. 148 |gocent er. aka. i df . i |dr op drop 1
87.71.23. 247 I srael 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> RST monitor |1
66.87.130. 162 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
46.166. 188. 220 |Net her| ands 147.237.72. 156 |anan. i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout monitor |1
2.55.149.33  [Israel 147. 237. 77. 216 |dover. i df .i drop gpegﬁl‘:tefsego:é SN packet - RST 1, o 1
109. 253. 204. 190! srael 147.237.72. 167 [i shurimaka.idf.i | |dr op First packet isn't SYN drop 1
77.139. 140. 166 |France 147.237.72.166 |aka.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 1
62.210. 243. 100 |France 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
184. 105. 247. 235|tnited Sates 147.237.0.35 |akavs.idf.il drop drop 1
66.87.130.162 |Lnited Sates 147.237.77. 216 |dover. i df il SYN Att ack SYN -> SYN-ACK -> Ti neout monitor |1
180. 97.106. 37  |China 147.237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
49.228.97. 28 Thai | and 147.237.77. 176 |nat pash. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout monitor |1
5.22.134.72 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
109. 253. 209. 74 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
79.176.19. 12 I srael 147.237.72. 166 |aka i df . i | Bad TCP sequence I'nval i d AGK nunber monitor |1
62.210. 243. 100 |France 147.237.72. 167 |ishurimaka.idf.il |SYN At t ack SYN -> SYN-ACK -> RST monitor |1
37.142.193. 233 [Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence SwAaere r:‘nsm wthdifferent | onitor |1
2.55.149. 33 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
74.82.47.14 Wited Sates 147.237.0.33 [idf.il drop drop 1
61.136.195.22 |China 147.237.0.33 [idf.il drop drop 1
180.97.106.37 [China 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |1
5.102. 195. 42 I srael 147.237.77. 243 |nobi | e.i cf . i | Bad TCP sequence Invalid AGK nunber monitor |1
114.112.90.54 |China 147.237.0.19 |madimatal.idf.il |SYN At tack SYN -> SYN-ACK -> RST monitor |1
87.69.137.150 [lIsrael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber alert 1
62.210. 243. 100 |France 147.237.76. 200 eitan. aka idf.il |SYN Attack SYN -> SYN-ACK -> RST monitor |1
199.79.62.138 |[wnited Sates 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 1
46. 19. 85. 162 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176. 13. 234. 169 |l srael 147.237.77.243|mobi l e. i df . i | Par anet er Type M ol ation Password in nobile.idf.il/sachar/login B ock

109. 253. 218. 201 |l srael 147.237.72. 166 |aka. i df . i | Ml ti pl e Unauthorized URL Access from 109. 253. 218. 201 B ock

84. 95. 208. 20 I srael 147.237.77.74 [lawidf.il PHP Att enpt B ock
112.198.77.58 |Prilippines  |147.237.72. 166 |aka. i df .i | VE:A:J;L; L:tdef(.jiwﬁ;.t :/(’;;CZ}?; /'\\fterv‘ggy;ﬂrpﬁns‘;)")‘(” UL on B ock 3
84. 95. 208. 20 I srael 147.237.77.74 [lawidf.il Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 2
180. 97. 106. 162 |Chi na 147.237.77.235|sviva.idf . il Mitiple I1l1egal Byte Gode Character in Method from 180. 97. 106. 162 B ock 1
109. 253. 195. 125|I srael 147.237.77.243|mobi l e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/sachar/ B ock 1
66. 249. 66. 26 I srael 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
180. 97.106. 37  |China 147.237.77. 170 |m@ar achot . i df . i I|i11 egal Byte (de Character in Mthod B ock 1
77.138.240. 165 |France 147.237.72. 166 |aka. i df . i | mn;k":i ?ﬁﬁﬁbaﬂmﬁm@ 'n None 1
180. 97. 106. 162 |Chi na 147.237.77.235|sviva.idf . il Mil tiple NILL Character in Method from 180. 97. 106. 162 B ock

66.249. 66. 180 |l srael 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to waw idf.il/oref/ B ock 1
180.97.106.37  [China 147.237.77. 170 |n@ar achot . i df . i [[NULL Character in Mt hod B ock
66.249.64.11  |Israel 147.237.0.34 |tikshuv.idf.il mui .hE;IhﬁSd. CLjf_Li fff;gﬁl teg/ for . f £ nsencnessage. aspx B ock 1
199. 30. 25. 63 Uhited Sates [147.237.72.156|aman.idf.il Uhaut hori zed URL Access to waw anan. idf.il/scripts. asnx/getjs Bl ock 1
109. 253. 218. 201 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/appl e-touch-icon. png B ock 1
66. 249. 75. 4 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 9186- he/ r ef uah. aspx  |Bl ock 1
180. 97. 106. 162 |Chi na 147.237.77.216|dover. i df . il Dstributed I11egal Byte Gode Character in Mt hod B ock 1
66. 249. 64. 64 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/giyus/asp/ giyus. asp B ock 1
207.46.13.187 |[lhited Sates [147.237.76.31 [nakchal .idf.il [Wauthorized URL Access to 147.237.76. 31/ robots. t xt B ock 1
66. 249. 75. 12 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994-8857- he/ ref uah. aspx  [H ock 1
180. 97. 106. 162 |Chi na 147.237.77.216|dover . i df . i Dstributed NILL Character in Mt hod B ock 1
84. 95. 208. 20 I srael 147.237.77.74 [lawidf.il Uhaut hori zed LRL Access to waw | aw i df.il/tenpl ates/ general / pi w k. php  |Bl ock 1
66. 249. 66. 23 I srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237. 77. 233/ 1407- he/ at al . aspx Bl ock 1
77.124.37.26 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod CPTI QNS for waw aka. i df . i |/ mai n/ sachar/ B ock 1
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