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Attacker Address
93.174. 94. 235

|Attacker Country
Net her | ands

Target Address
147.237. 76. 196

e.sviva.idf.il

Signature
B ack List

Device Action
drop
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Russi an Federation

147.237.76. 197

e. hinush.idf.il

B ack List

dr op
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure Devi ce Action |Oount
184. 168. 193. 48 Lhited Sates 147.237.77.233 |atal .idf.il|3808: HITP. SQ Injection Variabl e Decl arati on Bvasi on Bl ock 6
184. 168. 193. 48 Lhited Sates 147.237.77.233 |atal .idf.il|5670: HITP. SQ Injection (SALECT) Bl ock 6
184. 168. 193. 48 Lhited Sates 147.237.77.233 |atal .idf.il{6134 HITP SQ Injection Variabl e Decl aration Evasion B ock 6
177.185. 194. 80 Brazil 147.237.77.233 |atal .idf.il|5670: HITP. SQ Injection (SALECT) B ock 3
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

184.168.193. 48 [147.237.77.233|thited Sates |atal .idf.il SQ Injection - Select From 20
177.185.194. 80 |147.237.77.233|Bazil atal.idf.il SQ Injection - Select From 3
5. 255. 90. 133 147. 237. 76. 147 |Net her | ands chinuch.aka.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
196.47.173.21 |147.237.72.14 |te Dlvoire |dover.idf.il(old) |ET SCAN NVAP -f -sS 1
104. 160. 176. 212|147.237.76.39 |[Lhited Sates |nobile.neitav.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
, o ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic, Potentisg
74.82.47.18 147.237.77.216|thited Sates |dover.idf.il . 1
Scan or Infection
62.210.243.100 [147.237.0.19 |France nadimatal.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
40.121.139.43 |147.237.76.86 |Uited Sates |navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
40.121.139.43 [147.237.76.39 |Lhited Sates [nobile.neitav.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
.. |ET SCAN Behavi oral ULhusual Iy fast inbound Tel net CGonnecti ons,
14. 169. 54. 252 147.237. 76. 176 |M et nam test.ncore.idf.il . 1
Potential Scan or Brute Force
196. 47.173.21 |147.237.72.14 |Qte Dlvoire |dover.idf.il(old) |ET SCAN NVAP -sS wi ndow 2048 1
104. 160. 176. 212|147. 237.76.39 |lhited Sates |nobile reitav.idf.i|ET SCAN NVAP -sS w ndow 3072 1
. L ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic, Potentic
74.82.47. 41 147.237.72.14 |lhited Sates |dover.idf.il(old) . 1
Scan or Infection
66. 249. 64. 68 147.237.72. 156 |Lhited Sates |aman.idf.il VB- O3 redirect access 1
58.220.2.5 147. 237. 76. 147 |Chi na chinuch.aka.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
40.121.139.43 |147.237.76.44 |Lhited Sates [e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
40.121.139.43 [147.237.76.31 |Lhited Sates |nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
196.47.173.21 |147.237.72.14 |Gte DIvoire |dover.idf.il(old) |ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

Sreanmng Engine: TCP Invalid

Inval i d segnent retransnission.

93.172.127.146 |[Israel 147. 237.76. 200 |ei tan. aka. i df .i | S dro 8
Ret r ansm ssi on Packet dropped. P
Sreanming BEngine: TCP Invalid i i ssi
46.19.86.132  |Israel 147.237. 77. 243 |robi 1 e i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
46.19. 86. 157 | srael 147.237.76. 42 |refuah.idf.il dr op Frst packet isn't SN drop 6
176. 13.224. 184 |Israel 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
104. 162.57.238 |lhited Sates |147.237.72.166|aka.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 5
46. 19. 86. 32 | srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST nmoni t or 4
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
5. 79. 86. 129 Netherlands |147.237.76. 198 |e. yohal an.idf . il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 4
enf or cenent
Sreaning Engine: TGP Invalid i i ssi
157.55.39.83  |Wited Sates |147.237.77. 243 |nobile.idf.il 9 =g Invalid segnent retransmssion. |, 3
Ret r ansm ssi on Packet dropped.
Sreanming BEngine: TCP Invalid i i ssi
66.249. 64. 124 |United Sates |147.237.72. 166 |aka idf.il 9 =g Invalid segnent retransmssion. o 3
Ret ransm ssi on Packet dropped.
109. 253. 203. 181 |l srael 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 3
68.180.231.57 |Lhited States |147.237.77.216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |2
46. 19. 86. 174 | srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST moni t or 2
68.180.231.60 |lhited Sates [147.237.77.176 |natpash.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
2.55.9. 149 | srael 147.237.72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
12.11.109.225 |thited Sates |147.237.72.166 |aka idf.il SYN Attack SYN -> SYN-ACK -> RST moni t or 2
31.210.188.1 I srael 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SN drop 2
68.180.231.57 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 2
68.180.231. 60 |Lhited Sates |147.237.77.176 |nmatpash.idf.il dr op Frst packet isn't SN drop 2
217.55.207.50 |Egypt 147.237.77. 216 |dover.idf i drop Frst packet isn't SN drop 2
46. 19. 86. 157 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |2
74.82.47. 43 Lhited Sates [147.237.77.170 |maarachot.idf.il SYN Attack SYN -> SYN-ACK -> RST moni t or 1
180.97.106. 37 |China 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST moni t or 1
5. 255. 90. 133 Netherlands |147.237.76. 200 |eitan. aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
99. 133.156. 239 |lhited Sates [147.237.72.166|aka idf.il SYN Attack SYN -> SYN-ACK -> RST moni t or 1
62.210. 243. 100 |France 147.237.8.27 |emadimatal.idf.il  |Geo-| ocation enf or cement Geo-1 ocati on i nbound drop 1
enf or cenent
184. 105. 247. 208|Wited Sates |147.237.77. 227 |e. haraz. i of . i | Geo- | ocati on enf or cenent il?olr gg‘;;'mon I nbound drop 1
173.61.38.115 |Uhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
74.82.47.53 Lhited Sates |147.237.0.200 |mdu.idf.il Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
68.180.231.57 |Wited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout nmoni t or 1
216.218.206. 74 |Lnited Sates |147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
62. 210. 243. 100 |France 147.237.0. 17 ?’i"Iy'kOSher'k'aV"'d SYN At t ack SYN -> SYN-ACK -> RST monitor |1
184.105.139.83 |[Uhited Sates [147.237.77.74 [lawidf.il SYN Attack SYN -> SYN-ACK -> RST moni t or 1
68.180.231.60 |lLhited Sates |147.237.77.176 |natpash.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 1
184. 105. 247. 223|wnited sates [147.237.0. 17 ][”I"IV kosher-kravi . 1d |qy\ At t ack SYN -> SYN-ACK -> RST monitor |1
176.13.17.204 |l srael 147.237.72. 166 |aka. i df . il drop Frst packet isn't SN drop 1
79.177. 8. 165 I srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 1
68.180.231.57 [Uited Qates |147.237.77. 216 |dover.idf il Bad TCP sequence SINFACK retransmt wth moni tor |1
different w ndow scal e
216.218. 206. 104|Lhited Sates |147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
62.210. 243. 100 |France 147.237.0.19 |nadimatal .idf.il SYN At t ack SYN -> SYN-ACK -> RST moni t or
184.105. 139. 120|Lhited Sates [147.237.0.19 |nadimatal.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
74.82.47.13 Lhited Sates |147.237.8.50 |e tikshuv.idf.il Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
188. 120. 154. 185|l srael 147.237.72. 166 |aka.idf il Bad TCP sequence Invalid ACK nunber noni t or 1
46. 19. 86. 157 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid AGK nunber aert 1
5. 102. 253. 115 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 1
84.229.13.42  [Israel 147.237.77. 233 |atal i df .i | Bad TCP sequence SWretransmt wth different | oniior |1
w ndow scal e
62. 210. 243. 100 |France 147.237.0.33  |idf.il dr op drop 1
184. 105. 247. 208|wnited Sates [147.237.72. 217 e icf . i1 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
46. 19. 86. 32 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid AGK nunber nonitor |1
109. 253. 205. 111l srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

count ry Target Address |Site Sgnature Action ‘Count
80. 246. 137. 105 |l srael 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code B ock 3
84.94. 48. 88 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df. il /mai n/ sachar/viewpayslip.a  |B ock 2
66. 249. 64.68 |l srael 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to v aman.idf.il/redirects/ssl-redirect.htm |B ock 1
180. 97. 106. 161 |Chi na 147.237. 76. 147 |chi nuch. aka. i df . i | Mil tiple NILL Character in Method from 180. 97. 106. 161 B ock 1
46.19.86.132 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code Bl ock 1
Lhi ted . . Unaut hori zed Met hod PCST for
216.7.150.84  |g o 147.237.72. 166 |aka. i df . i | voww aka. i of i1/t ui ndt enpl at es/ i nner . asp B ock 1
180. 97. 106. 37 |Chi na 147.237.72.167i shurimaka. i df . i | Dstributed NALL Character in Mt hod B ock 1
m ny- kosher - kravi . i |'!1gal Paraneter Encoding
66. 249. 64. 134 |l srael 147.237.0. 17 ; al _; f AQge>{ GoP6@wx @x! d/ u58"Q QN) { GDx1lakZ. v{ MDZ42FdE_vwL- [None 1
df il @0)3ii;1 in mny-kosher-kravi.idf.il/ajax/createcapt chai nage. aspx
180. 97. 106. 162 |Chi na 147.237.77. 176 |nat pash. i df . i | Dstributed Il11egal Byte Qode Character in Mthod B ock 1
84.229.13.42 |lsrael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
. . Unknown Paraneter asmin
46.117.117.24 |Israel 147.237.72. 166 [aka. i df . i | vanw aka. i df . i 1/ mai n/ gi yus/ yahash2017/ | obby. aspx None 1
180. 97. 106. 161 |Chi na 147.237.76.39 |nobile.neitav.idf.il |Ostributed Il11egal Byte Gode Character in Mt hod B ock 1
66.249.75. 8 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 8818- he/ r ef uah. aspx |Bl ock 1
180. 97. 106. 162 |Chi na 147.237.77. 176 [nat pash. i df . i | Distributed NLL Character in Method Bl ock 1
96. 250. 215, 27 |Jted 147.237.72. 166 |aka. i df . i | Wnautt hor i zed et hod PCBT for . Bock |1
Sates wn aka. i df . i |/ mai n/ sachar/ vi ewpaysl i p. aspx
Lhi ted . . D stributed Whaut horized Met hod for Known URL on
66.102.9. 8 Sates 147.237.72. 166 [aka. i df . i | vw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
180. 97. 106. 161 |Chi na 147.237.76.39 |nmobile. neitav.idf.il |Ostributed NALL Character in Mt hod B ock
66.249.76.32 |[Israel 147.237.76.86 |navy.idf.il Uhaut hori zed LR. Access to navy.idf.il/ituriniasp/displayal | sol diers.asp |B ock
204. 79. 180. 16 ;";It:: 147.237.72. 166 [aka. i df . i | Lhaut hori zed Method PCST for aka.idf.il/milui nitenpl ates/inner.asp B ock 1
157. 55. 39. 36 g;:: 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/page. asp B ock 1
. . . Unaut hori zed URL Access to
66.249.64.60 |[lsrael 147.237.0.34 |tikshuv.idf.il i kshuv. i of i 1/i turi r aspl di spl ayal | sol di ers. asp B ock 1
180. 97. 106. 161 |Chi na 147. 237. 76. 147 |chi nuch. aka. i df . i | Mitiple Illegal Byte Code Character in Mthod from 180. 97. 106. 161 Bl ock 1
207.46.13.6 ;h'att:: 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
180. 97. 106. 37 [Chi na 147.237.72.167|i shurimaka.idf .i | Dstributed I11egal Byte Gode Character in Mt hod B ock 1
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